S. Hrg. 110-588

DEPARTMENT OF HOMELAND SECURITY STATUS
REPORT: ASSESSING CHALLENGES AND
MEASURING PROGRESS

HEARING

BEFORE THE

COMMITTEE ON
HOMELAND SECURITY AND
GOVERNMENTAL AFFAIRS
UNITED STATES SENATE

ONE HUNDRED TENTH CONGRESS

FIRST SESSION

SEPTEMBER 6, 2007

Available via http:/www.access.gpo.gov/congress/senate

Printed for the use of the
Committee on Homeland Security and Governmental Affairs

&



DEPARTMENT OF HOMELAND SECURITY STATUS REPORT:
ASSESSING CHALLENGES AND MEASURING PROGRESS



S. Hrg. 110-588

DEPARTMENT OF HOMELAND SECURITY STATUS
REPORT: ASSESSING CHALLENGES AND
MEASURING PROGRESS

HEARING

BEFORE THE

COMMITTEE ON
HOMELAND SECURITY AND
GOVERNMENTAL AFFAIRS
UNITED STATES SENATE

ONE HUNDRED TENTH CONGRESS

FIRST SESSION

SEPTEMBER 6, 2007

Available via http:/www.access.gpo.gov/congress/senate

Printed for the use of the
Committee on Homeland Security and Governmental Affairs

&

U.S. GOVERNMENT PRINTING OFFICE
38-841PDF WASHINGTON : 2008

For sale by the Superintendent of Documents, U.S. Government Printing Office
Internet: bookstore.gpo.gov Phone: toll free (866) 512—-1800; DC area (202) 512—-1800
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001



COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS
JOSEPH 1. LIEBERMAN, Connecticut, Chairman

CARL LEVIN, Michigan SUSAN M. COLLINS, Maine
DANIEL K. AKAKA, Hawaii TED STEVENS, Alaska

THOMAS R. CARPER, Delaware GEORGE V. VOINOVICH, Ohio
MARK L. PRYOR, Arkansas NORM COLEMAN, Minnesota
MARY L. LANDRIEU, Louisiana TOM COBURN, Oklahoma

BARACK OBAMA, Illinois PETE V. DOMENICI, New Mexico
CLAIRE McCASKILL, Missouri JOHN WARNER, Virginia

JON TESTER, Montana JOHN E. SUNUNU, New Hampshire

MICHAEL L. ALEXANDER, Staff Director
BETH M. GROSSMAN, Senior Counsel
HoLLy A. IDELSON, Counsel
BRANDON L. MILHORN, Minority Staff Director and Chief Counsel
ROBERT L. STRAYER, Minority Director for Homeland Security Affairs
LEAH Q. NASH, Minority GAO Detailee
TRINA DRIESSNACK TYRER, Chief Clerk

1)



CONTENTS

Opening statements: Page
Senator Lieberman 1
Senator Collins ........... 3
Senator Voinovich . 16
Senator Carper ........ 18
Senator McCaskill 21
Senator Landrieu ........ccccocioiiiiiiiiieiieecete et 32

Prepared statement:

Senator AKAKA .......ccociiiiiiiiiiiiee et 37
WITNESSES
THURSDAY, SEPTEMBER 6, 2007

Hon. David M. Walker, Comptroller General of the United States, U.S. Gov-
ernment Accountability Office .......cccoccivrviiiiiriiiiiiiiiieeeee e 5

Hon. Paul A. Schneider, Under Secretary for Management, U.S. Department
of Homeland Security ........ccccoccoeviiiiiiiiiieiieieeitee ettt e 9

ALPHABETICAL LIST OF WITNESSES

Schneider, Hon. Paul A.:

TESTIMONLY  .eeieeiieeeiiieeriieeeieeeete e e ete e e teeeeibeeeessbeeessaaeesnsaessssaeeassseesnssnasennseens 9
Prepared statement ..........c.cocccviieiiiiiiiiecee e e 68
Walker, Hon. David M.:
TESTIMONLY  .eeieviieeeiiieeniieeeieeeete e et e e estee e eibeeeestbeeessaaeesnsaessssaeeessseesnssnesennseens 5
Prepared statement ..........c.ccoccciiieiiiieiiecee e 38
APPENDIX
Charts submitted for the Record by Mr. Walker ..........cccccceeveieeevciieeecieeeeieeens 79
GAO Report titled “Department of Homeland Security: Progress Report on
Implementation of Mission and Management Functions,” August 2007 ......... 81
Slides submitted for the Record by Mr. Schneider ..........c.ccccvveeviveeennnen. 408
Letter from Secretary Michael Chertoff to the Hon. Peter King, date
tember 4, 2007, submitted for the Record by Mr. Schneider .........cccccceveuvennne. 412

Responses to Post-Hearing Questions for the Record from:

M. WALKET ettt ettt e et e e et e e e aaae e eearaeeetseeeeasseaeenneeas 428
Mr. SChNEIAET .oeeiiiiiiiiieeee et 430

(I1D)






DEPARTMENT OF HOMELAND SECURITY
STATUS REPORT: ASSESSING CHALLENGES
AND MEASURING PROGRESS

THURSDAY, SEPTEMBER 6, 2007

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 1:34 p.m., in Room
SD-342, Dirksen Senate Office Building, Hon. Joseph 1. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Akaka, Carper, Landrieu, McCas-
kill, Collins, and Voinovich.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. Good afternoon. The hearing will come to
order. Welcome to everyone. I particularly want to welcome Comp-
troller General Walker and Under Secretary Schneider to this im-
portant hearing on the Department of Homeland Security. In this
Committee, we hold many hearings regarding specific programs or
policies of this critically important Department, but at this one we
are going to step back and take the long view of the big picture and
ask: Do we have the kind of Department of Homeland Security we
sought to create nearly 5 years ago after September 11, 2001, with
the passage of the Homeland Security Act?

GAO, in its very comprehensive report, provides an answer to
that question. I think it is fair to say that the Department of
Homeland Security through Mr. Schneider will dissent in part, as
they say in the courts. For us, it is helpful to remember what
brought us here. We did not create the Department of Homeland
Security as an academic exercise in governmental reorganization.

Almost 6 years ago to the day, the September 11, 2001, attacks
against the United States by Islamist extremists showed just how
vulnerable our Nation was to attack by terrorists, how disorganized
we were, and how the terrorists took advantage of that dis-
organization. The September 11, 2001, plot may have been formed
in the caves of Afghanistan, but it was practiced and carried out
right here in America—right in front of our eyes.

As we learned more in the days and weeks that followed the at-
tacks, it became clear how ill-prepared our divided governmental
structure was to deal with this stunning new challenge. We simply
did not have a single official or a single department focused on co-
ordinating the various governmental agencies that had the respon-

o))



2

sibility, in one way or another, to defend our citizens from threats
to their security here at home. As a result, we had failed to ade-
quately recognize or prepare for the terrorist threat against our
American homeland. We lacked a system to connect the dots that
could have forewarned us of the September 11, 2001, attacks. We
had no clear place to turn for guidance when the attack occurred
or in its immediate aftermath. And we had no strong hand to guide
us in preventing and preparing for future attacks. In short, the De-
partment of Homeland Security was born of necessity, not of
chance or desire.

We knew it would be an arduous and awkward undertaking to
forge this new Department. To do so required uniting more than
22 component agencies into a new whole, while simultaneously cre-
ating major new capabilities to address issues such as homeland
security information sharing, State and local preparedness and co-
ordination, critical infrastructure protection, transportation system
protection, and R&D for homeland security capabilities. Leading
such an effort is the kind of job that would be daunting to the most
seasoned CEO or the toughest veteran military commander.

In the face of this massive challenge, I would say that there has
been tremendous work done by many people to successfully launch
the Department of Homeland Security. I want to particularly thank
former Secretary Tom Ridge, current Secretary Chertoff, and all of
the DHS employees for everything they have done to bring this De-
partment into being. We know that many people have worked tire-
lessly to identify the threats we face, to design measures to prevent
or protect against them, and to put those programs into action.

Somebody asked me earlier in the day would I say that in re-
sponse to this GAO report America was not safe, and I said, and
as we have all said before and the 9/11 Commission said, America
is a lot safer than it was on September 11, 2001; but as this report
makes clear, we have got a lot to do before we can say we are as
safe as we need to be.

This Committee’s commitment to homeland security necessarily
includes a responsibility for honest examination of what is working,
what is not, and what has still not come into being but should. So
I commend Comptroller Walker and his team at GAO for the tre-
mendous effort they have made—not only in this comprehensive,
really unprecedented report but in the dozens of ongoing studies
that underlie it—to help the Department of Homeland Security be
all that it can and must be.

Which brings me to the report itself. The report the Comptroller
General is presenting today confirms what many of us have be-
lieved, and it does so in specifics: First, that the Department has
made important progress establishing programs and procedures
that make us safer today; and, second, that there remain serious
deficiencies within the Department that require much more atten-
tion and resources than they have received to date.

GAO tells us that DHS has made important strides in aviation
and maritime security, both absolutely critical homeland security
responsibilities. The report also documents how the Department is
beginning to lay critical groundwork to strengthen border security,
infrastructure protection, and non-aviation modes of transportation
security.
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But there are clearly serious problem areas remaining as well
which the report documents. Almost 2 years after Hurricane
Katrina, GAO nonetheless still finds weaknesses in the area of
emergency preparedness and response. GAO has also documented
the difficulties DHS has had in forging a unified department from
its many component pieces. This is difficult, unglamorous work, but
it goes to the very core of why we created this new Department.
If the component agencies of DHS operate as disconnected entities
who happen to be under the same umbrella, we will have gained
much less than we need to gain in exchange for the effort that cre-
ating this Department has entailed. And that is something we have
got to get right.

I know that the Department of Homeland Security takes issue
with some aspects of GAO’s methodology and some of its conclu-
sions. That is not surprising given the scope and content of the re-
port. I cannot imagine that there is any perfect way to measure a
still evolving Department. But I hope today we can focus our dis-
cussion on the shared bottom line, which is: Where do we need to
concentrate our energy and our resources and our leadership to en-
sure that we have the strongest Homeland Security Department
possible? Because we know as recently as yesterday’s news from
Germany that the terrorist threat is as real as it was on September
11, 2001.

Whatever the differences of opinion over methodology, there can
be no difference of opinion about our shared responsibility to make
this Department the best it can possibly be.

I look forward to hearing from our witnesses and, most impor-
tant, to working with them to strengthen this new Department.
Thank you. Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman.

After the terrorist attacks on September 11, 2001, the U.S. Gov-
ernment launched the largest reorganization in its history to
strengthen coordination among the 22 agencies with responsibil-
ities for protecting our Nation. We established the Department of
Homeland Security.

More than 4 years have now passed since DHS opened for busi-
ness on March 1, 2003. As Senator Lieberman noted this afternoon,
our Nation is safer than prior to September 11, 2001. But, never-
theless, the threats continue to evolve and intensify. Violent
extremists, both foreign and homegrown, remain determined to at-
tack Americans. Natural disasters continue to challenge our com-
munities’ ability to prepare, respond, and rebuild. Meanwhile, glob-
al commerce, travel, and new drug-resistant microbes raise the risk
of pandemic disease.

DHS officials and staff have worked hard to enhance our secu-
rity. I think it is important that we take note of that. We have
been spared a new terrorist attack on U.S. soil since 2001, and the
people of DHS deserve a measure of credit for that. We all know,
however, that the Department has also encountered difficulties and
setbacks in performing its vital mission.

Today, we will attempt to assess the Department’s performance
fairly and accurately, noting its successes, its failures, and its in-
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completes. When Senator Lieberman and I first asked the GAO last
year to perform a status check on DHS’s first 4 years, we knew
that we were asking for a major assessment. And the 320 pages in
this new GAO report are certainly proof of that.

I also expected that DHS would receive a mixed report card, and
it has. Reviewing the grades fairly, however, does require a word
of context. As the GAO notes, “Successful transformations of large
organizations, even those faced with less strenuous reorganizations
than DHS, can take 5 to 7 years to achieve.”

Applying the GAO’s measure of “performance expectations” to 14
key DHS mission areas yielded indications of “moderate” or “sub-
stantial” progress in six areas, including key concerns like aviation
security and maritime security. Four other areas were judged to
show “modest” progress.

That DHS should be a work in progress after only 4 years should
surprise no one. But it is, nevertheless, disturbing to see “limited”
progress in four areas as critical as human capital management,
information technology management, science and technology, and,
most of all, emergency preparedness and response.

The limited progress grade in emergency preparedness and re-
sponse particularly concerns me. The GAO does document some
progress, such as grant programs to improve interoperable commu-
nications for first responders, a very high priority for the Chairman
and for me. And I would also think that it is important to note that
there are some positive developments resulting from last year’s
FEMA reform legislation that are not reflected in GAO’s analysis.
For example, FEMA now has regional centers with defense coordi-
nating officers and multi-agency strike teams, multiplying its read-
iness to deliver rapid and effective assistance. FEMA also has im-
proved its capability to preposition vital supplies and to track their
deployment. I have seen these improvements firsthand in the re-
gional exercise in New England, and they are encouraging, and
they are not fully reflected in this report.

But, nevertheless, I am very concerned that GAO found only lim-
ited progress in establishing an all-hazards national response plan,
developing national all-hazards preparedness goals, and coordi-
nating the implementation of a national incident management sys-
tem. These are troubling “incompletes.” No amount of investment
in technology and in aid to first responders can compensate for the
lack of well-developed and well-understood goals and procedures for
coordinated response. We simply must have better results in this
area.

Now, I am proud that the highest score GAO awarded was in an
area that this Committee has worked very hard on, and that is
maritime security. We held a number of hearings. We authored
landmark port security legislation that was signed into law last
year. And in this area, the GAO has found that DHS has achieved
more than 75 percent of performance expectations.

Another topic that has occupied a great deal of the time of this
Committee is acquisition management. This Committee has uncov-
ered appalling instances of waste and fraud in the response to Hur-
ricanes Katrina and Rita and in contracting in Iraq and in Afghan-
istan. In light of those investigations, it is troubling that GAO
found that DHS still lacks clear Department-wide acquisition poli-
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cies and suffers from acquisition staff shortages. This is an area
where the Department must redouble its efforts because faulty ac-
quisition not only wastes scarce taxpayers’ dollars, but it also can
literally cost lives if vital supplies are lacking or they cannot be
moved swiftly to aid victims of natural disasters or terrorist at-
tacks.

Nearly 6 years after September 11, 2001, 4 years after its cre-
ation, and 2 years after Hurricane Katrina, the Department must
pick up the pace of its progress. GAO’s report should serve as a
useful road map in this effort. With so much at stake and with so
many areas where progress is still required, America cannot settle
for a mixed report card.

I welcome our witnesses today, and I look forward to a produc-
tive discussion. Thank you.

Chairman LIEBERMAN. Thanks very much, Senator Collins.

I know the Comptroller General has to depart here around 3:20
p.m., so I want to go right to the opening statements and make
sure we get plenty of time for Committee Members to ask ques-
tions.

As Senator Collins said, this is a report that was done by the
GAO at the request of Senator Collins and myself pursuant to our
oversight responsibilities. And, again, I know there are disagree-
ments between GAO and DHS about methodology, but this is a se-
rious piece of work that makes some tough judgments. And because
of all that is on the line, those are exactly the kind of judgments
we have to make about homeland security.

So, General Walker, I thank you again for your service to our
country and to the Congress, and this Committee in this case, and
we welcome your testimony now.

TESTIMONY OF HON. DAVID M. WALKER,! COMPTROLLER
GENERAL OF THE UNITED STATES, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE

Mr. WALKER. Thank you, Chairman Lieberman, Senator Collins,
and other Senators. It is a pleasure to be back before this Com-
mittee again, this time to discuss the Department of Homeland Se-
curity’s efforts to implement its major mission and management re-
forms. As has been noted, this GAO work was done at your re-
quest. It was a major undertaking. I feel like this is ratings week,
between Iraq and the Department of Homeland Security. Let me
just note that both are very complex and controversial endeavors,
both are very important endeavors, and both of them are situations
where, quite frankly, we were mandated or requested to do them.
Third, these represent situations where reasonable people can and
will differ. There is no doubt about that because the stakes are so
high.

With that, I think it is important to know that, prior to the cre-
ation of DHS, most of the agencies that comprise DHS were not fo-
cused on homeland security or counterterrorism activities. And so,
therefore, a lot of them had their own challenges before this agency
was created, and they brought a lot of those challenges with them:;
and added to that was merging 22 different agencies with different

1The prepared statement of Mr. Walker appears in the Appendix on page 38.
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systems, different histories, different missions, different cultures,
even different uniforms and other things of that nature that we
have seen over time. And that made a complex undertaking even
more complex.

I think we have to keep in mind that even in the private sector,
when you do a major merger and where you are trying to effectuate
fundamental transformation that can be sustained, including an in-
tegration, that it takes 5 to 7 years at least, and in government,
it typically takes longer for a variety of reasons.

I think we also have to keep in mind that the Department of De-
fense was created 60 years ago and that while they are No. 1 in
fighting and winning armed conflicts, they are a D on business
practices. And I am confident DHS can do better faster than the
Department of Defense has done, but we need to make progress on
both.

I think it is also important to state at the outset we clearly are
safer than we were on September 11, 2001, and there is no such
thing as zero risk. We can and should do better. But we will never
have zero risk. That does not exist in today’s world, and we have
to recognize that reality. Furthermore, this Department is not just
about trying to prevent another event like September 11, 2001. It
is about a lot of other things too, including natural disasters and
border security and a variety of other issues.

When they began back in 2003, we put DHS on our high-risk list
not as an agency but because of the implementation, integration,
and transformation effort. And I have talked about why we felt
that was important to do so. This report is a major undertaking.
Our people spent a lot of time on it. I want to thank all of our very
capable staff who worked on it. In the report, we assess DHS’s
progress across 14 different mission and management areas. For
each area, we identified performance expectations based on respon-
sibilities either set out in legislation, homeland security presi-
dential directives and executive orders, or DHS planning docu-
ments. In a few circumstances, there were other sources, but those
were the primary sources.

Our analysts and subject matter experts reviewed the work of
the Department of Homeland Security’s Inspector General and in-
formation that DHS provided us, which was extensive, in trying to
determine whether or not DHS achieved each of those performance
expectations. We used the performance expectation assessments to
determine DHS’s overall progress in each mission and management
area, and in commenting on our draft, Mr. Chairman, as you noted,
DHS raised some concerns about our methodology, including the
criteria that we use for assessing the extent to which DHS has
achieved each performance expectation and our consistent applica-
tion of the criteria.

Let me note that while we changed the terminology, we did not
change the substance. The methodology was not changed. The ter-
minology was changed. So it was a form-over-substance change.
The substance was the same.

And as you noted yourself, Mr. Chairman, there are a lot of dif-
ferent ways you could go about doing this, and there is no way that
is perfect. But one of the things that we did do is I am confident
that we had a clearly defined, consistently applied, and transparent
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methodology that we employed and that we are comfortable with.
And I am confident that we used our best independent professional
judgment to reach the conclusions we reached.

We believe that our methodology provides a sound basis for our
progress report. Overall, we appreciate DHS’s concerns and recog-
nize that in any such broad-based evaluation there is going to be
some level of disagreement that is inevitable. But as I said, we
have tried to be consistent, fair, and transparent with regard to our
judgments, and all of their comments are in our report, and what
we did with their comments is reflected in our report as well.

DHS has made varying levels of progress in implementing its
mission and management areas since March 2003. If we can put
up the first chart,! you can see the summary table, which is—fortu-
nately, we have a highlights page. Senator Collins, as you know,
probably one of the best things we ever did was to take these thick
reports and have a one-page, maximum two-page highlights page.
And so we have that here, and, in fact, this is part of the highlights
page. And for the 14 mission and management areas, you can see
that there were 171 performance expectations. As you can tell, it
is a major undertaking. We are having a tough time just with the
table here.

Chairman LIEBERMAN. That is the largest chart we have ever
had presented to our Committee.

[Laughter.]

Mr. WALKER. We are happy to provide it for your archives, if you
would like, if you have storage room for it. But as you can see, it
is a massive undertaking. There are 14 different mission and man-
agement areas. There were 171 different performance expectations
of which we judged that 78 were generally achieved, 83 generally
not achieved, and 10 that we did not assess. We assessed based
upon clearly defined criteria, which are on the highlights page, how
many of the different performance expectations you needed to meet
in order to achieve a limited, modest, moderate, or substantial rat-

ing.

As I think I may have noted, generally they made more progress
in mission areas than management areas. That is understandable.
Mission is job one. And to the extent that it is trying to deal with
counterterrorism or deal with border security or deal with emer-
gency preparedness and response, or whatever it might be, mission
is job one. And many times we found, especially with the Depart-
ment of Defense, prima-facie evidence that the business areas, the
management areas sometimes lagged. It is important that we do
better than we did with the Department of Defense, and I am con-
fident that DHS will over time do that.

Sometimes DHS has made progress in developing plans and pro-
grams, but they faced difficulty in implementing them. After all, 90
percent of success or failure is implementation, and it is no dif-
ferent in government than it is anywhere else. And some things are
tough, no doubt about it.

DHS disagreed with our assessments on 42 of 171 performance
expectations, and we provided detailed responses with regard to
those items in our report.

1The charts submitted by Mr. Walker appears in the Appendix on page 80.



8

Given the leading role that DHS plays in securing the homeland,
it is critical that the Department’s missions, programs, and man-
agement systems and functions are operating as efficiently and ef-
fectively as possible. It has been more than 4 years since the De-
partment has been established. They have taken important actions.
People are working very hard. They have made progress, more in
the mission area than the management area, and the mission areas
vary as well as the management areas. They have done their best
to try to do as much as they can in this period of time. As I said,
even for private sector entities, it is a 5- to 7-year effort, minimum,
and in government, it is going to take longer to fully integrate and
transform.

But what is important is that they are focusing on the most im-
portant things and that they are allocating their limited human, fi-
nancial, technological, and other resources to get the most impor-
tant things done. And it is also important that Congress stay en-
gaged to try to be able to provide reasonable oversight and to be
able to deal with any appropriations and authorization needs that
they might need. And I might note, as Senator Collins said, it paid
off when you did in the maritime security area. There is no ques-
tion about it. And working together, you can and have made a dif-
ference.

We have all seen the effects of Hurricanes Katrina and Rita. We
have all seen the concerns there. There have been a number of ac-
tions taken, I think most of which are probably reflected in our re-
port, but evidently, Senator Collins, at least something was not,
and we will be happy to take a look at what you mentioned. I ap-
preciate that, and we will take a look at that.

[The information submitted for the Record follows:]

INFORMATION PROVIDED FOR THE RECORD BY MR. WALKER

To what extent does the report capture progress made by FEMA with regard to
its regional offices with Defense coordinating officers and multiagency strike teams
and efforts to pre-position emergency supplies and equipment?

Answer: Our report does not specifically address FEMA’s efforts to improve the
role of its regional offices in emergency response. With regard to the pre-positioning
of supplies and equipment, our report provides information on DHS’s Pre-Positioned
Disaster Supply and Pre-Positioned Equipment Program. We concluded that DHS
has generally not achieved the performance expectation under which the pre-posi-
tioning of supplies was included—develop the capacity to provide needed emergency
assistance and services in a timely manner—as, among other things, DHS’s optimi-
zation planning efforts for its logistics capabilities are still in the preliminary
stages. DHS also did not provide us with documentation on how it determined re-
quirements for the pre-positioning of disaster supplies and equipment to assess
whether FEMA has achieved its intended capacity.

In summary, the Department of Homeland Security has thou-
sands of very capable people working for it, trying to do the right
thing for our country. Many people are working very hard. In some
cases, we have had multiple people in different jobs. We have al-
ready had—I believe this is right, although I did not ask this to
be verified before I testified—two Secretaries, three Deputy Secre-
taries, and two Under Secretaries for Management in the roughly
4-year history of DHS. All capable people, but the lack of continuity
is an issue in government, especially when you are dealing with
major management reforms and transformation efforts. And that is
something we may get into in the question and answer period.
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We are clearly safer. We will never be 100 percent safe, but we
are clearly safer. And I am confident that working together in a
constructive fashion, we can continue to keep you apprised of how
they are doing, and we can do a lot better than the Department
of Defense did with regard to achieving implementation of integra-
tion. Thank you.

Chairman LIEBERMAN. Thanks, Mr. Walker. That is an optimistic
note to end on. We are at the beginning of the history of this De-
partment, so we have a chance to really make it work well together
before it gets, frankly, encrusted in ways that older departments
sometimes do.

Mr. Schneider, welcome. You are the designated representative,
perhaps the designated defender, maybe the designated hitter. In
any case, we welcome you.

TESTIMONY OF PAUL A. SCHNEIDER,! UNDER SECRETARY
FOR MANAGEMENT, U.S. DEPARTMENT OF HOMELAND
SECURITY

Mr. SCHNEIDER. Thank you, Mr. Chairman, Senator Collins, and
Members of the Committee. It is a pleasure to appear before you
today. I have been the Under Secretary for about 8 months. I am
here today to discuss the recent GAO report titled “Department of
Homeland Security, Progress Report on Implementation of Mission
and Management Functions.” 2

Without question, the most significant challenge we face is to
continue to transform the Department into a unified force that pro-
tects the country. GAO has referred to this project as an “enormous
management challenge” and to the size, complexity, and impor-
tance of our efforts as “daunting.” By meeting this challenge, DHS
will be better positioned to protect the country against threats,
both foreign and domestic.

Although the Department has faced numerous challenges during
the first 4 years of this critical undertaking, we have made great
progress. The GAO report largely recognizes this progress across 14
mission and management areas. In fact, GAO concluded that the
Department has generally achieved 78 performance expectations.
This is particularly noteworthy given GAQO’s recognition that in
many cases there was no anticipation that the Department would
achieve the performance expectations by the end of the fourth year.
Although the Department takes issue with the methodology and
rating system employed by the GAO, there can be no dispute that
GAO’s positive assessments of the “Generally Achieved” reflect the
Department’s significant progress in four major mission areas, in-
cluding securing modes of transportation; securing the border and
administering the immigration system; defending against, pre-
paring for, and responding to threats and disasters; and imple-
menting management functions.

Since my written testimony lists many of the Department’s
fllchievements recognized by the GAO, I will not go into the details

ere.

1The prepared statement of Mr. Schneider appears in the Appendix on page 68.
2The GAO report titled “Department of Homeland Security, Progress Report on Implementa-
tion of Mission and Management Functions” appears in the Appendix on page 81.
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I think it is worth noting, as the Comptroller General has point-
ed out, that many of the areas where GAO rightly recognized the
Department’s progress were in those critical areas where we chose
to focus our resources to secure the homeland.

I would also like to state that we are very appreciative of the
frank and open communication with the GAO that has been estab-
lished during recent months, and especially during the final stages
of GAO’s work on this report. I am especially appreciative of the
efforts of the Comptroller General, the Managing Director of Home-
land Security and Justice, Mr. Rabkin, and their team for their
professionalism, courtesy, and cooperation. We look forward to
building on and continuing this cooperative approach.

While we were pleased that the GAO recognized our progress,
the Department continues to believe that they used a flawed meth-
odology in preparing the report, which resulted in many of the as-
sessments not fully reflecting the Department’s progress.

We are particularly concerned that the GAO report is based on
vague, shifting criteria and standards that result in an “A or Fail”
grading system. It does not properly credit us for on-track imple-
mentation of long-term, multi-year goals, or constantly evolving
programs. It is subjective and does not normalize the audit stand-
ard amongst analysts to ensure consistent assessments across the
171 performance expectations. It does not consistently account for
issues outside of DHS’s control. And it weighs all performance ex-
pectations equally.

After Secretary Chertoff personally reviewed the initial State-
ment of Facts, he wrote to the Comptroller General expressing his
concerns and offering to work with GAO to ensure the final GAO
statement fully reflected the Department’s achievements over the
past 4 years. The Department met with and provided GAO with
thousands of pages of documents explaining how the key programs
were on track and performance expectations were being met.

In late May 2007, GAO officials submitted a Revised Statement
of Facts, and, frankly, without any advance notice with the Depart-
ment, indicated that the Department’s progress would now be rated
as “Generally Achieved” or “Generally Not Achieved” rather than
“Generally Addressed” or “Generally Not Addressed.”

Although GAO’s recent reply to our comments suggests that this
was merely a change in language rather than substance, the prac-
tical differences between these standards are significant, reflecting,
at a minimum, a difference in how the performance expectations
would be perceived. “Addressed” suggests that a program is on
track; whereas “achieved” indicates final completion. Our view is
that GAO went from a Pass/Fail to an A/Fail grading system with-
out explaining why. This, frankly, is like moving the goal post in
the middle of the game.

Based on this new standard, GAO downgraded its assessments
of the Department in 28 performance expectations to “Generally
Not Achieved.” These changes were particularly surprising in light
of the documentation and materials that we provided.

We are also concerned with this binary “Achieved/Not Achieved”
standard. We believe it is ill-equipped to evaluate the Department’s
progress accurately in a multi-year endeavor, and many of our ef-
forts are multi-year endeavors.
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Here are some examples. Although GAO has indicated that the
Department’s Secure Border Initiative (SBI) is “on a trajectory” to-
ward achievement, the Department received a score of “Generally
Not Achieved” in this performance expectation because it had not
yet fully completed the goals of the entire SBI program, a multi-
year program. There is no obvious way, based on this criteria, to
accurately portray the actual status, and that is perhaps the major
flaw in the methodology.

GAO continues to assess the Department’s efforts to detect and
identify illegal border crossings as “Generally Not Achieved.” This
assessment understates the importance of our successful efforts to
deploy National Guard agents to the border, our efforts to increase
the Border Patrol staffing by 30 percent since 2001, and our effort
to begin and implement the comprehensive SBI Program.

The Department delivered a 5-year Research and Development
Strategic Plan to Congress on June 26, 2007, that incorporates in-
formation on milestones for fiscal year 2007 through 2011. The
milestones, deliverables, and goals are included for every project
within the science and technology effort of the Department. It re-
flects the highest-level objectives for internal departmental activi-
ties and provides overarching guidance for addressing the science
and technology needs within each homeland security mission area.
The plan also addresses the importance of developing a strong
homeland security science and technology national workforce by de-
veloping professional science and technology employees. In spite of
these achievements, this performance expectation is rated as “Not
Achieved.”

Regarding airport perimeter security, not only has DHS estab-
lished standards and procedures for effective airport perimeter se-
curity, we have gone beyond meeting the performance expectation
and are implementing those standards by executing the Aviation
Inspection Plan, which addresses the Aviation and Transportation
Security Act. This also is rated as “Not Achieved.”

The Department issued the National Response Plan, which is in
place and functioning. It establishes, coordinates, and implements
a single all-hazards national response, as we saw with the success-
ful handling of Hurricane Dean. But because it is under revision,
as most living plans are at some point in time, GAO rates this as
“Not Achieved.” The enclosure of my letter to the GAO dated July
20, 2007, which is included in the report that we are discussing
today, contains a more detailed discussion of these and the other
particularly problematic assessments.!

The Department has done a great deal to ensure the safety and
the security of our country. We are proud of what DHS has been
able to accomplish in a short time, notwithstanding the many chal-
lenges faced by the Department. Moving forward, we will build
upon the Department’s recent program developments and successes
while dedicating ourselves to continuous improvement.

I look forward to maintaining the cooperative approach with the
GAO that was followed in preparing this report. I would also like
to thank the Congress and this Committee for your leadership and
for your continued support of the Department of Homeland Secu-

1The letter from Mr. Schneider to Mr. Walker appears in the Appendix on page 328.
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flity. And I would be happy to answer any questions that you may
ave.

Chairman LIEBERMAN. Thanks, Mr. Schneider.

We will go to the questions now. We will do a 6-minute round
so that everybody can get an opportunity, and hopefully we can
even do a second one. I do want to indicate both to the Members
and the public, I think the Members know that we are going to fol-
low this hearing on Monday with a hearing on the eve of Sep-
tember 11 when we will hear testimony from Secretary Chertoff,
FBI Director Mueller, DNI McConnell, and Admiral Redd, the head
of the National Counterterrorism Center, an overall hearing asking
each of these critical leaders how are we doing in the war against
terrorism and particularly in protecting the homeland from terror-
ists. So I look forward to that.

Let me proceed with the questions. Mr. Walker, as I said earlier,
you have presented a very useful, wide-ranging report that exam-
ines many of the Department of Homeland Security’s diverse mis-
sions and integrates material from a host of previous analyses that
GAO has done. I want to ask you at the outset to step back for a
moment, and if you had to provide a single overall assessment of
how the Department is doing, whether it is on track to meet our
expectations and its statutory goals, what would your assessment
be? And if you can, what grade would you give it at this point?

Mr. WALKER. I would hesitate to give them a grade, Mr. Chair-
man, because I do not think that is really fair because there is
variance from that grade. I would say clearly they have made more
progress on the mission area than the management area.

Chairman LIEBERMAN. Right.

Mr. WALKER. And that is understandable.

Chairman LIEBERMAN. Define that a little more.

Mr. WALKER. By “mission,” what I mean is, what they are trying
to achieve—enhance aviation security, enhance maritime security,
and enhance border security.

Chairman LIEBERMAN. As opposed to management——

Mr. WALKER. As opposed to financial management, human cap-
ital management, etc.

Chairman LIEBERMAN [continuing]. Of the overall Department.

Mr. WALKER. Yes, like information technology management, real
property management, and acquisition management.

Chairman LIEBERMAN. Because achieving those missions also in-
volves management of those separate tasks.

Mr. WALKER. Correct.

Chairman LIEBERMAN. But you are saying overall the Depart-
ment is

Mr. WALKER. I will give you an example, Mr. Chairman. Let me
give you an example for another agency to help put it on. The De-
fense Department does a great job on achieving mission, but it does
not necessarily do it in an economical, efficient manner. And so
many times you can get things done, but the way you go about
doing it may not be economical and efficient, and it may or may
not be sustainable.

So I think they have understandably prioritized their efforts to
try to make as much of a difference as they can on mission as quick
as they can, but they haven’t made as much progress in the area
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of putting together the necessary management infrastructure—sys-
tems, controls, people, integration—that can be sustainable over
time that will help on economy and efficiency on the general man-
agement front.

Chairman LIEBERMAN. OK. Mr. Schneider, do you want to take
the opportunity to grade the Department or give a brief verbal as-
sessment, perhaps responding to what the Comptroller General has
said?

Mr. SCHNEIDER. Well, first off, like the Comptroller General, I
am not about to put a grade on the table. I do agree with what he
said because it reflects what we have done. We really have focused
on the mission areas, and I think his chart shows it.

So if you take a look at some of the areas, aviation security, if
you take a look at the maritime security, these are the mission
areas. These are the ones where we have focused our effort, and
the report, while we may disagree with the rating, as we clearly
do in 40-some-odd instances, the fact of the matter is the report’s
own words frankly cite the many progresses that we have achieved
in these particular areas.

So I do not want our disagreement with the rating to in any way
infer or give the impression that the report does not address many
of the achievements. We frankly have disagreement on the rating,
and I think that is probably true of any time somebody is given a
grade or a rating. You end up having differing views about it. So
we clearly have focused on exactly what the Comptroller General
has said we have.

Mr. WALKER. If I can?

Chairman LIEBERMAN. Go ahead.

Mr. WALKER. As Under Secretary Schneider mentioned before,
they had strong differences of opinion in some cases with regard to
how we rated them on certain of these performance expectations.
But we had a two-step process. We rated on the performance expec-
tations, and then after we did that, we aggregated to determine
what the overall progress should be in each major area. What I just
asked my staff is, while we have not done the detailed analysis,
would the overall progress have been dramatically different if we
had changed a number of the ratings we are talking about? It
would have been different, but it would not have been dramatically
different. So I think that is what is important.

Chairman LIEBERMAN. OK. If you are so critical—and I know in
part you are positive, but you make some tough criticisms of the
Department—how do you explain why we have not had another
terrorist attack since September 11, 2001?

Mr. WALKER. Mr. Chairman, I have always been very uncomfort-
able with anybody who wants to assert that because we have not
had another terrorist attack, it automatically means that we have
done a great job and we have done everything we should do. We
should keep in mind that based on that standard on September 10,
2001, we were doing a great job. I do not think we can take comfort
in the fact necessarily that we have not had another attack. Thank
God we have not had another attack, and I think there are a lot
of reasons that we have not, and in many cases because of efforts
by the Department of Homeland Security, intelligence agencies,
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and things going on overseas. But I do not think we should use
that as a standard for whether we are successful or not.

Chairman LIEBERMAN. I agree. That was well answered. The
challenge, as you have talked about, of integrating 22 component
agencies, over 200,000 employees into a Department is not easy.
You said that in the private sector it often takes 5 to 7 years to
achieve. And we are short on where we should be in this regard.
What do you believe are the most important things the Department
of Homeland Security can do to create an integrated and fully func-
tioning Department?

Mr. WALKER. Well, obviously, one has to have a strategic plan.
One has to align the organization to support that plan. One has to
be able to have appropriate goals, objectives, metrics, and measures
that will help focus the energies and efforts of all the related par-
ties, including tying their performance evaluation systems and
their compensation systems to getting those things done. And one
of the things that I know all of us have talked about, especially
Senator Voinovich and I, is I think one of the things we need to
think about in government on the management side is do we need
chief management officials in some of these larger, more complex
entities like DOD and DHS that not only have capable and credible
people, but provide for continuity within and between Administra-
tions to deal with issues that are inherently non-partisan and non-
political.

Chairman LIEBERMAN. Thank you. My time is up. Senator Col-
lins.

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Schneider, I want to focus on the four areas where the GAO
really gave the Department unsatisfactory ratings, in other words,
found only limited progress, the lowest rating. They are emergency
preparedness and response, science and technology, human capital
management, and information technology management on the
chart.

Now, I have indicated in my opening statement that I think GAO
actually graded the Department too low on the emergency pre-
paredness and response area, that one deserves at least a some-
what higher rating. So let’s go to the other three. Tell me whether
or not you agree specifically with the ratings of only limited
progress for those three areas—science and technology, human cap-
ital management, and information technology.

Mr. SCHNEIDER. In science and technology, we strongly disagree,
and the basis for that is the strategic plan that I referred to in my
opening oral statement. And the reason for that is I have looked
at that strategic plan. One of the things that the Department was
criticized for significantly about 2 years ago was the lack of a good
science and technology strategic plan.

I would say that we did not have a good plan, we did not have
a good structure, and we did not have a good process for making
science and technology investments. It was one of the Secretary’s
priorities, which is why he went outside, hired a new Under Sec-
retary, brought in a lot of people, and changed the processes
around.

I worked very closely with the Under Secretary for Science and
Technology, actually a retired admiral from the Navy who used to
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work with me, and you might say he actually worked for me. And
so what we have done is we actually have instituted some of the
very basic processes that were used in DOD and the Navy for
science and technology investments, which is why we spent a lot
of time making sure that the science and technology plan that we
sent to the Hill was, in fact, what we considered to be an out-
standing plan.

If you take a look at the number of the performance expectations
that drive from that science and technology plan, there are several.
So I would say that we strongly disagree with that one.

Senator COLLINS. And if I could just interrupt, that is Admiral
Cohen who was brought in.

Mr. SCHNEIDER. Yes.

Senator COLLINS. And I, too, think he has made a real difference
in that area. I think it was very weak until he was brought in. But
I think he is making a real difference.

Mr. SCHNEIDER. Most plans are living plans if they are good
plans. This is a living plan. We changed the number of mission
areas that we invest in. We increased it based on the changing
threat. There are handshake agreements between the operational
customers and those that are managing the science and technology
so that if the science and technology is executed, it reaches a cer-
tain point in time. There is an agreement by the operator that they
will, in fact, use it, and that basically is a handshake budget agree-
ment, which means they will fund it.

And so he has instituted and the Department has instituted
what I consider to be some very rigorous and disciplined processes
to ensure that we get a pretty good return on the investment for
science and technology, and our plan reflects that.

Senator COLLINS. Let us go on to the other two.

Mr. SCHNEIDER. In the area of human capital, we do not take ex-
ception to that. That is one of the weak areas that we have. I do
not remember if we contested any of those off the top of my head.
But the fact of the matter is in the management areas generally,
and I used this term with the Comptroller General when I met
with him a couple of weeks ago, I almost think we have reached
an equilibrium of understanding, and the reason is we know what
they look for in the management areas, be it acquisition, financial
systems, internal controls, and the like. And the fact is we either
produce it, the objective quality evidence, or we do not. So we have
very few—probably I would say for the most part—disagreements
in the management area. So we would not contest that.

In the information technology area, that one we had a couple of
issues—I think three associated with the enterprise architecture.
In my 40-page letter which addressed some of these, we talk about
the fact that we have an enterprise architecture. It is an approved
enterprise architecture. It is being executed. We get high marks
from OMB on the architecture, and I think that relates to, I think,
several of those performance expectations in the information tech-
nology area. So we have some disagreement on that.

I want to go back to the preparedness issue which you covered.
That is our biggest exception. Roughly 25 percent of the total pages
in my letter to the Comptroller General takes issue across the
board with the preparation of performance expectations. And it is
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all-encompassing. It talks about the various levels of response
teams, and this is where the issue is, the grade, not so much the
words. In their assessment, they talk about the various tiers of re-
sponse teams that we have for local, regional, national disaster
type levels. And it talks about the progress we have made, but yet
it gives us a low score.

There are three performance expectations that talk about inter-
operable communications. We strongly disagree with the rating on
those three, and I think the GAO’s own words that describe our
progress relative to implementing SAFECOM, implementing inter-
operability standards at the local and State level, we think that
their words support our rating.

The other issue is the National Response Plan that I talked
about in my statement. We really have a problem with that one,
and the reason being is we have a plan, it is being executed. One
of the criticisms in the report was the fact that we haven’t been
able to test it out in a large-scale disaster. Well, it is very hard to
simulate a large-scale disaster, and thank God we have not had
one. One of the other ones we disagree with is emergency assist-
ance.

So we strongly disagree with that particular area more than any
other area in the report, and I think I have covered all four.

Senator COLLINS. Thank you.

Chairman LIEBERMAN. Thanks, Senator Collins. We will call on
Members of the Committee in order of arrival at the hearing—Sen-
ators Voinovich, Carper, Akaka, and McCaskill. Senator Voinovich.

OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. Thank you, Mr. Chairman. First of all, I
commend you for holding this hearing as I believe it is critical that
we continue to closely monitor the progress and remaining chal-
lenges for the Department, which this Committee created by legis-
lation in 2002. I thank the witnesses for being here and for their
candor. But I must say that I find it regrettable that GAO and the
Department were unable to agree upon the basic methodology for
this progress assessment. What bothers me is that a year from
now, if we don’t reach agreement, we will be quibbling about
metrics that are being used instead of solving the underlying prob-
lems.

We have been able to achieve progress in addressing other areas
on the GAO high-risk list, and Senator Akaka and I are very con-
scientious about continuing this work.

I am pleased that Comptroller General Walker has outlined five
overarching goals for the Department in his testimony, which I
have repeatedly highlighted as critical to the Department’s success,
including agency transformation, strategic planning and results
management, risk-based decisionmaking and resource manage-
ment, information sharing and coordination with Federal, State,
local, private sector, and international stakeholders.

I am concerned that of all of the agencies that were on the high-
risk list, DHS was the last to come up with a strategic plan. The
GAO has criticized the plan for a lack of detail, clarity, and clear
goals. On the high-risk list, the Department still has not come up
with a corrective action plan to get off the high-risk list. And so I
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am asking the two of you, and I would ask the Chairman and the
Ranking Member of this Committee to invite you back here in the
next several months and see if you cannot get together and come
up with some kind of understanding about the metrics that will be
used to determine whether or not progress is being made in these
respective areas.

Second of all, I would certainly like to have a consensus from you
on the top four or five challenges for which solutions are really
going to make the most difference for the Department. What I am
worried about is that we are going to have what we have had with
the Department of Defense, and General Walker has made it very
clear. The Defense Department has had eight areas on the high-
risk list since 1990, six more that are on the general list, and they
still have not gotten the job done.

From my perspective, as Ranking Member on the Oversight of
Government Management, the Federal Workforce, and the District
of Columbia Subcommittee, we want to be able to determine wheth-
er or not progress is really being made.

So I would urge the Chairman and Ranking Member that we get
our witnesses to agree on common goals to prevent this situation
in the future.

Chairman LIEBERMAN. It is a very good idea. I accept it, and I
echo it and make that appeal to both of you. That is the sort of
idea that a former mayor and a former governor makes, which Sen-
ator Voinovich is.

Mr. WALKER. I think it is a great idea. We will do that, Senator
Voinovich. Let me just clarify that reasonable people can and will
differ about what is the best way to do something like this, and I
can think of other ways that we could approach it. Quite candidly,
we laid out pretty early on what we were proposing to do, and it
is my understanding that we did not really have strong objection
from DHS until we were pretty far down the pike. And with the
massive undertaking that this represents, you could not change the
course of this battleship that far into the effort.

Now, I think the bottom line is that what I am hearing from
Under Secretary Schneider is the words they do not have a big
problem with. The overall bottom-line assessment, with the pos-
sible exception of emergency preparedness and response, there is
not a big problem there. There are concerns about how we got to
that point. We are willing to work together to see what we can do,
but let us not overstate the problem. I do not think there is as big
a difference as what 47 items out of 171 would imply.

I think the approach that we took is such that it takes moving
a lot of those items before you are going to change the right-hand
column. And my personal view is we ought to really look at things
two ways: Where do you stand? And what progress are you mak-
ing? And you really need to know both in order to have a true
f)ense. And we will endeavor to try to do that on a prospective

asis.

Senator VOINOVICH. General Walker, I would like for you to com-
ment on why you believe a term for an Under Secretary of Manage-
ment is important for this Department to complete the trans-
formation that we think it needs so that it will get the job done
for the American people.
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Mr. WALKER. I do not think that government places enough at-
tention on management in general, and in particular, I think gov-
ernment has an incredibly complex job to do with regard to major
mergers and transformation efforts that is of higher complexity
than the private sector. In the government, you have more bosses,
you have less flexibility, and you have much more transparency.
All the more reason why you must not just have people who are
competent and credible; you must have continuity. It is critically
important to have adequate continuity in order to be able to make
transformational change happen. And I think in the area of the De-
partment of Defense and the Department of Homeland Security,
and maybe one or two others, you need a level two official with the
right kind of background, with a term appointment, to provide con-
tinuity within and between Administrations to try to be able to
deal with these transformation challenges.

They can be a political appointee. If they are not doing the job,
you can have a performance contract so that you can get rid of
them. But I think we underestimate the degree of complexity in
government, and we underestimate the degree of importance of
having this type of person stay there over time.

Chairman LIEBERMAN. Thanks, Senator Voinovich.

Let me ask you, on behalf of the Committee, to report back to
us b}?fore Thanksgiving. That gives you a period of months to work
on that.

Mr. WALKER. On how we would go about it prospectively, is that
what you are saying?

Chairman LIEBERMAN. Yes, about working out the disagreement
about methodology so we can all—we have a common goal here—
operate together.

Mr. WALKER. Methodology prospectively.

Chairman LIEBERMAN. Good. Senator Carper, welcome.

OPENING STATEMENT OF SENATOR CARPER

Senator CARPER. Thanks very much.

Gentlemen, Mr. Walker, Secretary Schneider, thanks so much for
bei?l% here and for the work that your folks have done at GAO, Mr.
Walker.

Let me start off, if I could, with a question. I do not know. I have
been in and out so this question may have been asked. But you
said several times—and I have read it in the testimony—that big
transformations like this in private corporations take between 5
and 7 years to fully integrate. Federal agencies like the Depart-
ment of Homeland Security take a whole lot longer not uncom-
monly. I think I know the answer to this, but why the difference?
Why the much shorter time frame with the private sector than, in
this case, the public sector?

Mr. WALKER. The private sector has market forces. If the private
sector does not get things done within a reasonable period of time,
it gets punished with regard to its stock price. It gets punished
with regard to its ability to raise capital at reasonable rates. And
potentially it gets punished with its existence if it does not get
things done.

The government does not face the same thing, at least in the
foreseeable future. We do not have a stock price. Fortunately, we
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are deemed to have a safe credit rating. If we get our fiscal act in
order, maybe we can avoid what Standard & Poor’s said, which is
we are headed for junk bond status within 15 to 20 years if we do
not get our fiscal house in order.

But I think the private sector also understands the importance
of these basic management areas, frankly, a lot more than the gov-
ernment does. The private sector is a lot more outcome-based and
results-oriented than the government is. You either get the job
done, or you get going. And, last, as I said before, frankly it is a
lot tougher in government than it is in the private sector to get
things done. You have a lot more bosses, you have a lot more re-
strictions on you, and you have a lot more transparency. That com-
bined with less continuity—we can at least deal with the con-
tinuity.

Senator CARPER. Alright. Good. Thanks very much.

I think it was former President Richard Nixon who once said
that the only people who do not make mistakes are the people who
do not do anything. And I have oftentimes said to my own teenage
son, “Don’t be afraid of making mistakes. The sin is in making the
same mistake over and over and over again and not learning from
your mistakes.”

I want to go back to one of the issues that was raised earlier,
I think maybe by Senator Collins, and I think you mentioned—and
it is mentioned at some length in your progress report—that one
of the areas of significant progress was maritime security. Let me
ask both of you to just take a minute or two on this and talk to
us about how and why you think the Department was able to be
especially successful in this particular area. And is there a lesson
for the Department or for us that we can learn from the success
as we try to apply it or the Department tries to apply it to other
areas that are being examined?

Mr. WALKER. I think there are a lot of reasons, and I would be
interested in hearing Under Secretary Schneider’s comments on
this. First, it is a mission area, and the Department provided more
focus on mission areas than it did to management areas, for under-
standable reasons.

Second, the Coast Guard is part of this, and the Coast Guard is
probably the best managed service, and the Coast Guard is also an
agency that has a long tradition of having multiple missions and
having great partnerships between different levels of government
and others in trying to achieve those missions.

Furthermore, as has been mentioned, in addition to DHS and its
component parts doing a better job with regard to its area, Con-
gress was focused on maritime security with regard to oversight,
and Congress also engaged in some authorization legislation, and
I believe Congress also provided more funding here.

So I think there are a number of factors that came together to
cause this significant progress to be made.

Mr. SCHNEIDER. I agree totally. I think it was the high priority
assigned to the Department by the Congress. I think it is the fact
that we have the Coast Guard, which is a well-established, well-
trained, agile organization. They probably were in a better position
to respond to changing missions than just about anybody. We see
that today as recently as within the past couple of months, the de-
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ployment of these deployable operation groups (DOGs), which basi-
cally address multi-mission areas within the service. And so they
are trained, they are operational, and they are readily adaptable.
And I think that was the major driver, as well as the additional
resources.

Senator CARPER. Alright. Thank you. So maybe if we renamed
the Department the Department of the Coast Guard and aligned
all the different missions—no, I am just kidding.

Chairman LIEBERMAN. I want to note for the record that Sec-
retary Schneider had the expression on his face that I often have
after you tell one of your jokes.

[Laughter.]

Mr. WALKER. Although Secretary Schneider might like being
called “Admiral Schneider.”

Mr. SCHNEIDER. I think Admiral Allen would have something to
say about that.

Senator CARPER. That is alright. I am sure we have all been
called a lot worse.

Mr. Walker, my Financial Management Subcommittee, which I
Chair and on which Senator McCaskill and others serve, held a
hearing not long ago to examine the Department of Homeland Se-
curity and the challenges that they face in the particular area of
financial integration, and I want to just take a minute to talk
about the progress that has been made in integrating the Depart-
ment as a whole.

What problems has the Department leadership faced in its effort
to bring the component agencies under the same management
structure, the same chain of command, if you will, and the same
culture?

Mr. WALKER. Well, as you know, Senator, the 22 agencies
merged. They all had their different information systems. They had
some of their own challenges with regard to financial management.
And so you have got the issue of multiple legacy information sys-
tems that are not integrated, thank God not as many as the De-
partment of Defense. And you also have a number of internal con-
trol challenges that exist in that environment. Those are the two
primary areas, I would say, and Under Secretary Schneider may
have some additional comments.

Senator CARPER. Admiral Schneider. I mean, Secretary Schnei-
der.

Mr. SCHNEIDER. I have a feeling that when I go back, the next
time you have a hearing there will be a different witness.

[Laughter.]

The financial area is a big deal for us. At a hearing that Senator
Akaka chaired with the Comptroller General and myself where we
talked about some of the management challenges, one of the things
that I talked about was that, prior to my confirmation, one of the
great resources that I used was all the GAO reports that had been
issued in the management areas. And so it pointed out a couple of
things: First, that our internal controls were very weak across the
Department; and the second thing was we had the myriad of finan-
cial management systems.
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So this is a special interest item for myself, the Chief Financial
Officer, and the Secretary. So we have laid out a road map that
works on the two areas.

In terms of areas of internal controls, we issued what we call the
ICOFR Playbook, which is the Internal Controls Over Financial Re-
porting Playbook, which goes into excruciating detail in each of the
operational entities of the Department, looking at where potential
material weaknesses are. And I am not an accountant. I am an en-
gineer by profession. But as to the business of fund balances with
Treasury, budgetary account, operating materials and supplies,
etc., we have worked with each of our operating components and
layed out a get-well plan that addresses each one of these areas.
And we worked that with the GAO, we worked that with the In-
spector General.

I report with the CFO on a monthly basis to the Secretary, and
we go over component by component where they are on each of
these things. And I can tell you that if a component is not making
progress, they have got to come around.

So we, I believe, are holding the components of the Department
responsible and accountable for getting well in terms of internal
controls. The financial management system

Senator CARPER. I am going to have to ask you to go ahead and
wrap it up because my time is up.

Mr. SCHNEIDER. The financial management system approach ini-
tially with e-merge was a failure. Instead, what we decided to do
is migrate down to a couple of stable financial management plat-
forms. So we have seven, and we are in the process over the next
several years of migrating it down to two. And that is probably the
No. 1 priority of my Chief Financial Officer.

Senator CARPER. Alright. Good. Thank you both.

Chairman LIEBERMAN. Thanks, Senator Carper. In the interest of
the comprehensiveness of the record for the hearing, I do want to
note that you are a Senator with a very good sense of humor, and
often we all do genuinely laugh at your jokes.

[Laughter.]

Senator CARPER. People have been laughing at me for a long
time.

Chairman LIEBERMAN. Senator, thank you. Senator McCaskill.

OPENING STATEMENT OF SENATOR MCCASKILL

Senator MCCASKILL. If we are going to say we laugh at his jokes,
I think we need to find out do we laugh at it substantially, par-
tially, or how far along——

Chairman LIEBERMAN. Well, we may ask for a GAO report on
that.

Senator MCCASKILL. I am ready for that audit.

I want to first compliment this report. I have read every page of
it. It is an overwhelming body of work for an auditor. And I com-
pliment the substance of what is contained in it. I want to repeat
what you said, Mr. Walker, because what you said is that the dis-
agreements are not about the words. The disagreements are about
how we are characterizing those words as to level of accomplish-
ment. And if you read the words, we have a lot of work to do, and
I think everyone agrees with that.
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I think it is also important to remember that if we get side-
tracked by how we are characterizing the words, we are going to
lose sight of some of the important messages in the words. And so
I, for one, am going to try not to use your chart as much as I am
some of the words that are in the report because I think they are
important.

I also want to make a comment before I ask you some questions,
Mr. Walker, about the lack of a terrorist attack. I think it is really
important. People need to remember the seat that you sit in. What
you say in this report is here for history, and now there are people
in this building that want to say we have not been attacked be-
cause we are doing a good job. If we were attacked tomorrow, there
would be people in this building that would say it happened be-
cause we were doing a terrible job. And truth be known, neither
are correct, and that is really what this report stands for. It is
much more complicated than saying we are safe because they are
doing a great job or we are in big trouble because they are doing
a terrible job. And I think that—please convey from me to the indi-
vidual auditors that worked on this report—quantifying this objec-
tively is a huge challenge and had you done things differently, in
fact, in terms of trying to pass judgment about prioritizing—which
is one of the criticisms the Department has made—you would have
been criticized for imposing your judgment for the judgment of
Congress.

The priorities are in the eye of the beholder as to what is impor-
tant. I bet if we got all the Senators here and we looked at all of
this report and they looked at it in detail, we might get 100 dif-
ferent opinions as to what was the most important part of this re-
port. So I wanted to make that comment, too.

You referenced the Inspector General at Homeland Security
many times in this body of work, and I want to recognize the In-
spector General at Homeland Security because, clearly, you believe
they have done good work because you referenced a lot of their
work. I am trying to make a habit of asking every Department that
appears to put a link directly to the Inspector General on their
home page. To find the Inspector General on DHS’s home page, you
have to either go down through all the agencies or you have to
know to put in the search “Inspector General.” And so I would cer-
tainly ask, Mr. Schneider, that you all consider putting a direct
link to the IG on the home page of your website.

Mr. SCHNEIDER. Sure.

Senator MCCASKILL. I also want to briefly ask questions about
access issues. I notice you did not include access issues in your
summary, Mr. Walker, but in the report, on page 206, you talked
about delays and issues relating to access. Could you address that
briefly for us?

Mr. WALKER. Two things. First, we made a conscious decision not
to prioritize, in part because of what you said. Second, we have had
continued challenges over a period of time to differing degrees with
the Department of Homeland Security in getting timely access to
information. Now, in fairness to them, they receive a lot of re-
quests. They have a lot of things to do. At the same point in time,
the process that they have used historically—and hopefully it is
changing—has involved the lawyers to a greater extent than I be-
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lieve it should. Under Secretary Schneider and I have met on this.
I also had, I believe, one conversation with the Secretary on this
at one point in time as well. They both pledged to do better. They
are doing better, however they are still not doing well enough, but
they are doing better. And, interestingly, when we got to the point
where they saw our preliminary assessment here, we had well over
1,000 pages of information that came our way pretty quickly.
Sometimes that happens when the assessments are not necessarily
coming out the way that people want and, therefore, they want to
make sure we are fully considering everything that is out there.
But it really should not have to be that way. I mean, we really
need to figure out a more streamlined way for us to get informa-
tion, and the only thing I would say to the Department to close this
out is, look, we are doing work for the whole Congress, and to the
extent that they can cooperate with us, frankly, it is going to save
them time because we can try to consolidate the requests of many
committees, and we share our work broadly. And so while our work
may cost them some time, it may actually save them time over
time.

Senator MCCASKILL. Well, I am glad to hear that the problem is
improving, that we are getting better on access issues.

Let me hone in on a part of the report that I think should be
a priority, and that is working enforcement in the area of illegal
immigration. I was interested to see that one of the things you
talked about in June 2006 was the decline in numbers of enforce-
ment personnel, the decline in number of enforcement actions.

The thing that I am, frankly, mildly critical of the audit about—
and I think it may have to do with the performance expectation as
to how it has been written—is shouldn’t we be separating out
criminal investigations and sanctions against the workers and the
employers? To me, these are two different issues. One is the mag-
net that is drawing the illegal immigrant over the border. The
other is the immigrant who is coming across the border trying to
feed his family. And I have not been able to determine from this
audit report or, frankly, from much that has come out of ICE as
to any kind of delineation as to—I keep reading about the sweeps
they are doing. I never read about a criminal conviction or a jail
sentence for an employer. You talk about, in this audit, egregious
violations by employers. Have they defined what “egregious” is?
What does it take, for gosh sakes, to be egregious as an employer
in terms of hiring illegal immigrants?

Mr. WALKER. Well, let me say several things, and I will provide
some more details for the record.

[The information provided for the Record follows:]

INFORMATION PROVIDED FOR THE RECORD BY MR. WALKER

To what extent does performance expectation No. 8 under Immigration Enforce-
ment (Implement a prioritized worksite enforcement strategy to ensure that only
authorized workers are employed) differentiate between efforts to investigate and
arrest employers of unauthorized workers and efforts to investigate and arrest un-
authorized workers? What does DHS mean by “egregious employers violations?”

Answer: We did not identify separate performance expectations for worksite en-
forcement actions aimed at employers of unauthorized workers and at the unauthor-
ized workers themselves. Within DHS, U.S. Immigration and Customs Enforcement
(ICE) is responsible for implementing worksite enforcement efforts and has con-
ducted worksite enforcement actions against employers and workers, which are de-
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scribed in our report. According to ICE, “egregious employers violations” include
those violations that involve multiple or widespread abuse such as money-laun-
dering, harboring aliens, smuggling aliens, document fraud, or some form of worker
exploitation.

I think while there has been a recent increase in the enforcement
of hiring of illegal workers, that is a real serious problem. I think
we have to recognize the reality that a vast majority of illegal im-
migration is for economic reasons. In Mexico, for example, the aver-
age daily wage for an unskilled worker is less than $5 a day. They
are going to come here, and they are going to come here as long
as they can get jobs here. And so unless we end up enforcing the
laws against hiring illegal workers aggressively, then we are not
going to stem the tide. We are just not going to do it. We have to
recognize that reality. They have allocated some additional re-
sources, but I think it is still an issue. And I do think there is a
difference, clearly a difference, between the employer and the indi-
vidual.

Senator MCCASKILL. I am out of time, but I will probably stick
around. You know me.

[Laughter.]

Chairman LIEBERMAN. That is good news.

Senator MCCASKILL. Maybe. I will not tell any bad jokes, I prom-
ise.

Chairman LIEBERMAN. OK. We have time for a second 6-minute
round.

Let me just pick up on the last area that Senator McCaskill was
talking about. In this case, I want to go to border security. The
GAO found that the Department had not yet implemented a pro-
gram to detect and identify illegal border crossings between ports
of entry. Specifically, GAO found that the Secure Border Initiative
and the SBInet were only in the early stages of implementation,
and the other border security programs that predate the SBI had
faced real difficulties in implementation.

The report also notes that of the 6,000 miles of U.S. land border,
only 392 miles, or 6.5 percent, were under effective control as of
March 2007, including only 12 miles on the Northern border. Obvi-
ously we have a very large border.

Furthermore, it has recently been reported that the launch date
for the first phase of SBInet’s virtual fence of cameras, radar, and
sensors, which has been much discussed and supported here in
Congress—and I might say in various campaigns going on—is 2
months overdue as a result of technology failures, which would
seem to confirm GAO’s assertion that the Department of Homeland
Security is not meeting its goals.

So I want to ask both of you to respond. Mr. Walker, first, can
you elaborate on GAO’s conclusions about the Department’s work
in securing the country’s land borders? And if you can, address the
recent delays in implementing the first 28 miles of the so-called
virtual fence.

Mr. WALKER. Well, first, this is a massive undertaking. I mean,
we have thousands of miles of land border, and I would argue that
the nature of the challenge is fundamentally different on the
Southern border than the Northern border. Fundamentally dif-
ferent. And, from a practical standpoint, I think, as you said,
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SBInet is in the early stages. We only have it operational in a fair-
ly small percentage of territory. They have missed some of their
early milestones.

Let me tell you what the good news is. The good news is that
unlike Deepwater, where it was a system of systems approach,
where we had a number of challenges, there are some existing
technologies and capabilities that exist out there already that we
need to be able to draw upon to the maximum extent possible, and
I will give you an example. My son used to be a Marine Corps offi-
cer, and at one point in time, right before he was in Iraq, he was
on the border of Mexico—in Yuma, Arizona. There is a big training
and testing facility for the Marine Corps there, and they use exten-
sive technology to keep people off of the range. That type of tech-
nology exists. That type of technology presumably is something
that is being looked at as one of the possibilities to use elsewhere.

Chairman LIEBERMAN. Mr. Schneider, I know that DHS has chal-
lenged GAO’s conclusions in this area, so let me ask you to tell us
why you disagree, and also if you could address the delays in
SBInet’s 28-mile virtual fence.

Mr. SCHNEIDER. Sure. The initial deployment of SBInet is what
we call Project 28, which is roughly 28 miles of border, roughly
southwest of Tucson. Exactly as the Comptroller General said, this
is totally different than Deepwater. The basis for the program is
to take available technologies and do a comprehensive system engi-
neering effort to deploy a system. In other words, take the risk out
of a lot of the developments. So this has ground-based radars. It
has cameras. It has unattended ground sensors linked through a
command and control architecture that basically the CBP can exe-
cute command and control. This contract was awarded approxi-
mately 10 months ago.

That said, this system is up and it is running, and as part of the
initial deployment of the system, we have found problems that
need to be solved. Many of them have to do with slowing of the
camera after you identify through the ground-based radar a target.
You need to use the camera to basically do a classification of the
target.

And so what is happening is the synchronization of all the sen-
sors that ultimately feed the command and control have to be
worked out. This is no different than in the world that I come from
in Defense what we would call “grooming the system.”

So the system is up and running. As part of this initial deploy-
ment, we have CBP people that are on the ground that are learn-
ing how to use the system, learning how to develop their concepts
of operations that will be a much more effective business process.
As we fix these problems, that will ultimately lead to what I would
call “established doctrine” by which they will basically defend the
border. That will ultimately get incorporated into training pro-
grams, and we will adjust our business accordingly.

The other thing about this architecture is that it is modular and
scalable, so what we will do is literally move across the border once
we are satisfied and we accept this system. I think we have learned
a lot of lessons in the Department from a lot of the poor examples
where we have had acquisition deficiencies to the tune of where we
basically—we have minimized the government’s expenditure in
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this. This is a $20 million fixed-price effort. The government will
not spend more than $20 million. It will not accept the system until
it is working.

Chairman LIEBERMAN. So as I understand it, it is not actually
operational now.

Mr. SCHNEIDER. It is operating.

Chairman LIEBERMAN. But it is not operating to the satisfaction
of the Department.

Mr. SCHNEIDER. That is correct. We have refused to accept deliv-
erance of the system, and our liability on this is capped. We have
had some very serious conversations with the leadership of the
company. We told them that this system will not be accepted until
it performs satisfactorily. The leadership of the company, Boeing,
understands that fully. They have a full-court effort underway with
expertise that has been brought in from their entire corporation to
get this system up and running.

Chairman LIEBERMAN. Let me just ask you to clarify. How can
a system be operational that the Department has not yet accepted?

Mr. SCHNEIDER. People are using it.

Chairman LIEBERMAN. It is actually being used to

Mr. SCHNEIDER. It is being used.

Chairman LIEBERMAN [continuing]. Secure the border.

Mr. SCHNEIDER. It is being used, but the fact is we have defi-
ciencies in the system.

Chairman LIEBERMAN. But it is not up to the standard

Mr. SCHNEIDER. It is not up to the standards where we would ac-
cept formal government acceptance of the system and then give
them a go-ahead to go further.

Chairman LIEBERMAN. Is there a time limit on how long you are
going to work with Boeing?

Mr. SCHNEIDER. Yes. Well, we are in the middle of reviews with
them right now, and I want to get back to you on a date, but we
are talking—I believe it was somewhere between 4 to 9 weeks to
where they thought the majority of these problems could be

Chairman LIEBERMAN. From now?

Mr. SCHNEIDER. It was last week, I think, approximately.

Chairman LIEBERMAN. Thank you. My time is up. Senator Col-
lins.

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Walker, when you looked at the four areas where DHS has
fallen most short, did you see a common pattern in these areas as
far as the cause of the difficulties? What I am interested in, in par-
ticular, is: Did you identify that the problems were caused by re-
source shortages, not enough funding, leadership deficiencies, stat-
utory barriers, institutional or cultural problems from legacy agen-
cies? Were there common themes that prevented progress from
being made in those four particular areas?

Mr. WALKER. Well, first, I think to the extent that leadership at
the Department makes something a priority, clearly you have a
higher likelihood that you are going to see progress there. And we
saw that.

To the extent that there are adequate resources or more re-
sources allocated, there is some difference. But I think it is not just
a matter of how much in resources. It is a matter of the flexibility




27

that one has with those resources. To what extent are they tied?
To what extent are they earmarked? To what extent does the De-
partment have the ability to allocate those resources based upon
value and risk? And so I think that is an issue where one might
have adequate resources, but you may not have enough flexibility
to allocate those resources based upon value and risk and, there-
fore, you are not going to get as much of a result.

As T said before, to the extent that Congress has paid attention
in a constructive way to try to be helpful and acknowledge
progress, not just point out what is wrong, and to figure out wheth-
er or not there is enabling legislation that might be necessary, such
as maritime security and other things, that has been a positive in-
dicator as well.

Senator COLLINS. Mr. Schneider, there is one area within the
port security area that the GAO was very critical of, and I agree
with the criticism, and that is that the GAO graded the Depart-
ment as not achieving implementation of a national facility access
control system for port-secured areas—in other words, the TWIC
card. We have been talking about the Transportation Workers
Identification Credential for years. And we are never going to
achieve the highest level of security at our ports until we come up
with a good system of restricting access to our ports.

This has been a source of great frustration to me. I have brought
it up to the Department time and time again. And I was not sur-
prised to see GAO highlight this as an area of deficiency.

Can you explain to us why this many years later, after the TWIC
program was first envisioned, the Department continues to miss
deadline after deadline and delay the full implementation?

Mr. SCHNEIDER. Senator, I cannot tell you what happened before
January 2007 and what led to all those problems. I can tell you
what has happened since January 2007, and the reason being I
have been personally involved in this ever since I came on board.
This is one of those areas where I prioritize my time, what I con-
sider to be, in terms of the acquisition procurement area, the five
major areas that I want to spend time on. This is one of them.

We had some deficiencies in the execution of the initial contract
with TWIC. It was a failure. And so what we did is we went out
and we resolicited the effort. The contractor that is currently per-
forming that effort is Lockheed Martin, and what we did starting
in, I believe it was, late January is set up, if you will, a schedule
that I personally oversee every 2 weeks, with a meeting with the
program team, and we track everything. And so what I believe is
that we are essentially on track, based as of my meeting a week
ago Friday, to be able to start enrollment and issuing cards early
this fall. And what we have had to work out is software glitches.
We have had to work out just the sheer production of the card.
There is an awful lot of information on that card. I will not bore
you with the details of bar coding and 1D-type bar codes and how
you have to upgrade printers and how you have to get the software
to actually trigger the printer. We have had issues relative to being
able to have—somebody punch in—an applicant fill out the form on
the computer, go through what they call a screening gateway to ba-
sically get all the checks back, if you will, so you can get a go on
issuing the card.



28

We believe the end-to-end test is actually completing literally as
we speak. We are going to review the results of that at the meeting
I am chairing tomorrow. And we also are going to be discussing the
detailed rollout plans for—I am talking about the number of sites
that will be used for applicants to come on board. We also have
drafted the draft rule that would implement that. We worked with
the Coast Guard and the rulemaking people.

So I can tell you that since January, this has been micromanaged
between myself and the Deputy Secretary and the head of the
Transportation Security Administration. So we are going to wait,
frankly, until after this rather comprehensive review tomorrow
afternoon. And if we think the situation is a go, then we will pub-
lish the dates for initial enrollment at the first two sites.

So I can tell you, after doing the postmortem back in January
when I came on board, that there were a lot of false starts. There
was a lot of poor work done on the initial contract. I think they
have marshaled the forces with the team that is, frankly, executing
the plan, by and large, that we put together in January, and we
may be off by a week or so.

So I hope to be able to tell the Secretary next week that we are
on track. I had briefed him about a week ago on where this was
with the team, so I am hopeful that we have turned this thing
around.

Senator COLLINS. I certainly hope so, too, and I hope you will
keep us informed. Thank you.

Chairman LIEBERMAN. Thank you, Senator Collins. Senator
Voinovich.

Senator VOINOVICH. I would like to get back to one of the rec-
ommendations from the 9/11 Commission that I would like to have
you both comment on, if possible, and that is congressional over-
sight. It is my understanding that we have 88 committees in the
Congress that oversee the Department of Homeland Security. And
I think, Mr. Schneider, you may have the number of hearings that
you have come up here for, and the question I would like to ask
is: What impact do these constant hearings have in terms of your
getting the job done in your agency? Do you think it would be wise
for us to reconsider the way we are handling the oversight so that
we could relieve some of the pressure that you have in constantly
having to come up here to Congress? And, Mr. Walker, I would like
your comment on the same thing.

Mr. SCHNEIDER. Yes, sir. First off, I think my boss has done a
pretty good job of putting this matter in a letter that he sent to
Congressman King on September 4, and we will get you a copy of
that letter, if we have not already provided one.l But it goes into
excruciating details on the number of hearings, last year’s statis-
tics, where we are this year, number of reports, and the issues.

I have been in this job 8 months. I don’t remember if this is my
11th hearing or not, but it is pretty close. I have been asked to tes-
tify in front of the House a week and a half from now, and I just
found out that there is another House committee that wants me to
testify that morning. I have also received notice that there is an-

1The letter to Mr. King from Mr. Chertoff appears in the Appendix on page 412.
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other committee in the House that wants me to testify, potentially
at the end of this month.

So the fact of the matter is I have been in this job 8% months,
and I conceivably will have had roughly two hearings a month. I
think the Secretary does a great job—obviously, he is my boss—in
talking about the fact that he enthusiastically supports the 9/11
Commission hearing. It talks about two principal focus commit-
tees—one in the Senate and one in the House. Frankly, as one indi-
vidual who appreciates congressional oversight, I think some of the
recommendations that were made by the Committee as well as
what he has in his letter would kind of help us all.

Some of the committees that I have to testify in front of, frankly,
are on the periphery of what we do. It is not the main battery. This
Committee and your equivalent in the House are the principal com-
mittees that exercise oversight over the Department. And, frankly,
in some areas I find myself spending what might end up being a
disproportionate amount of time—not that I want to ever criticize
congressional oversight—in some of these peripheral committees.

Senator VOINOVICH. Mr. Walker.

Mr. WALKER. Well, first, the Department of Homeland Security
is a large, important, complex agency that gets a lot of money. It
is in the early stages of its existence. One would expect that it
would receive more than an average amount of oversight given all
those factors and given the importance of its missions.

That being said, the Congress is a lag indicator on organizing
itself, just as the Federal Government is a lag indicator on orga-
nizing itself. I think there are too many players, but that obviously
raises sensitive issues with regard to the client. But, I think while
they should receive more oversight given all the factors that I said,
I think there are, arguably, too many players that can conduct that
oversight at the present point in time.

Senator VOINOVICH. Thank you.

One of the things that, again, people are not aware of is that the
budget of the Department of Homeland Security since its creation
has gone up 150 percent. In the area of border security and immi-

ration enforcement, there has been a 160-percent increase, from
%4.6 billion in fiscal year 2001 to $12.1 billion in 2007, including
the $14.9 billion recommended by Senate Appropriations Com-
mittee.

Mr. Schneider, with all of this money and the announcement of
yet another delay in SBInet, are we allocating the money that the
Department gets responsibly? Where should our resources be
placed so that we get the greatest return in terms of our homeland
security?

Mr. SCHNEIDER. Well, let me try to address this a piece at a time.

I believe that our future-year homeland security plan for 2008
through fiscal year 2013 for the first time tries to capture where
the money goes from a mission area—what I call a warfare mission
area type of a blueprint. In looking at the previous years’ submit-
tals, they were, frankly, very hard to understand from—again, I
come from Defense—a warfighting perspective; we are putting it
into anti-submarine warfare, air warfare, etc.

What we did this year with the recent submittal of the future-
year plan was to try to follow the DOD model to show where the
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resources go and to even show it at a much greater level of granu-
larity in terms of whether we are putting it into technology or
whether we are putting it into manpower, agents.

So what I would offer to do is to come sit down with you and
brief you and whoever else on the details. We think that this is the
first year, frankly, that we have done a pretty good job of trying
to trace the money flow so you can see that we are investing in se-
curing the borders, we are investing and doing analysis of infra-
structure, we are investing in interoperable communications—be-
cause that is how we build the budget.

Relative to the $3 million, I can tell you because I was a major
player in the discussions of working with all the components and
the Secretary in terms of what would be our priorities and what
would be the bang for the buck. Do you put it into agents? If you
put it into agents, what does that mean in terms of throughput
through FLETC? If you cannot get the throughput through—in
other words, I call it like the NTAN model. And so where is the
best return on——

Senator VOINOVICH. The reason I ask these questions is that I
want to make sure we are not being short-sighted and our money
is being spent to guard against not only current, but future threats
to our homeland. I have held three round tables in Ohio on inter-
operability, and the biggest complaint that I have heard from the
locals is, “We don’t have the money to pay for the interoperability.
We don’t have the money to do it.”

Now, how important is that? I mean, from a response point of
view, it is a big deal. Congress has held hearing after hearing on
interoperability. Should we be maybe putting more resources into
that area versus maybe some other area?

Mr. WALKER. Mr. Chairman, I know it is almost over, but with
your indulgence, could I have 1 minute to talk on this?

Chairman LIEBERMAN. Sure. I have actually been worried about
getting you out of here on time, but if you could stay a little longer.

Mr. WALKER. You are my primary client in the Senate, meaning
this Committee, so I will be out in about 5 minutes, if that is OK,
Mr. Chairman.

First, Senator Voinovich, you are putting your finger on a much
bigger issue. I know you are talking about a micro sense. Candidly,
the Federal Government does not allocate money on a merit basis.
Candidly, most of the Federal Government’s budget is based upon
a baseline and incremental approach. And in the absence of key na-
tional indicators, outcome-based indicators—economic, safety, secu-
rity, social, environmental—outcome-based indicators, which some
countries have and we do not, then in all too many frequent cases
what happens is the only way you can show that you care is to
spend more money or give more tax preferences, when in reality
what we ought to be doing is we ought to be defining what kind
of outcomes are we looking for. Let’s link those outcomes with stra-
tegic planning for all the different departments and agencies. Let’s
then determine how much money do we need for what and what
outcome are we expecting to get and let’s make sure we are getting
it. And if we are not, we get rid of it or we do something different.

I would like to be able to work with this Committee on the need
for key national indicators. GAO has been working with the Na-
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tional Academy of Sciences and the OECD to try to make this hap-
pen, and I think it is a strategically important thing that goes well
beyond homeland security that could make a huge difference for
the country.

Chairman LIEBERMAN. Absolutely. We would love to work with
you on it.

Senator McCaskill. And then if you have a few extra moments,
I want to give Senator Landrieu a last round of questions. Senator
McCaskill.

Senator MCCASKILL. Thank you. Great segue because the audit
says there are no outcome goals or measures for workplace enforce-
ment. Do you disagree with that, Mr. Schneider?

Mr. SCHNEIDER. We have metrics that we use, and I would be
glad to provide it in terms of the number of aliens removed, crimi-
nal arrests, criminal fines and forfeitures——

Senator MCCASKILL. No. I am talking about workplace enforce-
ment. I am not talking about how many aliens were arrested.

Mr. ScHNEIDER. Well, I am talking about the worksite enforce-
ment. We track criminal arrests, administrative arrests, and crimi-
nal fines and forfeitures, and those are worksite enforcement
issues, kind of like a follow-on to that discussion. I am not sure,
frankly, what else we track. I happen to know that we track this
at a pretty high level. I do not know if we have any other details.

Senator MCCASKILL. ICE reported in the audit that additional
time is needed to afford its programs the opportunity to mature
into an outcome-based system. In other words, they are doing data
collection now, but there is no outcome goals and measures that
are there. And we can avoid the argument over the blue chart if
all of the departments in Homeland Security had outcome-based
goals and measures. Then the auditor’s job becomes relatively
straightforward and simple. We know what your outcome goals and
measures are, and we look to see if you are achieving them. If they
are, success. If they are not, why not? And what is the underlying
reasons why they are not being achieved?

And it specifically says in here that basically the Department is
admitting that they have not done outcome goals and measures for
workplace enforcement.

Mr. SCHNEIDER. Yes, Senator, and I think also that has been one
of the Comptroller General’s major complaints across the entire De-
partment.

Senator MCCASKILL. Right.

Mr. SCHNEIDER. And that is where Senator Voinovich has been
very aggressive in trying to help us, if you will, establish our stra-
tegic plan so we have these types of metrics that can be used. And
we have a long way to go.

Senator MCCASKILL. In the criminal arrests in the data that you
provided to GAO, you said there had been 716 criminal arrests in
fiscal year 2006. Was there any indication in those arrests how
many of those arrests were for—and maybe you can provide this
to the Committee. I certainly would be interested in knowing. How
many of those arrests are for employers and how many of those
criminal arrests are for illegal immigrants working in this country?

Mr. SCHNEIDER. I will provide that. I know the number of admin-
istrative arrests, which are nearly 4,000. I will see if I can break
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that down into some details, categories, as well as the over $30 mil-
lion in fines and forfeitures. I will see if we can provide some gran-
ularity on that.

Senator MCCASKILL. And then in regard to the ICE Mutual
Agreement Between Government and Employers, from reading the
audit you have nine members. I am glad there are nine, but nine
in the whole country, I do not think that is something that we
should be crowing about at this point. Is there a number, is there
an outcome goal or measure in that area as to how many employ-
ers you are targeting to participate in the ICE Mutual Agreement
Between Government and Employers?

Mr. SCHNEIDER. I will have to get back to you on that.

Senator MCCASKILL. OK. And while you are doing that, one of
the things that was most troubling to me is that we have nine, but
the problem we have is that there is a weakness in one of the key
requirements. For the program to work, you have to have an em-
ployment eligibility verification program, and so if we get too far
down the road in this mutual agreement and these employers are
busy patting themselves on the back that they are participating, I
do not think you are going to get the finding from GAO that you
want until you tackle the ability to identify document fraud. And
whatever outcome goals or measures that have been set in that
area I would certainly like a follow-up in that regard also.

Mr. SCHNEIDER. Sure.

Senator MCCASKILL. I do not want to take too much time on the
other area because I know who is going to question next, and Sen-
ator Landrieu has done an incredible job fighting for the people of
her State with regard to the mistakes and problems that occurred
with Hurricane Katrina. I would say just very briefly in the minute
and a half I have left that the specifics that are in the Summary
of Findings, particularly about ensuring the capacity and readiness
for disaster response teams, and then, second, the specifics that are
in the Summary of Findings about developing the capacity to pro-
vide needed emergency assistance and services in a timely manner.
The actual words that are in those two sections should really be
a cause for concern. Essentially, those two sections of this audit say
that there is not the documentation available to reassure the
American public that it would not happen again. And I bring your
attention to those two sections. I am not going to dwell on them
because I know that my colleague is going to be the one that will
go into this in some detail, and I know of her great concerns in that
area. Those were two places that I stopped for my highlighter. As
we talk about the priorities and the metrics, clearly the dem-
onstrated ability to respond in a timely manner, in a way that is
appropriate to the level of the emergency is probably, I think, one
of the most important things that we expect out of FEMA.

Thank you very much, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much, Senator McCaskill.

Senator Landrieu.

OPENING STATEMENT OF SENATOR LANDRIEU

Senator LANDRIEU. Thank you, Mr. Chairman. And let me thank
my colleague for her comments and also her interest. She has been



33

down to Louisiana, focused on this with Members of this Com-
mittee, and I appreciate it.

And I thank you, Mr. Walker. I know that you have to leave, and
I thank you for waiting just a few minutes.

This report, Mr. Chairman, is alarming. It is disappointing. It is
not, though, surprising to me. I have observed very carefully the
last 2 years the workings of this Department, particularly relative
to the disaster response and recovery underway in the Gulf Coast.
And I have said time and time again that it has been apparent
that there does not seem to be any real serious mobilization. Al-
though this Committee has acted and pushed for reforms and Con-
gress in different ways has pushed reforms and there have been
some minimum initiatives, I can say that I am not surprised with
the findings that only 5 of the 24 benchmarks when it comes to re-
sponse for disasters were met and that 18 have gone basically un-
answered. But it is time again then for us to re-engage.

I do have a few questions, Mr. Walker, on this to try to move us
forward. When you said that the Department had made minor ad-
vances, basically, for community recovery, in your review did the
Department note any achievements in the area of restoring public
facilities? What is your assessment of the Department’s overall ca-
pacity to promote disaster recovery? I know it is only one mission
of this Department, but for us, for a city that went 80 percent un-
derwater, a metropolitan area of 1.5 million people still struggling
to come back, the part of the recovery portion is very important to
us. Did you observe any strong initiatives, mobilization to improve
the recovery aspects of catastrophic disaster response?

Mr. WALKER. My understanding, Senator Landrieu—and I will
provide more for the record—is that we saw activity in emergency
preparedness and response, more there than in recovery, and there
was a lack of documentation in a number of areas. Recovery is im-
portant, especially with the type of disaster that was experienced
by the Gulf Coast. Our sense is, from what I have seen so far—
and I will provide some more for the record—that more emphasis
has been given on the preparedness and response than the recovery
so far, as far as a future event.

[The information submitted for the Record follows:]

INFORMATION PROVIDED FOR THE RECORD BY MR. WALKER

When you said that the Department had made minor advances, basically, for com-
munity recovery, in your review did the Department note any achievements in the
area of restoring public facilities? What is your assessment of the Department’s
overall capacity to promote disaster recovery?

Answer: DHS did not provide us with documentation on its achievements to re-
store public facilities. We also have not completed work at this time that permits
us to reach conclusions about the overall capacity of FEMA and DHS to promote
disaster recovery. We have ongoing work looking at the recovery from Hurricane
Katrina that will provide insight into the recovery efforts in the Gulf Coast and les-
sons these efforts may offer regarding recovery capacity.

Senator LANDRIEU. And, Mr. Schneider, how would you respond
to missing 18 of the 24 benchmarks? I know that you have taken
general issue with the report. But how would you respond to us
about major initiatives underway by the Department of Homeland
Security to help a major metropolitan area recover from a cata-
strophic disaster?
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Mr. SCHNEIDER. Well, I have some familiarity in the case of the
Gulf Coast relative to maybe what I would call, again, the recovery
phase versus what happened immediately after Hurricane Katrina.
Right after Hurricane Katrina, we had no assets on the ground in
the Gulf Coast. We had no contracting capability. We had no famil-
iarity with local businesses. We were not prepared to go execute
and help the community.

What has happened since then is we have about 60 people,
trained contracting officers, throughout the Gulf Coast. We work,
if you will, very closely with the local industries to understand all
their capabilities. We have significant outreach programs. We have
in-place contracts that have already been awarded in terms of tech-
nical assistance. We are trying to spur growth in the Gulf Coast
in the local areas. We basically restrict the solicitations of these ef-
forts to local small business, expand it to small business, etc. And
so the idea being is we think from an emergency standpoint that
we are fairly well networked to be able to respond immediately
from both providing products and services as well as the adminis-
trative contracting and financial operations.

Senator LANDRIEU. Well, let me say that your Department has
yet to go on record on getting community development block grants
distributed based on actual damage assessments. To date, you are
not on the record on that. That is a fundamental question. As Fed-
eral aid came through only three major sources, that is one. If we
are not distributing it based on damage, I do not know how we are
helping places recover.

But my time is short. When you did, Mr. Walker, the review—
and I very much appreciate the Ranking Member’s question about
the barriers because we would like to help you break through bar-
riers. We are about fixing this, not blaming but fixing. With the
Stafford Act, did you come upon it as maybe a potential barrier or
do you perceive it as a barrier in terms of response to catastrophic
disasters? Because that seems to be the kind of evidence that we
are gathering through a variety of different places.

Mr. WALKER. Senator, as you know, you and I have had some
conversations on this, and we have done some work in the past,
and we are doing additional work. There are certain challenges
with the Stafford Act. There is no question about that, especially
when you are dealing with a catastrophic event, an event of very
large, broad-based, and significant magnitude.

Senator LANDRIEU. Could you elaborate on one or two challenges
that might come to your mind? I mean, is it the reimbursement
process of the Stafford Act? And I thank the Chairman for just giv-
ing me an additional 30 seconds.

Chairman LIEBERMAN. Go right ahead.

Mr. WALKER. It is not just a matter of that, and I will be happy
to provide more for the record, Senator. But, part of the issue is
how quickly can you provide assistance, how can you streamline
the provision of that assistance, and then also the issue that you
talked about as well, when you are dealing with a catastrophic
event of the size that we had in New Orleans and the Gulf Coast.

[The information submitted for the Record follows:]
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INFORMATION PROVIDED FOR THE RECORD BY MR. WALKER

Did you come upon the Stafford Act as maybe a potential barrier, or do you per-
ceive it as a barrier in terms of response to catastrophic disaster? Because that
stleems to be the kind of evidence that we’re gathering through a variety of different

aces.

P Answer. In our prior work on catastrophic disaster preparedness, we raised a
matter for Congressional consideration related to the Stafford Act. We stated that
the Stafford Act did not explicitly authorize Federal agencies to prepare for a cata-
strophic disaster when there is warning before the disaster strikes, as would be the
case with hurricanes. We suggested that Congress consider giving Federal agencies
explicit authority to take actions to prepare for catastrophic disasters when there
is warning.

Senator LANDRIEU. OK. And let me just say in conclusion, Mr.
Chairman, I do believe the American people are grateful for the
work of this Department and the Administration from preventing
attacks. And I do not say this at all lightly. It is just a huge re-
sponsibility of this Department to prevent terrorist attacks. But I
will say again for the record it is also a great responsibility of this
Nation to help a community recover from a catastrophic disaster,
whether that disaster is caused by an attack or by the failing of
critical infrastructure—in this case, levees that should have held
but did not. And this report indicates, Mr. Chairman, that we have
an awful lot of work to do. So I thank you.

Chairman LIEBERMAN. Thank you, Senator Landrieu. That is a
good note on which to end.

Mr. Walker, you and your folks at GAO have once again done a
great public service here. I think to the credit of DHS, you have
told us some areas, critical areas, that we were hit in on September
11, 2001, where they have done very well for us—aviation security,
now maritime security, surface transportation security, and I sup-
pose we should take also comfort generally from your evaluation
that the Department is handling the mission part of its work very
well. The management part continues to be lacking, and we have
to work together, hopefully with a metrics system that we can come
to an agreement on in the next couple of months to make this as
good as we can. The threat is out there, the danger is there, and
we have to work together to protect the American people at home
from that danger. And the work you have done with this report is
a tremendous assist to this Committee in fulfilling its oversight re-
sponsibility for this Department, which the Committee played a
leading role in creating.

Senator Collins, would you like to say anything in conclusion?

Senator COLLINS. I am just going to submit my remaining ques-
tions for the record, Mr. Chairman, and I thank you for holding
this hearing.

Chairman LIEBERMAN. Thank you very much. Thanks to both of
you.

The record for the hearing will remain open for 15 days. With
that, the hearing is adjourned.

[Whereupon, at 3:34 p.m., the Committee was adjourned.]






APPENDIX

PREPARED STATEMENT OF SENATOR AKAKA

b Thank you, Mr. Chairman. I join you in welcoming our distinguished panel mem-
ers.

DHS continues to face a monumental management challenge: Bringing together
22 separate agencies with nearly 180,000 employees into a cohesive Department,
while protecting the Nation against natural and man-made disasters. While the sub-
stantive programs that DHS implements are critical to the protection of our country,
the effective management of DHS as a cohesive entity is central to how effective it
is in implementing those activities.

This May, my Subcommittee on Oversight of Government Management, the Fed-
eral Workforce, and the District of Columbia held a hearing in which we examined
the Department’s challenges and needed improvements. Several overarching themes
were highlighted at that hearing. Mr. Walker’s testimony and the GAO report
issused today underscore that a number of those same issues continue to challenge
DHS.

First, the Department must do more to address its human capital needs. With
nearly half the workforce eligible for retirement in the next 5 years, the Department
needs to focus on the recruitment and retention of skilled and talented employees,
while addressing the unacceptably low morale within the workforce as demonstrated
by the OPM Human Capital Survey.

Second, the Department still has not developed a comprehensive management in-
tegration strategy. Although the Department has made progress in many areas,
some key functions, such as acquisitions and financial management, are not fully
integrated.

I also remain concerned that the Under Secretary for Management does not have
sufficient statutory authority to oversee the Department’s integration while also fo-
cusing on ongoing management challenges. The Under Secretary was given more
authority to serve as the Chief Management Officer and the principal advisor for
management at DHS with the approval of the Improving America’s Security Act
(P.L. 110-53). However, the measure did not elevate the position to a Deputy Sec-
retary level as I believe is necessary for the CMO to be most effective. That is why
I joined with Senator Voinovich in supporting the Effective Homeland Security Man-
agement Act, S. 547, to elevate the Under Secretary for Management to Deputy Sec-
retary for Management. With your support, Mr. Chairman, the Committee approved
this bill, and I look forward to working with the Senate leadership to pass this bill
and improve the state of management at the Department.

Again, Mr. Chairman, I thank you for holding this hearing today, and I look for-
ward to learning more about these important issues.
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DEPARTMENT OF HOMELAND SECURITY

Progress Report on Implementation of
Mission and Management Functions

What GAO Found

Since its establishment in March 2003, DHS has made varying levels of
progress in impleraenting its mission and management areas, as shown in the
following table. In general, DHS has made more progress in its mission areas
than in its management areas. Within its mission areas, DHS has made
progress in developing plans and programs, but has faced challenges in its
implementation efforts.

Table: Summary of Assessments of DHS's Progress in Mission and Management Areas
Number of Number of

Mission/ Number of expectations expectations Number of Overall
[« not
area d not of prog!
Border security 12 5 7 0 Modest
fmmigration
enforcement 16 8 4 4 Maderate
mmigration
services 14 § 9 0 Modest
Aviation security 24 17 7 0 Moderate
Surface
transportation
security 5 3 2 [¢] Moderate
Maritime
security 23 17 4 2 Substantial
Emergency
preparedness
and response 24 5 18 1 Limited
Critical
infrastructure
protection 7 4 3 0 Moderate
Science and
technology 8 1 5 ] Limited
Acqguisition
management 3 1 2 Q Modest
Financial
management 7 2 5 4 Modest
Human capital
management 8 2 6 [+ Limited
information
technology
management 13 2 8 3 Limited
Real property
management 8 6 3 Q Moderate
Total 171 8 83 10
Source: GAO anaiysss.
Definitions:

Substantial progress: DHS has taken actions to generally achieve more than 75 percent of the

p
Moderate progress: DHS has taken actions to generally achieve more than 50 percent but 75
percent or less of the identifi i
Modaest progress: DHS has taken actions to generally achieve more than 25 percent but 50 percent
ot less of the identified performance expsctations.

Limited progress: DHS has taken actions to generally achieve 25 percent or less of the identified
performance expectations. United States N Otfice
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GAOamalyzed these documents to

. ‘identify resporisibilities for DHS
and obtained and incorporated
feedback fror DHS officials on the
performance expectations. On the
basis of GAO’s and the DHS Ofﬁce
of Inspector Ge :
workiand upd;

Yy
indicated that, in our-view, DHS has
taken actions to satisfy most
elements of the expectation and an
assessment of generally not

an
assessment.or the information DHS
provided did notenable us to
clearly determiine the extent to
which DHS has achieved the
perforniance expectation, we

expectahon was not meant to unply
. that DHSshould have fully
achxeved the pexfom\zmce i

substantial progress ineach
" mission and managément atea. The
< -assessmentsof progress do rmt

actions have made the nanon more:
securein each.area..

Key underlying themes have affected DHS's iraplementation efforts. These
include strategies to achieve agency transformation, strategic planning and
results 1 t, risk t, information sharing, and partnerships
and coordination. For example, we have designated DHS's implementation
and transformation as high-risk. While DHS has made progress in
transforming its component agencies into a fully functioning department, it
has not yet addressed elements of the transformation process, such as
developing a comprehensive transformation strategy. DHS also has not yet
fully adopted and applied a risk management approach in implementing its
raission and management functions. Some DHS component agencies have
taken steps to do so, but this approach is not yet used departmentwide. In
addition, DHS has taken steps to share information and coordinate with
homeland security partners but has faced difficulties in these partnership
efforts.

Given DHS'’s leading role in securing the homeland, it is critical that the
department’s mission and management programs operate as efficiently and
effectively as possible. DHS has taken important actions to secure the border
and transportation sectors and to prepare for and respond to disasters. DHS
has had to undertake these missions while also working to transform itself
into a fully functioning cabinet department—a difficult task for any
organization. As DHS moves forward, it will be important for the department
to continue to develop more measurable goals to guide implementation efforts
and to enable better accountability. It will also be important for DHS to
continually reassess its mission and nent goals, es, and
milestones to evaluate progress made, identify past and emerging obstacles,
and examine alternatives to effectively address those obstacles.

What GAO Recommends

While this testimony contains no new recommendations, GAO has made
approximately 700 recommendations to DHS. DHS has implemented some of
these recommendations and taken actions to address others. However, we
have reported that the department still has much to do to ensure that it
conducts its missions efficiently and effectively while it simultanecusly
prepares to address future challenges that face the department and the nation.

In commenting on a draft of our report, DHS raised some concerns regarding
aspects of our methodology, including the criteria used and consistent
application of the criteria. We believe that we have fully disclosed and
consistently applied the methodology in our report and that it provides a
sound basis for our progress report. DHS also disagreed with our assessment
for 42 of the 171 performance expectations. Our report provides a detailed
response to DHS's comments on the 42 expectations. Overall, we appreciate
DHS'’s concerns and recognize that in such a broad-based endeavor, some
level of disagreement is inevitable, especially at any given point in time.
However, we have been as transparent as possible regarding our purpose,
methodology, and professional judgments.
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Mr. Chairman and Members of the Committee:

1 appreciate the opportunity to appear today to discuss the Department of
Homeland Security’s (DHS) efforts to implement its major mission and
management functions. At your request we issued a report last month
evaluating progress DHS has made since March 2003.’ This report defines
specific actions DHS is to achieve based on legislation, homeland security
presidential directives, DHS strategic planning documents, and other
sources and reports the progress the department has made in
implementing programmatic and management activities based on its
achievement of these actions, However, the assessments of progress are
not indicative of the extent to which DHS'’s actions have made the nation
more secure in each area. Moreover, our assessments do not imply that
DHS would have or should have achieved all of the actions we identified.
On the other hand, failure to effectively implement these actions could
have serious consequences for our homeland security, and it is important
for Congress and other stakeholders to have a sense of the department’s
accomplishments to date as well as areas for further focus to help inform
oversight and investment decisions,

Prior to the creation of DHS, we testified on whether the reorganization of
government agencies might better address the nation’s homeland security
needs.’ At that time, we testified that the nation had a unique opportunity
to create an effective and performance-based organization to strengthen
the nation’s ability to protect its borders and citizens. We noted that the
magnitude of the challenges that the new departnent would face would
require substantial time and effort and that implementation of the new
department would be extremely complex. Often it has taken years for the
consolidated functions in new organizations to effectively build on their
combined strengths, and it is not uncommon for management challenges
to remain for decades. For exarnple, the 1947 legislation creating the
Department of Defense (DOD) was amended by Congress in 1949, 1953,
19658, and 1986 to improve the department’s structural effectiveness.
Despite these and other changes made by DOD, we have reported that
more than 50 years after its establishment, DOD continues to face a
number of serious management challenges.

' GAO, Department of Homeland Security: Progress Report on Implementation of
Mission and M i Functi GAO-07-454 (Washington, D.C.; August 17, 2007).

% GAO, Homeland Security: Critical Design and Implementation Issues, GAO-02-957T
{Washington, D.C.: July 17, 2002).

Page 1 GAO-07-1081T
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DHS began operations in March 2003 with missions that include
preventing terrorist attacks from occurring within the United States,
reducing U.S. valnerability to terrorism, minimizing the damages from
attacks that occur, and helping the nation recover from any attacks. The
department has initiated and continued the implementation of various
policies and programs to address these missions as well as its
nonhomeland security functions.” DHS has also taken actions to integrate
its management functions and to transform its component agencies into an
effective cabinet department. In 2003, we designated the implementation
and transformation of DHS as high-risk because it represented an
enormous undertaking that would require time to achieve in an effective
and efficient manner.* Additionally, the components merged into DHS
already faced a wide array of existing challenges, and any DHS failure to
effectively carry out its mission would expose the nation to potentially
serious consequences. The area has remained on our high-risk list since
2003.° In designating the implementation and transformation of DHS as
high-risk, we noted that building an effective department would require
consistent and sustained leadership from top management to ensure the
needed transformation of disparate agencies, programs, and missions into
an integrated organization. Our prior work on mergers and acquisitions,
undertaken before the creation of DHS, found that successful
transformations of large organizations, even those faced with less
strenuous reorganizations than DHS, can take at least 5 to 7 years to
achieve,

My comments are based on the results of a report issued last month
evaluating the extent to which DHS has achieved congressional and
Administration expectations in its major mission and management areas.
In my testimony, I will explain how we conducted our work for the report
and discuss the results of that work. I will also discuss the key themes that
have affected the department’s efforts to implement its mission and
management areas. These key themes include agency transformation,
strategic planning and results management, risk raanagement, information
sharing, and partnerships and coordination.

2 Examples of nonhomeland security functions include Coast Guard search and rescue and
naturalization services.

* GAO, High-Risk Series: An Update, GAO-03-119 {Washington, D.C.: January 2003).

? GAO, High-Risk Series: An Update, GAO-05-207 (Washington, D.C.: January 2005), and
GAO, High-Risk Series: An Update, GAO-07-310 (Washington, D.C.: January 2007).

Page 2 GAO-07-1081T
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We conducted our work in accordance with generally accepted
government auditing standards.

Sumrmary

Our report provides assessments of DHS's progress across 14 mission and
management areas. For each area we identified performance expectations
based on responsibilities set out in legislation, homeland security
presidential directives and executive orders, DHS planning documents,
and other sources. Our analysts and subject matter experts reviewed our
prior work, DHS Inspector General (IG) work, and information DHS
provided to assess whether DHS generally achieved each expectation, We
used these performance expectation assessments to determine DHS's
overall progress in each mission and 1 t area. In co ting on
a draft of our report, DHS raised concerns about our methodology,
including the criteria we used for assessing the extent to which DHS has
achieved each performance expectation and our consistent application of
the criteria. We discussed our criteria and methodology with DHS officials
throughout our review and took steps to ensure their consistent
application. We believe that our methodology provides a sound basis for
our progress report, Overall, we appreciate DHS's concerns and recognize
that in such a broad-based endeavor, some level of disagreement is
inevitable, However, we have been as transparent as possible regarding
our purpose, methodology, and professional judgments.

DHS has made varying levels of progress in implementing its mission and
management areas since March 2003, as shown in table 1. In general, DHS
has made more progress in its mission areas than in its management areas,
which reflects an understandable focus on implementing efforts to secure
the nation. Within its mission areas, DHS has made progress in developing
plans and programs but has faced difficulties in implementing them. In
commenting on a draft of the report issued last month, DHS disagreed
with cur assessments for 42 of the 171 performance expectations. We
provide a detailed response to DHS’s comments on the 42 expectations in
the report.

Page 3 GAO-07-1081T



44

Table 1: yof A of Proy Made by DHS in lts Mission and Management Areas
Number of
Number of performance Number of
Number of performance p if per Overall

Mission/ performance p g y not p not of
management area P Y d progi
Border security 12 5 7 0 Modest
Immigration enforcement 16 8 4 4 Moderate
fmmigration services 14 5 g 0 Modest
Aviation security 24 17 7 0 Moderate
Surface transportation 5 3 2 [¢] Moderate
security

Maritime security 23 17 4 2 Substantial
Emergency preparedness 24 5 18 1 Limited
and response

Critical infrastructure and 7 4 3 0 Moderate
key resources protection

Science and technology ] 1 5 o] Limited
Acquisition management 3 1 2 [ Modest
Financial management 7 2 5 [ Modest
Human capital 8 2 ] o] Limited
management

information tachnology 13 2 8 3 Limited
management

Real property 9 8 3 0 Moderate
management

Total 171 78 83 10

Sourca: GAO analysis.

A variety of cross-cutting issues have affected DHS's efforts to implement
its mission and management functions. These key issues include agency
transformation, strategic planning and results management, risk
management, information sharing, and partnerships and coordination.

» We initially designated the implementation and transformation of DHS
as a high-risk area because it represented an enormous undertaking
that would require time to achieve and the components to be merged
into DHS already faced a wide array of challenges. We continued this
designation in 2005 and 2007 in part because DHS's management
systems and functions are not yet fully integrated and wholly

operational.

Page 4
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« DHS has not always implemented effective strategic planning efforts
and has not yet fully developed performance measures or put in place
structures to help ensure that the agency is managing for results. For
example, we have reported that some component agencies have had
difficulties developing outcome-based goals and measures for
assessing program performance. We have also noted that DHS faces
inherent challenges in developing outcome-based goals and measures
to assess the effect of its efforts on strengthening homeland security.

« The National Strategy for Homeland Security and DHS's strategic
plan have called for the use of risk-based decisions to prioritize DHS's
resource investments, We have found that while some DHS component
agencies, such as the Coast Guard, have taken steps to apply risk-based
decision making in implementing some of its mission functions, other
components have not utilized such an approach.

« We have designated information sharing for homeland security as high-
risk in part because the nation still lacks an implemented set of
governmentwide policies and processes for sharing terrorism-related
information. The federal government has issued a strategy for how it
will put in place the overall framework and policies for sharing
information with critical partners. DHS has taken actions to implement
its information-sharing responsibilities, but we have reported that DHS
faces challenges in continuing to develop productive information-
sharing relationships with federal agencies, state and local
governments, and the private sector.

= The National Strategy for Homeland Security underscores the
importance of DHS partnering with other stakeholders, as the majority
of the strategy’s initiatives are intended to be implemented by three or
more federal agencies. DHS has taken steps to strengthen partnering
frameworks and capabilities. However, we have also reported on
difficulties DHS faces in its partnership efforts, such as in coordinating
with its emergency preparedness and response partners in the wake of
Hurricanes Katrina and Rita.

Given DHS’s leading role in securing the homeland, it is critical that the
department’s mission and managerent programs are operating as
efficiently and effectively as possible. DHS has taken important actions to
secure the border and transportation sectors and to prepare for and
respond to disasters. DHS has had to undertake these missions while also
working to transform itself into a fully functioning cabinet department—a
difficult task for any organization. As it moves forward, DHS will continue
to face the challenges that have affected its operations thus far, including
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transforming into a high-performing, results-oriented agency; developing
results-oriented goals and measures to effectively assess performance;
developing and implementing a risk-based approach to guide resource
decisions; and establishing effective fraraeworks and mechanisms for
sharing information and coordinating with homeland security partners.
DHS has undertaken efforts to address these challenges but will need to
give continued attention to these efforts in order to efficiently and
effectively identify and prioritize mission and management needs,
implement efforts to address those needs, and allocate resources
accordingly. As DHS continues to evolve and implements its programs, we
will continue to review its progress and report to Congress and the public
on our work.

Background

In July 2002, President Bush issued the National Strategy for Homeland
Security. The strategy set forth overall objectives to prevent terrorist
attacks within the United States, reduce America’s vulnerability to
terrorism, and minimize the damage and assist in the recovery from
attacks that occur. The strategy set out a plan to iraprove homeland
security through the cooperation and partnering of federal, state, local,
and private sector organizations on an array of functions. The National
Strategy for Homeland Security specified a number of federal
departments, as well as nonfederal organizations, that have important
roles in securing the homeland. In terms of federal departments, DHS was
assigned a leading role in implementing established homeland security
mission areas.

In November 2002, the Homeland Security Act of 2002 was enacted into
law, creating DHS. This act defined the department’s missions to include
preventing terrorist attacks within the United States; reducing U.S.
vulnerability to terrorism; and minimizing the damages, and assisting in
the recovery from, attacks that occur within the United States. The act
also specified major responsibilities for the department, including to
analyze information and protect infrastructure; develop countermeasures
against chemical, biological, radiological, and nuclear, and other emerging
terrorist threats; secure U.S. borders and transportation systems; and
organize emergency preparedness and response efforts, DHS began
operations in March 2003, Its establishment represented a fusion of 22
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federal agencies to coordinate and centralize the leadership of many
homeland security activities under a single department.’

A variety of factors have affected DHS’s efforts to implement its mission
and management functions. These factors include both domestic and
international events, such as Hurricanes Katrina and Rita, and major
homeland security-related legislation. Figure 1 provides a timeline of key
events that have affected DHS’s implementation.

P 9/11/01
Terrorist
attacks

-» 9/01-10/01
Anthrax

Figure 1: Selected Key Events That Have Affected Department of Hi tand Security imp
1204 8/06
303 intelfigence Threats
U.8. operations Reform and against
commence in frag Terrorism U.S.-bound
Pravention alriiners from
1o/02 308 Act signed 8/05 the Unitad
Bali terrorist 3/03 Madrid train ot law Hurricane Kingdom
bombing Department of bombings Katrina uncoverad
Homeland Security

attacks

- 10/01
U.8.Operations
commence in
Afghanistan
Ly 11701

Aviation and
Transportation
Becurity Act
signed into law

established

11/02 7/04 7108 9/05 10/06
Maritime Transportation 9-11 Commission London Hurricang BAFE Port
Security Act signed tindings raleased attacks Rita. Act signed
into law 308 into faw
1102 DHS Second-Stage

Homaland Security Review (2SR)

Act signed into law faunched

Source: GAQ analysis.

“Fhese 22 agencies, offices, and programs were U.S. Customs Service; U.S. Immigration and
Naturalization Service; Federal Protective Service; Transportation Security Administration;
Federal Law Enforcerent Training Center; Animal and Plant Health Inspection Service;
Office for Domestic Preparedness; Federal Emergency Management Agency; Strategic
National Stockpile and the National Disaster Medical System; Nuclear Incident Response
Team; Domestic Emergency Support Teary; National Domestic Preparedness Office;
Chemical, Biological, Radiological, and Nuclear Counter Program; Envi

;t Laboratory; National BW Defense is Center; Plum Island Animal Disease
Center; Federal Computer Incident Response Center; National Communications System;
National Infrastructure Protection Center; Energy Security and Assurance Program; Secret
Service; and U.S. Coast Guard,
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Our report assesses DHS's progress across 14 mission and management

Our },‘{eport ASSG.SSQS areas. We based these areas on those identified in the National Sirategy
DHS’s Progress in for Homeland Security, the goals and objectives set forth in the DHS

3 strategic plan and homeland security presidential directives, our reports,
hr}plgmentlng Its and studies conducted by the DHS IG and other organizations and groups,
Mission and such as the 9/11 Commission and the Century Foundation. The 14 we
Management identified are
Functions 1. Border security

2. Immigration enforcement

3. Immigration services

4. Aviation security

5. Surface transportation security

6. Maritime security

7. Emergency preparedness and response

8. Critical infrastructure and key resources protection

9. Science and technology

10. Acquisition management

11. Financial management

12. Human capital management

13. Information technology management

14. Real property management

For each mission and management area, we identified performance
expectations and vetted them with DHS officials. These performance
expectations are a composite of the responsibilities or functions—derived

from legislation, homeland security presidential directives and executive
orders, DHS planning documents, and other sources—that the department
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is to achieve.” Qur analysts and subject matter experts reviewed our prior
work, DHS IG work, and evidence DHS provided between March and July
2007, including DHS officials’ assertions when supported by
documentation. On the basis of this analysis and our experts’ judgment,
we then assessed the extent to which DHS had achieved each of the
expectations we identified. We made preliminary assessments for each
performance expectation based solely on GAO and DHS IG work. In
March through July, we received additional information from DHS, which
we reviewed and used to inform our final assessments. In some cases the
assessments remained the same as our preliminary ones, and in other
cases they changed.

When our review of our prior work, the DHS IG’s work, and DHS’s
documentation indicated that DHS had satisfied most of the key elements
of a performance expectation, we concluded that DHS had generally
achieved it. When our reviews showed that DHS had not yet satisfied most
of the key elements of a performance expectation, we concluded that DHS
had generally not achieved it. More specifically, where our prior work or
that of the DHS IG indicated DHS had not achieved a performance
expectation and DHS did not provide documentation to prove otherwise,
we conchuded that DHS had generally not achieved it. For a small number
of performance expectations we could not make an assessment because
neither we nor the DHS IG had completed work and the information DHS
provided did not enable us to clearly assess DHS'’s progress.

‘We used these performance expectation assessments to determine DHS's
overall progress in each mission and management area. After making an
assessment for each performance expectation, we added up those rated as
generally achieved. We divided this number by the total number of
performance expectations for the mission or management area, excluding
those performance expectations for which we could not make an
assessment. If DHS generally achieved more than 75 percent of the
identified performance expectations, we identified its overall progress as
substantial. When the number achieved was more than 50 percent but 75
percent or less, we identified its overall progress as moderate. If DHS
generally achieved more than 25 percent but 50 percent or less, we
identified its overall progress as modest. For mission and management

" We did not consider performance expectations derived from sources arising after
September 2006, such as the Security and Accountability for Every (SAFE) Port Act and the
fiscal year 2007 DHS appropriations act,
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areas in which DHS generally achieved 25 percent or less of the
performance expectations, we identified overall progress as limited.

We and the DHS IG have completed varying degrees of work for each
mission and management area, and DHS's components and offices
provided us with different amounts and types of information. As a result,
our assessments of DHS’s progress in each mission and management area
reflect the information available for our review and analysis and are not
equally coraprehensive across all 14 mission and management areas. It is
also important to note that while there are qualitative differences between
the performance expectations, we did not weigh some more heavily than
others in our overall assessments of mission and management areas. We
also recognize that these expectations are not time bound, and DHS will
take actions to satisfy these expectations over a sustained period of time.
OQur assessment of DHS's progress relative to each performance
expectation refers to the progress made by the department since March
2003 and does not imply that DHS should have fully achieved each
performance expectation at this point.

In commenting on a draft of our report, DHS took issues with our
methodology. First, DHS believed that we altered the criteria we used to
judge the department’s progress. We did not change our criteria; rather we
made a change in terminology to better convey the intent behind the
performance expectations that DHS achieve them instead of merely take
actions that apply or relate to them. Second, DHS took issue with the
binary standard approach we used to assess each performance
expectation. We acknowledge the lirnitations of this standard in our report
but believe it was appropriate for our review given that the Administration
has generally not established quantitative goals and measures for the
expectations. Therefore, we could not assess where along a spectrum of
progress DHS stood in achieving each performance expectation. Third,
DHS was concerned about an apparent shift in criteria we applied after the
department provided us additional information and documents. What DHS
perceived as a change in criteria for certain performance expectations was
really the process by which we disclosed our preliminary assessment;
analyzed additional documents and information from DHS; and updated
and, in many cases revised, our assessments based on the additional
inputs. Fourth, DHS raised concerns with consistency in our application of
the methodology. Our core team of GAO analysts and managers reviewed
all inputs from GAO staff to ensure consistent application of our
methodology, criteria, and analytical process, and our quality control
process included detailed reviews of the report’s facts as well as
assurances that we followed generally accepted government auditing
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standards. Finally, DHS points outs that we treated all performance
expectations as if they were of equal significance. In our report, we
acknowledged that differences exist, but we did not weight the
performance expectations because congressional, departmental, and
others’ views on the relative priority of each expectation may be different,
and we did not believe it was appropriate to substitute our judgment for
theirs.

Qverall, we appreciate DHS's concerns and recognize that in such a broad-
based endeavor, some level of disagreement is inevitable, especially at any
given point in time. However, we have been as transparent as possible
regarding our purpose, methodology, and professional judgments and
believe that our methodology provides a sound basis for the progress
report.

DHS Has Made
Progress in
Implementing Mission
and Management
Functions but Has
Faced Difficulties in
Its Implementation
Efforts

Qur report shows that since March 2003, DHS has attained some level of
progress in implementing the performance expectations in all of its major
mission and management areas, but the rate of progress among these
areas has varied. Overall, DHS has made more progress in its mission
areas than in its managernent areas, reflecting an understandable focus on
implementing efforts to secure the homeland. As DHS continues to mature
as an organization, we believe it will be able to put more focus—and
achieve more expectations—in the management areas.

Within its mission areas, DHS has made more progress in developing
strategies, plans, and programs than in implementing them. For example,
in the area of border security we found that DHS has developed a
multiyear strategy and initiative for identifying illegal border crossings
between ports of entry. However, DHS is in the early stages of
implerenting this strategy, and we and the DHS IG identified problems
with implementation of past programs with similar objectives. Likewise, in
the area of emergency preparedness and response, DHS has developed the
National Incident Management System. However, we have reported that
much more work remains for DHS to effectively coordinate its
implementation.

Below we provide more information on progress made by DHS in its
mission and management areas.

« DHS'’s border security mission includes detecting and preventing

terrorists and terrorist weapons from entering the United States;
facilitating the orderly and efficient flow of legitimate trade and travel;
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interdicting illegal drugs and other contraband; apprehending
individuals who are attempting to enter the United States illegally;
inspecting inbound and outbound people, vehicles, and cargo; and
enforcing laws of the United States at the border. As shown in table 2,
we identified 12 performance expectations for DHS in the area of
border security and found that DHS has generally achieved 5 of them
and has generally not achieved 7 others.

Table 2: y of Our A for DHS’s Border Security Performance Expectations
Performance expectation Total
Generally achieved 5

implement a biometric entry system to prevent unauthorized border crossers from entering the United States
through poits of entry

Develop a program to detect and identify illegal border crossings between ports of entry

Develop a strategy to detect and interdict ilegal flows of cargo, drugs, and other items into the United States

Provide adequats training for all berder-related employees

ngejop stafting plans for hiring and allocating human capital resources to fulfifl the agency's border security

mission

Generally not achieved 7

{mplement a biometric exit system to coliect information on border crossers leaving the United States through
ports of entry

implement a program to detsct and identify illegal border crossings between ports of entry
implement a strategy to detect and interdict illegal flows of cargo, drugs, and other items into the United States

implement effective security measures in the visa issuance process
implernent initiatives related to the security of certain documents used to enter the United States

Ensure adequate infrastructure and facilities

Leverage technology, personnel, and information to secure the border
Overall assessment of progress Modest

Source: GAO analysis.

+ DHS's immigration enfor t mission includes apprehending,
detaining, and removing criminal and illegal aliens; disrupting and
dismantling organized smuggling of humans and contraband as well as
human trafficking; investigating and prosecuting those who engage in
benefit and document fraud; blocking and removing employers’ access
to undocumented workers; and enforcing compliance with programs to
monitor visitors. As shown in table 3, we identified 16 performance
expectations for DHS in the area of immigration enforcement and
found that DHS has generally achieved 8 of them and has generally not
achieved 4 others. For 4 performance expectations, we could not make
an assessment.
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Table 3: y of Our A for DHS’s i Performance Expectations
Performance expectation Total
Generally achieved 8

Develop a program to ensure the timely identification and removal of noncriminal allens subject to removal from
the United States

Assess and prioritize the use of alien detention resources to prevent the release of aliens subject to removat

Develop a program to alfow for the secure alternative detention of noncriminat aliens

Develop a prioritized worksite enforcement strategy to ensure that only authorized workers are smployed

Develop a comprehensive strategy to interdict and prevent trafficking and smuggling of afiens into the United
States

Develop a law enforcement strategy to combat criminal alien gangs in the United States and cross-berder
criminat activity

Develop a program fo screen and respond to local law enforcement and community complaints about aliens who
many be subject to removal

Develop staffing plans for hiring and allocating human capital resources to fultill the agency's immigration
enforcement mission

Generally not achieved 4

implement a program to ensure the timely identification and removal of noncriminal aliens subject to removal
from the United States

Ensure the removal of criminal aliens
Implement a prioritized worksite enforcement strategy 1o ensure that only authorized workers are employed

implement a comprehensive strategy to interdict and prevent trafficking and smuggling of aliens into the United
States

No assessment made 4

implement a program to allow for the secure alternative detention of noncriminal aliens

implement a law enforcement strategy to combat criminal alien gangs in the United States and cross-border
criminal activity

Disrupt and dismantie mechanisms for money laundering and financial crimes

Provide training, including foreign language training, and equipment for all immigration enforcement personnet to
fulfill the agency’s mission

Overall assessment of progress Moderate

Bource: GAQ analysis.

+ DHS's immigration services mission includes administering
immigration benefits and working to reduce immigration benefit fraud.
As shown in table 4, we identified 14 performance expectations for
DHS in the area of iramaigration services and found that DHS has
generally achieved 5 of them and has generally not achieved 9 others.
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Table 4: y of Our A for DHS's Services Perf

Performance expectation

Totat

Generally achieved

Institute process and staffing reforms to improve application processes

Establish online access to status information about benefit applications

Establish revised immigration application fees based on a comprehensive fee study

Communicate immigration-related information to other relevant agencies

Create an office fo reduce immigration benefit fraud

Generally not achieved

Eliminate the benefit application backlog and reduce application completion times to 6 months

Establish a timetable for reviewing the program rules, business processes, and procedures for immigration
benefit applications

institute a case management system to manage applications and provide management information

Develop new programs fo prevent future backlogs from developing

Establish online filing for benefit applications

Capture biometric information on all benefits applicants

implement an automated background check system to track and store all requests for applications

Establish training programs to reduce fraud in the benefits process

implement a fraud assessment program tc reduce benefit fraud

Overall assessment of progress

Modest

Source: GAO anslysis.

» DHS's aviation security mission includes strengthening airport
security; providing and training a screening workforce; prescreening
passengers against terrorist watch lists; and screening passengers,
baggage, and cargo. As shown in table 5, we identified 24 performance
expectations for DHS in the area of aviation security and found that
DHS has generally achieved 17 of them and has generally not achieved

7 others,
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Table 5: Summary of Our A for DHS's ity Performance Expectations

Performance expectation

Total

Generally achieved

implement a strategic approach for aviation security functions

Ensure the screening of airport employees against terrorist watch lists

Hire and depioy a federal screening workforce

Develop standards for determining aviation security staffing at aitports

Establish standards for training and testing the performance of airport screener staff

Establish a program and requirements 1o aflow eligible airports to use a private screening workforce

Train and deploy federal air marshals on high-risk flights

Establish standards for training flight and cabin crews

Establish a program to allow authorized flight deck officers to use firearms to defend against any terrorist or
criminal acts

Establish policies and procedures to ensure that individuals known to pose, or suspected of posing, a risk or
threat to security are identified and subjected to appropriate action

Develop and implement processes and procedures for physically screening passengers at airport checkpoints

Develop and test checkpoint technologies to address vulnerabilities

Deploy explosive detection systems (EDS) and explosive trace detection (ETD) systems to screen checked
baggage for explosives

Develop a plan to deploy in-fine baggage screening equipment at airports

Pursue the deployment and use of in-line baggage screening equipment at airports

Develop a plan for air cargo security

Develop and implement procedures o screen air carge

Generally not achieved

Establish standards and procedures for effective airport perimeter security

Establish standards and procedures to effectively control access to airpont secured areas

Establish procedures for implementing biometric identifier systems for airport secured areas access control

Develop and implement an advanced prescreening system to allow DHS to compare domestic passenger
information to the Selectee List and No Fly List

Develop and implement an international passenger prescreening process to compare passenger information to

terrorist watch lists before aircraft departure

Deploy checkpoint technologies to address vulnerabifities

Develop and implement technologies to screen air cargo

Overall assessment of progress

Moderate

Source: GAC analysis.

« DHS's surface transportation security mission includes establishing
security standards and conducting assessments and inspections of
surface fransportation modes, which include passenger and freight rail;
mass transit; highways, including commercial vehicles; and pipelines,
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As shown in table 6, we identified 5 performance expectations for DHS
in the area of surface transportation security and found that DHS has
generally achieved 3 of them and has generally not achieved 2.

Table 6: y of Qur A for DHS's Surface Transportation Security Performance Expectations
Performance expectation Total
Generally achleved 3

Develop and adopt a strategic approach for implsmenting surface transportation security functions
Conduct threat, criticality, and vulnerability assessments of surface transporiation assets

Administer grant programs for surface transportation security

Generally not achieved 2
Issue standards for securing surface transportation modes

Conduct compliance inspections for surface transportation systems

Overall assessment of progress Moderate

Source: GAO analysis.

« DHS's maritime security responsibilities include port and vessel
security, maritime intelligence, and maritime supply chain security. As
shown in table 7, we identified 23 performance expectations for DHS in
the area of maritime security and found that DHS has generally
achieved 17 of them and has generally not achieved 4 others. For 2
performance expectations, we could not make an assessment.

Table 7: yof Our A for DHS's ime Security Perfo p
Performance expectation Total
Generally achieved 17

Develop national plans for maritime security

Develop national plans for maritime response

Develop national plans for maritime recovery

Develop regional {port-specific) plans for security

Develop regional {port-specific) plans for response

Ensure port facifities have completed vulnerability assessments and developed security plans
Ensure that vessels have completed vulnerability assessments and developed security plans

Exercise securily, response, and recovery plans with key maritime stakeholders to enhance security, response,
and recovery efforts

Implement a port security grant program to help facitities improve their security capabilities

Establish operational centers to monitor threats and fuse intefligence and operations at the regional/pon level
Collect information on incoming ships to assess risks and threats
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Performance expectation Total

Develop a vessel-tracking system to improve intelligence and maritime domain awareness on vessels in U.S.
waters

Collect information on arriving cargo for screening purposes

Develop a system for screening and inspecting cargo for illegal contraband
Develop a program to work with foreign governments to inspect suspicious cargoe before it leaves for U.S. ports
Develop a program to work with the private sector to improve and validate supply chain security

Develop an international port security program to assess security at forelgn ports

Generally not achieved 4
Develop regional {port-specific) plans for recovery

implement a national facility access control system for port secured areas

Develop a long-range vessel-tracking system to improve maritime domain awareness

Develop a program to screen incoming cargo for radiation
No assessment made 2

Develop a national plan to establish and improve maritime intelligence
Develop standards for carge containers to ensure their physical security
Overall assessment of progress Substantial

Source: GAQ analysis.

« DHS’s emergency preparedness and response mission includes
preparing to minimize the damage and recover from terrorist attacks
and disasters; helping to plan, equip, train, and practice needed skills of
first responders; and consolidating federal response plans and
activities to build a national, coordinated system for incident
management. As shown in table 8, we identified 24 performance
expectations for DHS in the area of emergency preparedness and
response and found that DHS has generally achieved 5 of them and has
generally not achieved 18 others. For 1 performance expectation, we
could not make an assessment.

Table 8: yof Qur A for DHS's gency Prep: and Resp Performance Expectations
Performance expectation Total
Generally achieved 5

Establish a program for conducting emergency preparedness exercises
Develop a national incident management system

Provide grant funding to first responders in developing and implementing interoperable communications
capabilities

Administer a program for providing grants and assistance to state and local governments and first responders

Allocate grants based on assessment factors that account for poputation, critical infrastructure, and other risk
factors
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Performance expectation Total
Generally not achieved 18
Establish a comprehensive training program for national preparedness

Conduct and support risk assessments and risk mar 1t capabilities for Cy preparedness

Ensure the capacity and readiness of disaster response teams

Coordinate implementation of a national incident management system

Establish a single, all-hazards national response plan

Coordinate implementation of a single, all-hazards response plan

Develop a complete inventory of federal response capabilities

Develop a national, all-hazards preparedness goat

Devealop plans and capabilities to strengthen nationwide recovery efforts

Develop the capacity 10 provide needed smergency assistance and services in a timely manner

Provide timely assistance and services to individuals and communities in response to emergency events
implement a program to improve interoperable communications among federal, state, and local agencies
fmplement procedures and capabilities for effective interoperable communications

increase the development and adoption of interoperability communications standards

Develop performance goals and measures to assess progress in developing interoperability

Provide guidance and technical assistance to first responders in developing and implementing interoperable
communications capabilities

Provide assistance to state and local governments to develop ali-hazards plans and capabilities

Develop a system for collecting and disseminating lessons learned and best practices to emergency responders

No assessment made 1
Support citizen participation in national preparedness efforts
Qverall assessment of progress Limited

Source: GAQ analysis,

« DHS's critical infrastructure and key resources protection
activities include developing and coordinating implementation of a
comprehensive national plan for critical infrastructure protection,
developing partnerships with stakeholders and information sharing and
warning capabilities, and identifying and reducing threats and
vulnerabilities. As shown in table 9, we identified 7 performance
expectations for DHS in the area of critical infrastructure and key
resources protection and found that DHS has generally achieved 4 of
them and has generally not achieved 3 others.
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Table 9: y of Our A for DHS’s Critical and Key R P ion Performance
Expectations

Performance expectation Total
Generally achieved a4

Develop a comprehensive national plan for critical infrastructure protection

Develop partnerships and coordinate with other federal agencies, state and local, governments, and the private
sector

tdentify and assess threats and vulnerabilities for critical infrastructure
Support efforts to reduce threats and vulnerabilities for critical infrastructure
Generally not achieved 3

improve and enhance public/private information sharing involving attacks, threats, and vuinerabilities

Develop and enhance national analysis and warning capabilities for critical infrastructure
Pravide and coordinate incident response and recovery planning efforts for eritical infrastructure
Overall assessment of progress Moderate

Source: GAO analysis.

« DHS'’s science and technology efforts include coordinating the
federal government’s civilian efforts to identify and develop
countermeasures to chemical, biological, radiological, nuclear, and
other emerging terrorist threats. As shown in table 10, we identified 6
performance expectations for DHS in the area of science and
technology and found that DHS has generally achieved 1 of them and
has generally not achieved 5 others.

Table 10: y of Our A for DHS’s and T Hogy Performance Expectations
Performance expectation Total
Generally achieved 1

Coordinate with and share homeland security technologies with federal, state, focal, and private sector entities
Generally not achieved 5

Develop a plan for departmental research, development, testing, and evaluation activities
Assess emerging chemical, biclogical, radiclogical, and nuclear threats and homeland security vuinerabilities

Coordinate research, development, and testing efforts to identify and develop countermeasures 1o address
chemical, biclogical, radiological, nuclear, and other emerging terrorist threats

Coordinate deployment of nuclear, biological, chemical, and radiological detection capabilities and other

countermeasures

Assess and evaluate nuclear, biological, chemical, and radiological detection capabilities and other

countermeasures

Overall assessment of progress Limited

Source: GAQ analysis.
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» DHS's acquisition management efforts include managing the use of
coniracts to acquire goods and services needed to fulfill or support the
agency’s missions, such as information systems, new technologies,
aircraft, ships, and professional services. As shown in table 11, we
identified 3 performance expectations for DHS in the area of
acquisition management and found that DHS has generally achieved 1
of them and has generally not achieved 2 others.

Table 11: y of Qur A for DHS’s Acquisition Per Exp

Performance expectation Total
Generally achieved 1
Assess and organize acquisition functions to meet agency needs

Generally not achieved 2

Develop clear and transparent policies and processes for all acquisitions

Develop an acquisition workforce to implement and monitor acquisitions
Overall assessment of progress Modest

Sourcs: GAO analysis.

+ DHS's financial management efforts include consolidating or
integrating component agencies’ financial management systems. As
shown in table 12, we identified 7 performance expectations for DHS in
the area of financial management and found that DHS has generally
achieved 2 of them and has generally not achieved 5 others.

Table 12: yof Our A for DHS’s Fil i Pert Exg
Performance expectation Total
Generally achleved 2

Designate a department Chief Financial Officer who is appointed by the President and confirmed by the Senate

Prepare cofrective action plans for internal control weaknesses

Generally not achieved 5
Subject all financial statements to an annual financial statement audit

Obtain an unqualified financial statement audit opinion

Substantially comply with federal financial management system requirements, applicable federal accounting
standards, and the U.S. Standard General Ledger at the transaction level

Obtain an unqualified opinion on internal control over financial reporting

Correct internal control weaknesses
Overall assessment of progress Modest

Source: GAQ analysis,
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« DHS's key human capital management areas include pay,
performance management, classification, labor relations, adverse
actions, employee appeals, and diversity management. As shown in
table 13, we identified 8 performance expectations for DHS in the area
of capital mar and found that DHS has generally
achieved 2 of them and has generally not achieved 6 others.

Table 13: y of Our A for DHS’s Human Capital Per

Performance expectation

Total

Generally achieved

Develop a results-oriented strategic human capital plan

Create a comprehensive plan for training and professionat development

Generally not achieved

implement a human capital system that finks human capital planning to overall agency strategic planning

Develop and implement processes to recrult and hire smployess who possess needed skills

Measure agency performance and make strategic human capital decisions

Establish a market-based and more performance-oriented pay system

Seek feedback from employees to allow for their participation in the decision-making process

implement training and development programs in support of DHS's mission and goals

Overall assessment of progress

Limited

Source: GAO analysis.

» DHS's information technology t efforts include

developing and using an enterprise architecture, or corporate
blueprint, as an authoritative frame of reference to guide and constrain
system investraents; defining and following a corporate process for
informed decision making by senior leadership about competing
information technology investment options; applying system and
software development and acquisition discipline and rigor when
defining, designing, developing, testing, deploying, and maintaining
systems; establishing a comprehensive, departmentwide information
security program to protect information and systeras; having sufficient
people with the right knowledge, skills, and abilities to execute each of
these areas now and in the future; and centralizing leadership for
extending these disciplines throughout the organization with an
empowered Chief Information Officer. As shown in table 14, we
identified 13 performance expectations for DHS in the area of
information technology management and found that DHS has generally
achieved 2 of them and has generally not achieved 8 others. For 3
performance expectations, we could not make an assessmaent.
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Table 14: y of Our A for DHS’s Information Technology Management Performance Expectations

Performance expectation

Total

Generally achieved

Organize roles and responsibilities for information technology under the Chief information Officer

Develop policies and procedures to ensure protection of sensitive information

Generally not achieved

Develop a strategy and plan for information technology management

Develop measures to assess performance in the management of information technology

Implement a comprehensive enterprise architecture

Develop a process to effectively manage information technology investments

implement a process to effectively manage information technology investments

Develop policies and procedures for effective information systers development and acquisition

implement policles and procedures for effective information systems development and acquisition

implement policies and procedures to effectively safeguard sensitive information

No assessment made

Strategically manage information technology human capital

Develop a D ive enterprise i e

Provide operational capabilities for information technology infrastructure and applications

Overall assessment of progress

Limited

Source: GAQ analysis.

» DHS's responsibilities for real property management are specified in
Executive Order 13327, “Federal Real Property Asset Managernent,”
and include establishment of a Senior Real Property Officer,

development of an asset inventory, and development and

iraplementation of an asset management plan and performance
measures. As shown in table 15, we identified 9 performance
expectations for DHS in the area of real property management and
found that DHS has generally achieved 6 of them and has generally not

achieved 3 others.

Page 22

GAO-07-1081T



63

Table 15: y of Our A for DHS’s Real Property Management Performance Expectations

Performance expectation Total
Generaily achieved 6
Establish a Senior Real Property Officer who actively serves on the Federal Real Property Council

Complete and maintain a comprehensive inventory and profile of agency real property

Provide timely and accurate information for inclusion in the governmentwide real property inventory database

Develop an Office of Management and Budget-approved asset management plan

Establish an Office of Management and Budget-approved 3-year rolling timeline with certain deadlines by which

the agency will address opportunities and determine its priorities as identified in the asset management plan

Establish real property performance measures

Generally not achieved K]
Demonstrate steps taken toward implementation of the asset management plan

Use accurate and current asset inventory information and real property performance measures in management

decision making

Ensure the management of agency property assets is consistent with the agency's overall strategic plan, the

agency asset management plan, and the performance measures

QOverall assessment of progress Moderate

Source: GAO analysis.

Our report contains detailed information on DHS's progress in achieving
each of the performance expectations, including a detailed summary of
our work, the DHS IG’s work, and DHS documentation and officials’

statements. We also provide our basis for each

ting

on a draft of our report, DHS disagreed with our assessments for 42 of the
171 performance expectations noted above. In our report, we provide

detailed responses to DHS’s comments on the 42 performance

expectations. We look forward to discussing our assessments in all the
mission and management areas in more detail with the corumittee and

subcommittees to help inform their ongoing oversight efforts.

Cross- cutting Issues Our work has identified cross-cutting issues that have hindered DHS's
progress in its mission and management areas. These issues include: (1)

Have Hindered DHS’s transforming and integrating DHS's manageraent functions; (2)

Implementation establishing baseline performance goals and measures and engaging in
effective strategic planning efforts; (3) applying and improving a risk
Efforts management approach for implementing missions and making resource

allocation decisions; (4) sharing information with key stakeholders; and
(5) coordinating and partnering with federal, state, local, and private

sector agencies entities.
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« The creation of DHS is an enormous management challenge, and DHS
faces a formidable task in its transformation efforts as it works to
integrate over 170,000 federal employees from 22 component agencies.
Each component agency brought differing missions, cultures, systems,
and procedures that the new department had to efficiently and
effectively integrate into a single, functioning unit. At the same time it
weathers these growing pains, DHS must still fulfill its various
homeland security and other missions. DHS has developed a strategic
plan, is working to integrate some management functions, and has
continued to form necessary partnerships to achieve mission success.
Despite these efforts, we reported earlier this year that DHS
iraplementation and transformation remains high-risk because DHS has
not yet developed a comprehensive management integration strategy
and its management systems and functions——especially related to
acquisition, financial, human capital, and information
management—are not yet fully integrated and wholly operational.

» A number of DHS's programs lack outcome goals and measures, a fact
that may hinder the department’s ability to effectively assess the results
of program efforts or fully assess whether the department is using
resources effectively and efficiently, especially given various agency
priorities for resources. In particular, we have reported that some of
DHS's components have not developed adequate outcome-based
performance measures or comprehensive plans to monitor, assess, and
independently evaluate the effectiveness of their plans and
performance. For example, in August 2005 we reported that U.S.
Immigration and Customs Enforcement lacked outcome goals and
measures for its worksite enforcement program and recommended that
the agency set specific time frames for developing these goals and
measures. Further, we have reported that many of DHS's border-
related performance goals and measures are not fully defined or
adequately aligned with one another, and some performance targets are
not realistic. We have also recognized that DHS faces some inherent
difficulties in developing performance goals and measures to address
i{s unique mission and programs, such as in developing measures for
the effectiveness of its efforts to prevent and deter terrorist attacks.

« Within its sphere of responsibility, DHS cannot afford to protect
everything against all possible threats. As a result, DHS must make
choices about how to allocate its resources to most effectively manage
risk. In April 2007, DHS established the new Office of Risk Management
and Analysis to serve as the DHS Executive Agent for national-level
risk management analysis standards and metrics; develop a
standardized approach to risk; develop an approach to risk

Page 24 GAO-07-1081T



65

management to help DHS leverage and integrate risk expertise across
components and external stakeholders; assess DHS risk performance
to ensure programs are measurably reducing risk; and communicate
DHS risk management in a manner that reinforces the risk-based
approach. It is too early to tell what effect this office will have on
strengthening departmentwide risk management activities. Several
DHS component agencies have taken steps toward integrating risk-
based decision making into their decision-making processes. For
example, the Coast Guard has developed security plans for seaports,
facilities, and vessels based on risk assessments. Other components
have not always utilized such an approach. In addition, DHS has not
performed cormprehensive risk assessments in transportation, critical
infrastructure, and the immigration and customs systems to guide
resource allocation decisions. For example, DHS has not fully utilized a
risk-based strategy to allocate resources among transportation sectors.
Although TSA has developed tools and processes to assess risk within
and across transportation modes, it has not fully implemented these
efforts to drive resource allocation decisions.

« In 2005, we designated information sharing for homeland security as
high-risk and continued that designation in 2007. We recently reported
that the nation still lacked an implemented set of governmentwide
policies and processes for sharing terrorism-related information but
has issued a strategy on how it will put in place the overall framework,
policies, and architecture for sharing with all critical partners—actions
that we and others have recommended. DHS has taken some steps to
implement its information-sharing responsibilities. For example, DHS
implemented a network to share homeland security information. States
and localities are also creating their own information “fusion” centers,
some with DHS support. However, DHS did not fully adhere to key
practices in coordinating efforts on its homeland security information
network with state and local information sharing initiatives and faces
other information-sharing challenges, including developing productive
information-sharing relationships among the federal government, state
and local governments, and the private sector.

» To secure the nation, DHS must form effective and sustained
partnerships among legacy component agencies and also with a range
of other entities, including other federal agencies, state and local
governments, the private and nonprofit sectors, and international
partners, but has faced difficulties in doing so. Thirty-three of the 43
initiatives the National Strategy for Homeland Security are required
to be implemented by three or more federal agencies. In addition, the
private sector is a key homeland security partner. For example, DHS
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must partner with individual companies and organizations to protect
vital national infrastructure, such as the nation’s water supply,
transportation systems, and chemical facilities. In October 2006 we
reported that all 17 critical infrastructure sectors had established their
respective government councils, and nearly all sectors had initiated
their voluntary private sector councils in response to the National
Infrastructure Protection Plan. In addition, through its Customs-Trade
Partnership Against Terrorism Program, CBP has worked in
partnership with private companies to review their supply chain
security plans. However, DHS has faced some challenges in developing
other effective partnerships and in clarifying the roles and
responsibilities of various homeland security stakeholders. For
example, federal and private sector stakeholders stated that the
Transportation Security Administration (TSA) has not provided them
with the information they would need to support TSA’s efforts for the
Secure Flight program, Further, lack of clarity regarding roles and
responsibilities caused DHS difficulties in coordinating with its
emergency preparedness and response partners in responding to
Hurricanes Katrina and Rita.

Concluding
Observations

Given the leading role that DHS plays in securing the homeland, it is
critical that the department’s mission prograras and management systems
and functions operate as efficiently and effectively as possible. In the more
than 4 years since its establishment, the department has taken important
actions to secure the border and the transportation sector and to defend
against, prepare for, and respond to threats and disasters. DHS has had to
undertake these critical missions while also working to transform itself
into a fully functioning cabinet department—a difficult undertaking for
any organization and one that can take, at a minimum, 5 to 7 years to
complete even under less daunting circumstances. At the same time, a
variety of factors, including Hurricanes Katrina and Rita, threats to and
attacks on transportation systems in other countries, and new
responsibilities and authorities provided by Congress have forced the
department to reassess its priorities and reallocate resources to address
key domestic and international events and to respond to emerging issues
and threats,

As it moves forward, DHS will continue to face the challenges that have
affected its operations thus far, including transforming into a high-
performing, results-oriented agency; developing results-oriented goals and
measures to effectively assess performance; developing and irplementing
a risk-based approach to guide resource decisions; and establishing
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effective frameworks and mechanisms for sharing information and
coordinating with homeland security partners. DHS has undertaken efforts
to address these challenges but will need to give continued attention to
these efforts in order to efficiently and effectively identify and prioritize
mission and reanagement needs, implement efforts to address those needs,
and allocate resources accordingly. Efforts to address these challenges are
especially important given the threat environment and long-term fiscal
imbalance facing the nation. While this testimony contains no new
recommendations, in past products GAO has made approximately 700
recommendations to DHS, DHS has implemented some of these
recommendations and taken actions to implement others. However, we
have reported that the department still has mauch to do to ensure that it
conducts its missions efficiently and effectively while it simultaneously
prepares to address future challenges that face the department and the
nation.

A well-managed, high-performing Department of Homeland Security is
essential to meeting the significant homeland security chall facing
the nation. As DHS continues o evolve, implement its programs, and
integrate its functions, we will continue to review its progress and
performance and provide information to Congress and the public on its
efforts.

This concludes my prepared statement. I would be pleased to answer any
questions you and the Committee members may have.
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Thank you Mr. Chairman, Senator Collins and members of the Committee. ltis a
pleasure to appear before you today.

| am here today to discuss where the Department of Homeland Security (DHS)
stands after its first four years — both its successes and where more work is
needed. In particular, | am here fo discuss the recent Government Accountability
Office (GAO) report entitied Department of Homeland Security, Progress Report
on Implementation of Mission and Management Functions (GAO Report).

We appreciate the opportunity fo review and provide comments on the draft
report submitted by GAQ, as well as the opportunity to review its recent reply to
our July 20, 2007 comments prior to my testimony here today. | also want to say
at the outset that we are very appreciative of the frank and open communication
with GAO that has been established during recent months, especially during the
final stages of GAO’s work on this report. In this regard we are especially
appreciative of the efforts of the Comptroller General, Mr. Norman Rabkin,
Managing Director, Homeland Security and Justice, and their team for their
professionalism, courtesy and cooperation. We look forward to building on and
continuing this cooperative approach.

As you know, this report looks at DHS’ first four years, although GAO has
observed that “successful transformations of large organizations, even those
faced with less strenuous reorganizations than DHS, can fake at least five to
seven years to achieve.” We appreciate GAO's acknowledgement of the
challenges the Department faces and recognition of the progress we have made
in the past four years. Without question, the most significant challenge we face
at DHS is fo continue to transform the Department into a unified force that
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protects our country. DHS, whose size is comparable to a Fortune 50 company,
has been an entrepreneurial start-up effort that, at the same time, has been
required to merge 22 agencies with approximately 209,000 employees into one.
GAO itself has referred to this project as an “enormous management challenge,”
and in regards to the size, complexity and importance of our efforts, as
“daunting.”

Although the Department has faced numerous challenges during the first four
years of this daunting — and critical -~ undertaking, we have made great progress.
The GAO Report largely recognizes this progress across 14 mission and
management areas. In fact, GAO concluded that the Department has “Generally
Achieved” 78 performance expectations, despite GAQ's recognition that in many
cases they had not expected that the Department could achieve the performance
expectations by the end of our fourth year. In other areas, GAO also recognizes
the Department's ongoing programs but nevertheless concludes that the
progress to date warrants a different assessment of “Generally Not Achieved”.

Although the Department takes issue with the methodology and rating system
employed by GAQ, there can be no dispute that GAQ’s positive assessments in
78 performance expectations reflect the Department’s significant progress in four
major mission areas, including: (1) securing modes of transportation, (2) securing
the border and administering the immigration system, (3) defending against,
preparing for, and responding to threats and disasters, and (4) implementing
management functions.

Securing modes of transportation. The Depariment has implemented a
strategic approach for aviation security functions. In order to make air
travel more secure, the Department has hired and deployed a federal
screening workforce as well as federal air marshals on high-risk flights,
and developed and implemented procedures for physically screening
passengers and air cargo. The GAO Report also recognizes the
Department's progress in developing and testing checkpoint technologies
and deploying explosive detection systems and explosive trace detection
systems to screen checked baggage. The Department has also
established policies and procedures to ensure that individuals known to
pose, or suspected of posing, a risk or threat to security, are identified and
subjected to an appropriate action.

in the area of maritime security, GAO recognizes the Department's
development of national plans for maritime security, and progress in
developing a vessel-fracking system to improve awareness on vessels in
U.S. waters, ensuring port facilites have completed vulnerability
assessments and developed security plans; and developing a system for
screening and inspecting cargo for illegal contraband.

Securing the border and administering the immigration system. The
Department has implemented a biometric entry system to prevent
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unauthorized border crossers from entering the United States through
ports of entry and is developing a program to detect and identify illegal
border crossings between ports of entry. We have aiso developed a
strategy to detect and interdict illegal flows of cargo, drugs, and other
items into the United States. In the area of immigration enforcement, the
Department has developed a program to ensure the timely identification
and removal of noncriminal aliens as well as a comprehensive strategy to
interdict and prevent the trafficking and smuggling of aliens into the United
States. We have also developed a prioritized worksite enforcement
strategy to ensure that only authorized workers are employed. In order to
provide better immigration services, the Department has established
revised immigration application fees based on a comprehensive fee study
and has created an office to reduce immigration benefit fraud.

Defending against, preparing for, and responding to threats and
disasters. In order to satisfy our mission of being prepared for and
responding to future threats and disasters, whether they are along the
lines of the September 11, 2001 terrorist attacks or Hurricanes Katrina and
Rita, the Department has developed a national incident management
system and a comprehensive national plan for critical infrastructure
protection. The Department has identified and assessed threats and
vulnerabilities for critical infrastructure and has supported efforts to reduce
those threats and vuinerabilities. The GAO Report also recognizes the
Department’s progress in coordinating and sharing homeland security
technologies with federal, state, local, tribal and private sector entities.

Implementing Management Functions. While | have indicated in my
prior testimony that there remains much work to be done in the area of
improving and integrating management functions, there has nevertheless
been progress in these areas. For example, GAQO’s assessments reflect
our progress in assessing and organizing acquisition functions to meet
agency needs. We have also designated a Department Chief Financial
Officer, appointed by the President and confirmed by the Senate, who is
currently working to prepare corrective action plans to address internal
control weaknesses. In the area of human capital, we have developed a
results-oriented strategic human capital plan, and have created a
comprehensive plan for training and professional development. We have
also organized roles and responsibilities for information technology under
the Chief Information Officer and developed policies and procedures to
ensure the protection of sensitive information. A Senior Real Property
Officer has also been established and an Office of Management and
Budget-approved asset management plan has been developed.

| think it is worth noting that many of the areas in which GAO rightly recognizes
the Department's progress were those areas where we have chosen to focus our
resources during our first four years based upon a risk-based approach. For
example, the Secrefary has focused the Department's efforts on securing
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transportation modes given the nature of the September 11, 2001 attacks. The
GAO Report recognizes that the Department has indeed made great strides in
this area, giving the Department assessments of “Generally Achieved” in 37 out
of 50 performance expectations in this area.

While we were pleased that GAO recognizes our progress in these and other
areas by indicating that we had “Generally Achieved” relevant performance
expectations, the Depariment continues to believe that the GAO Report is based
upon a flawed methodology. This methodology results in many assessments
that do not fully or accurately reflect the Department’s progress.

We have raised our concerns with the methodology used by GAO on several
occasions, including in our July 20, 2007 comments to the draft report. GAOQO's
recent reply to our comments notwithstanding, these methodological issues
continue to contribute to the report's systematic understatement of the
Department's progress at the four-year mark. Therefore, | think they bear
repeating here. We are particularly concerned that the GAO report:

* |s based on vague and shifting criteria, standards, and performance
expectations that results in an “A or Fail’ grading system;

+ Does not properly credit DHS for the on-track implementation of long-term,
multi-year goals;

« Does not account for constantly evolving programs, especially those
where total achievement may never be possible;

¢ Is subjective and does not normalize the audit standard amongst analysts
to ensure consistent assessments across the 171 performance
expectations;

« Does not consistently account for issues outside the control of DHS;
¢ Relies on outdated or inaccurate information; and
+« Weighs all performance expectations equally.

Many of these concerns were first expressed to GAO in connection with an initial,
draft Statement of Facts provided by GAO to the Department in February. To
evaluate the Department’s progress over its first four years, GAO officials had
relied almost exclusively on outdated reports and data to rate the Department’s
performance on a subjective, binary scale of “Generally Addressed” or “Generally
Not Addressed.” GAO indicated that an assessment of “Generally Addressed”
was given where analysts determined that DHS had “taken steps to effectively
satisfy most of the key elements of the performance expectation.” GAO neither
defined “effectively satisfy,” nor identified the key elements or criteria associated
with each performance expectation. Accordingly, the initial Statement of Facts
and assessments provided us with little insight into how GAO had evaluated the
Department’s activities.
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After the Secretary personally reviewed the initial Statement of Facts, he wrote fo
the Comptroller General on March 7, 2007 expressing his concerns and offering
to work with GAO “to ensure the final GAO statement fully reflectfed] the
Depariment's achievements over the past four years.” Shortly thereafter, the
Depariment provided GAO with thousands of pages of documents explaining
how key programs were on track and a detailed 100-plus-page explanation of the
Department’s overall progress. Over many weeks, the Department continued to
provide additional documentation and meet with GAO officials to demonstrate
how DHS was addressing various program areas and performance expectations.

In late May 2007, GAO officials submitted a Revised Statement of Facts which
altered the standard for judging the Department’s progress without prior warning
or consultation with the Department. The Revised Statement of Facts indicated
for the first time that the Depariment's progress would now be rated as
“Generally Achieved” or “Generally Not Achieved,” rather than as “Generally
Addressed” or “Generally Not Addressed.” Although GAO's recent reply to our
comments suggests that this was merely a change in language rather than
substance, the practical differences between these standards are significant,
reflecting, at a minimum, a difference in how the performance expectations would
be perceived. “Addressed” suggests that a program is on track, whereas
“achieved” indicates final completion. The Department went frorn being rated on
the GAO standard to “effectively satisfy most of the key elements of the
performance expectation but may not have satisfied all of the elements” to now
completely satisfying all of the requirements. Our view is that GAO went from a
Pass/Fail to an A/Fail grading system without explaining why. This is like moving
the goal post in the middle of a game. Consequently, DHS spent many months
working to show how the Department had satisfied those now-abandoned
standards to new ones.

Based on this new standard, GAO downgraded its assessments of the
Department in 28 performance expectations. In 24 such instances, the
Department went from “No Assessment Made” to "Generally Not Achieved.”
These changes were particularly surprising in light of the extensive
documentation and materials describing the Department's progress and
successes that were provided to GAO. As discussed in the Department's formal
response, which is included in the final GAO Report, we believe the downgraded
assessments are not supported by the facts.

The binary “Achieved”/*Not Achieved” standard ultimately adopted by GAO mid-
audit is particularly ill-equipped to evaluate accurately the Department’'s muiti-
year programs, especially when DHS is only a few years into the project. GAO
acknowledges the applied standard is “not perfect” but supports its decision to
maintain the binary standard as it was unable "to assess where along a spectrum
of progress DHS stood for individual performance expectations”. We disagree
with the standard used. For example, although GAO officials have indicated that
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the Department's Secure Border Initiative (SBI) is “on a trajectory” towards
achievement, the Department received a score of “Generally Not Achieved” in
this performance expectation because it had not yet fully completed the goals of
the entire SBI program. It is important to note that the Department was
authorized to commence SBinet just one year ago. To assess this program
within this report under the assumption that the Department has had four years to
implement it is misleading. GAO’s assessments of multi-year programs are thus
at odds with GAOQ’s own disclaimer that its assessments are “not meant to imply
that DHS should have fully achieved the performance expectation by the end of
its fourth year.”

We are also concerned with the apparent shifting of the already nontransparent
criteria used by GAO to assess the Department. We disagree with GAO's reply
that the key elements are somehow “inherent” to the performance expectations.
While certain elements of a given performance expectation may in some cases
be obvious, the subjectivity of other key elements and criteria used by GAO is
borne out by our exchanges with GAO over the past months. In many instances,
where the Department provided GAO with supplemental information directly
addressing specific criteria discussed in the initial or Revised Statement of Facts,
GAO acknowledges DHS’s new information yet does not fully consider its
significance or include additional criteria for that performance expectation that
was not previously provided to the Department. In some cases, this new criteria
contained in the GAO Report goes beyond or coniradicts the scope of the
performance expectation itself. For instance, GAO’s assessment of the
Department’s efforts to implement a strategy to detect and interdict illegal flows
of cargo, drugs, and other items illustrates this point. The Revised Statement of
Facts indicated that GAO’s assessment was based in part on GAO's belief that
the Department had not established or met milestones for achieving relevant
goals. After GAO was provided with information to the contrary, GAO simply
dropped its reference to those criteria and added language regarding new
criteria, including the criticism that the Securing America’s Borders at the Ports of
Entry Strategic Plan (SABPOE) was “in the early stages of implementation”
where the performance expectation only asks whether a strategy has been
implemented.

Moreover, there appears to have been no effort to “normalize” the process by
which GAO officials made admittedly subjective assessments across the entire
spectrum of 171 performance expectations. As a result, GAO analysts in various
mission and management areas could have evaluated the Departments
performance differently. The vague descriptions of “Generally Addressed” and
then “Generally Achieved” do not appear to provide detailed guidance to support
these determinations or ensure consistency in application. Therefore it is difficult
to have confidence in the level of consistency applied in evaluating the
performance expectation criteria or the assessments based upon them.
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Furthermore, the GAO Report treats all of the performance expectations as if
they were of equal significance. While all of the 171 performance expectations
included in the GAO Report are important, they are not of the same priority when
it comes to securing the nation’s homeland. GAO readily admits that it did not
weigh the relationship between each performance expectation with the
Department's overall priorities and mission. In contrast, the Department uses a
risk-based approach to consider its overall priorities and mission in choosing
where to focus its limited resources. As previously discussed, the GAO Report
indicates that DHS has made the greatest progress in several areas that it
identified as priorities, such as securing transportation modes.

In addition to these methodological concerns, we believe that many of GAO’s
specific assessments do not reflect the significant progress made by the
Department over the past four years. The following are a few prime examples:

+ Even after our July 20, 2007 comments GAO continues to assess the
Department’s efforts to detect and identify illegal border crossings as
“Generally Not Achieved.” This assessment understates the importance
of our successful efforts to deploy 6,000 National Guard agents to the
border, to increase Border Patrol staffing by 30 percent since 2001, and to
begin implementation of the comprehensive SB! Program. For example,
GAO does not take into consideration the Department’s efforts to secure
the northern border. It also does not mention that U.S. Customs and
Border Protection (DHS-CBP) Border Patrol apprehensions for the first
three quarters of Fiscal Year 2007 are down 24 percent compared to the
previous year along the southwest border, indicating a significant decline
in illegal cross-border activity between ports of entry. The Yuma, Arizona,
and Del Rio, Texas, sectors experienced the greatest declines, with
decreases of 68 percent and 51 percent, respectively. The number of
other-than-Mexican alien apprehensions dropped 48 percent along the
southern border. The decrease in other-than-Mexican apprehensions
reduces the time agents spend transporting and processing them, and
increases the time spent patrolling the border.

» The GAO Report's assessment that the Department has “Generally Not
Achieved” the goal to establish standards and procedures for effective
airport perimeter security and to control access to secured areas does not
give proper consideration to the extensive documentation recently
provided to GAO by the Department's Transportation Security
Administration (TSA). The documentation not only demonstrates
substantial progress in establishing standards, but also the steps the
Department is taking in implementing those standards. For instance, TSA
established the Aviation Inspection Plan as guidance to implement the
Aviation and Transportation Security Act (ATSA). Based on the Aviation
Inspection Plan, TSA is conducting perimeter and access control pilots
with airports, and has recommended to airport operators commercially



75

available measures or procedures to prevent unauthorized access to
secured airport areas. The Report continues to downplay the significance
of the detailed action plan addressing all GAO recommendations from its
2004 audit and many processes already in place to improve airport
perimeter security and access controls.

GAOQO continues to maintain that the Department has “Generally Not
Achieved” the goal of establishing, coordinating, and implementing a
single, all hazards national response plan. In fact, the Department issued
the National Response Plan in December of 2004. With regard to
implementation, the Department has actively trained Federal, state and
local government and non-governmental leadership and first responders
since the plan’s release through a formal roll-out process, an on-line
training course, workshops, and regular exercises. GAO’s reliance on
ongoing efforts to revise and update the NRP as a basis to downgrade the
Department’'s assessment does not reflect the reality that the NRP is a
living document that will be regularly reviewed and revised as long as it is
in existence. This assessment is an example of the concerns expressed
by the Department regarding GAQ’s flawed methodology, as it does not
take into account the nature of the Department’s constantly evolving, yet
established programs. Even as the NRP is being reviewed, the existing
NRP continues to serve as a single, all-hazards national response plan.

The GAO Report's assessment that the Department has “Generally Not
Achieved” the goal of leveraging technology, personnel and information to
secure the border is incorrect. The US-VISIT program incorporates
eligibility determinations made by both DHS and the Department of State
into a continuum of security measures to secure the border. US-VISIT
manages systems that operate at 283 air, sea and land ports and 210
Consular Offices worldwide. These systems collect data and screen
travelers against existing watch lists and databases containing information
about previous DHS encounters with the traveler, verifying identities and
travel documents. The Department also captures data on individuals
attempting illegal entry between the ports of entry, as well as individuals
who are being investigated or removed from the interior of the country.
This information is then shared with the ports of entry, Consular Offices,
Border Patrol Stations, Immigration and Customs Enforcement (USICE)
Field Offices, U.S. Citizenship Immigration Services (USCIS), and the U.S.
Coast Guard. GAO's statement that there is “more work to be done,”
which will almost certainly be true should substantiate this subjective
score.

The GAO Report’'s assessment that the Department has “Generally Not
Achieved” the goal of developing new programs to prevent future
immigration benefit application backlogs from developing is incorrect. In
GAO's response to the Department's July 20, 2007 comments, they
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acknowledge that the Department has initiated various programs to help
reduce processing time. Despite this acknowledgement, GAO maintains
its subjective assessment of “Generally Not Achieved”.

We continue to disagree with GAO’s assessment that the Department has
“Generally Not Achieved” the goal of establishing training programs to
reduce fraud in the benefits process. This assessment provides an
example of our concerns about GAQ'’s shifting and vague criteria, as
GAO's focus has apparently shifted from the “establishment’ of training
programs to concerns about the specific implementation of those
programs. Not only has the Department established training programs, it
is implementing them and has provided to GAO statistics on these training
classes including number of attendees and course content. Additionally,
this assessment is based on shifting criteria. The GAO requested we
establish training programs and is assessing the Department on how the
training program has been implemented.

The GAO Report's assessment that the Department has “Generally Not
Achieved” the goal of implementing a prioritized worksite enforcement
strategy does not capture the significant progress that ICE has made
since 2004. Immigration and Customs Enforcement’s (USICE) efforts
have resulted in a significant increase in the use of the employment
verification system as well as significant increases in investigations and
arrests. The worksite enforcement strategy is a comprehensive three-
pronged approach: (a) criminal investigations of egregious employer
violators; (b) enhanced employer compliance and outreach to help
employers follow the law; and (c) ensuring that critical infrastructure sites
have only authorized workers.

The GAO Report’s assessment that the Department has “Generally Not
Achieved” the goal of implementing a comprehensive strategy to interdict
and prevent trafficking and smuggling of aliens into the U.S is not
supported by the facts provided to GAO officials. The Department's
implementation strategy for counteracting the trafficking and smuggling of
aliens is just one part of the larger SBIl and SABPOE Strategic Plan. DHS
has made significant progress coordinating with other departmental
components and federal agencies to target cross-border criminal activity,
including human trafficking.

The Department does not agree with the assessment that the
Department's Science and Technology (S&T) directorate has “Generally
Not Achieved” the goal to create a plan for its departmental research,
development, testing and evaluation activities. S&T delivered a Strategic
Plan to Congress on June 26, 2007 that incorporates a five-year Research
and Development Plan including information on milestones for fiscal years
2007 through 2011. The milestones, deliverables and goals are included
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for every project within S&T, especially Test and Evaluation. It reflects the
highest level objectives for internal departmental activities, and provides
overarching guidance for addressing the science and technology needs
within each homeland security mission area. The Plan also addresses the
importance of developing a strong homeland security science and
technology national workforce by developing professional S&T employees.

« Although GAO changed its assessment of our efforts towards developing
a comprehensive Enterprise Architecture (EA) that substantially meets
each of the Enterprise Architecture Management Maturity Framework
(EAMMF) elements from “Generally Achieved” to “No Assessment Made,”
we continue to believe that this expectation has been met.

We also believe that the comprehensive EA has been implemented,
contrary to GAO’s assessment of that related expectation. With significant
input from stakeholders, the Department has made great strides in these
areas. In fact, the Office of Management and Budget has rated the
Homeland Security Enterprise Architecture 2007 as a 4.3 on a 5.0 scale
for completeness and a 4.5 on a 5.0 scale for use, which includes the
elements of governance, change management, deployment, collaboration,
and Capital Planning and Investment Control integration. The August
2006 GAO report found that DHS fully satisfied 24 out of 31 applicable
EAMMF elements, and partially satisfied four additional elements. Since
that time, DHS has taken additional steps to identify and/or address the
final three elements.

Products related to the EA are now required to undergo independent
verification and validation (IV&V) which will ensure interoperability,
compatibility, and efficiency within the larger structure. DHS has also
worked to centralize information technology (IT) processes and avoid
unnecessary duplication, by requiring adherence to the EA for ail IT
investments over $2.5 million. In addition, the Office of the Chief
Information Officer is currently aligning all new investments to the EA. All
IT investments in Fiscal Year 2008 have aiready been aligned with the
Department’s strategic plans and will continue in future fiscal years. Also,
with respect to implementing the EA, DHS has created a repeatable
methodology for assessing potential |IT investments. The developed
methodology is based upon detailed compliance criteria.

Our response to the GAO dated July 20, 2007, which is included in the GAO

Report contains a more detailed discussion of these and other particularly
problematic assessments contained in the GAO Report.

10
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Conclusion:

The Department has done a great deal to ensure the safety and security of our
country. We are proud of what DHS has been able to accomplish in a short time,
notwithstanding the many challenges faced by the Department. We are pushing
ourselves to strengthen the Department and are committed to strengthening its
management and operational capabilities.

| want to take this opportunity to publicly thank the Department's employees for
their tireless efforts and those who made the ultimate sacrifice with their lives to
ensure the freedom of our nation. Moving forward, we will build upon the
Department’s recent program developments and successes while dedicating
ourselves for continual improvement.

In pursuing our mission, | look forward to maintaining the cooperative approach
with the GAO that was followed in preparing this report. This process has
provided valuable lessons on a better way ahead and we look forward to working
with GAO to obtain upfront the necessary clarifications on performance
expectations. | also want to thank the Congress and this Committee for your
leadership and your continued support of the Department of Homeland Security.
| am happy to answer questions that you may have.

11
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Why GAO Did This Study

The Department of Homeland
Security's (DHS) recent 4 year
anniversary provides an
opportunity to reflect on the
progress DHS has made since its
establishment. DHS began
operations in March 2003 with the
mission to prevent terrorist attacks
within the United States, reduce
vulnerabilities, minimize damages
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DEPARTMENT OF HOMELAND SECURITY

Progress Report on Implementation of
Mission and Management Functions

What GAO Found

At the time of its creation in 2003 as one of the largest federal reorganizations
in the last several decades, we designated the implementation and
transformation of DHS as a high-risk area due to the magnitude of the
challenges it confronted in areas vital to the physical and economic well being
of the nation. After 4 years into its overall integration effort, DHS has attained
some level of progress in all of its mission and management areas. The rate of
progress, however, among these areas varies, as shown in the table below.

Summary of Assessments of DHS's Progress In Mission and Management Areas

from attacks, and aid in recovery - Numberof  Number of
f tati Number of i
efforts. GAO has reported that the Mission/ Number of expectations expec! lt:‘r‘\’s! umber Overal
creation of DHS was an enormous area i jeved i not of prog
management challenge and that the .
size, complexity, and importance of _?9"’?' securlty 12 5 ’ 0 Modest
the effort made the challenge menigration
. : > t 1 4 4 Moderat
especially daunting and critical to fnfo,me'?e“ 8 8 ocerate
the nation’s security. Our prior senies 14 5 9 0 Modest
work on mergers and acquisitions T @ 53 77 5 3 Woderate
found that SuCCeSSful wviation security OUer:
transformations of large Surface
A N 1 q transportation
orgax;nzahons, even those face security 5 3 2 ] Moderate
with less strenuous reorganizations — - -
Marit b 23 17 4 2 Substantial
than DHS, can take at least 5to 7 £ ariime secunty - -
years to achieve, GAO was asked to p:::;%igﬁgss and
yeport on I_)HS;S Progress in response 24 5 18 1 Limited
implementing its mission and Grtcal
t areas and chall i i
DHS faces. This report also protection 7 4 3 0 Moderate
discusses key themes that have Science and
affected DHS's impl tation 6 1 5 0 Lirnited
efforts. Acquisition
management 3 1 2 o Madest
" . Financial
How GAO Did This Study management 7 2 [ 0 Modest
To assess DHS's progress, GAO 22::;:::3? . 8 2 5 0 Limited
identified performance i v
expectations for each mission and " C‘;"nmo‘?ogy"
maflag‘%ment area based on management 13 2 8 3 Limited
legislation, homeland security FRoal property
presidential directives, DHS and management 9 6 3 0 Moderate
component agencies’ strategic Total i 78 83 10
plans, and other sources. Source: GAD analysis.
{Continued on next page) Definitions:

Www.gao.gov/egi-bin/getrpt?GAO-07-454,

To view the full produet, including the scope
and methodology, cfick on the fink above.
For more information, contact Norman J.
Rabkin at (202) 512-8777 or
rabkinn@gao.gov.

_Subs_!pn!ial progress: DHS has taken actions to generally achieve more than 75 percent of the

Moderate progress: DHS has faken actions to generally achieve more than 50 percent but 75
percent or less of the identified per ions,

Modest progress: DHS has taken actions to generally achieve more than 25 percent but 50 percent
or less of the identifi ions.
Limited progress: DHS has taken actions to generally achieve 25 percent or less of the identified
performance expectations.

United States A ility Office




GAQ analyzed these documents to
identify responsibilities for DHS
and obtained and incorporated
feedback from DHS officials on the
performance expectations. On the
basis of GAO's and the DHS Office
of Inspector General's (IG) prior
work and updated information
provided by DHS, GAO determined
the extent to which DHS has taken
actions to generally achieve each
performance expectation. An
assessment of generally achieved
indicates that DHS has taken
actions to satisfy most elements of
the expectation, and an assessment
of generally not achieved indicates
that DHS has not yet taken actions
to satisfy most elements of the
expectation. An assessment of
generally not achieved may be
warranted even where DHS has put
forth substantial effort to satisfy
some but not most elements of an
expectation. In cases when we or
the DHS IG have not completed
work upon which to base an
assessment or the information DHS
provided did not enable us to
clearly determine the extent to
which DHS has achieved the
performance expectation, we
indicated no assessment made.
QOur assessment of DHS's progress
relative to each performance
expectation is not meant to imply
that DHS should have fully
achieved the performance
expectation by the end of its fourth
year. On the basis of this analysis,
GAO determined whether DHS has
made limited, modest, moderate, or
substantial progress in each
mission and management area, The
assessments of progress do not
reflect, nor are they intended to
reflect, the extent to which DHS’s
actions have made the nation more
secure in each area.
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Key underlying themes have affected DHS's implementation efforts, and will
be essential for the departiment to address as it moves forward. These include
management, risk management, information sharing, and partnerships and
coordination. For example, while DHS has made progress in transforming its
component agencies into a fully functioning department, it has not yet
addressed key elements of the transformation process, such as developing a
comprehensive strategy for agency transformation and ensuring that
management systems and functions are integrated. This lack of a
comprehensive strategy and integrated management systems and functions
limits DHS's ability to carry out its homeland security responsibilities in an
effective, risk-based way. DHS also has not yet fully adopted and applied a
risk management approach in implementing its mission and management
functions. Some DHS component agencies, such as the Transportation
Security Administration and the Coast Guard, have taken steps to do so, but
DHS has not yet taken sufficient actions to ensure that this approach is used
departmentwide. In addition, DHS has taken steps to share information and
coordinate with homeland security partners, but has faced difficulties in these
partnership efforts, such as in ensuring that the private sector receives better
information on potential threats.

Given DHS's dominant role in securing the homeland, it is critical that the
department’s mission and management programs are operating as efficiently
and effectively as possible. DHS has had to undertake these responsibilities
while also working to transform itself into a fully functioning cabinet
department-—a difficult task for any organization. As DHS moves forward, it
will be important for the department to continue to develop more measurable
goals to guide implementation efforts and to enable better accountability of its
progress toward achieving desired outcomes. It will also be important for DHS
to continually reassess its mission and management goals, measures, and
milestones to evaluate progress made, identify past and emerging obstacles,
and examine alternatives to address those obstacles and effectively
implement its missions.

What GAO Recommends

While this report contains no new recommendations, in past products, GAO
has made approximately 700 recommendations to DHS designed to strengthen
departmental operations. DHS has implemented some of these
recommendations, has taken actions to address others, and has taken other
steps to strengthen its mission and management activities.

In its coraments on a draft of this report, DHS took issues with our
methodology and disagreed with our assessments for 42 of 171 performance
expectations. DHS's five general concerns were with (1) perceived alteration
of standards used to judge progress; (2) our binary approach to assess the
performance expectations; (3) perceived changes in criteria after DHS
provided additional information; (4) consistent application of our
methodology; and (5) differences in the priority of performance expectations.
‘We believe that we have fully disclosed and consistently applied our
methodology and that it provides a sound basis for this progress report.
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Abbreviations

CBP U.8. Customs and Border Protection

DHS Department of Homeland Security

DNDO Domestic Nuclear Detection Office

EDS explosive detection system

ETD explosive trace detection

FEMA Federal Emergency Management Agency

GPRA Government Performance and Results Act

ICE U.S. Immigration and Customs Enforcement

G Inspector General

INS U.S. Immigration and Naturalization Service

OMB Office of Management and Budget

SBI Secure Border Initiative

TSA Transportation Security Administration

USCIS U.S. Citizenship and Immigration Services

US-VISIT  United States Visitor and Immigrant Status
Indicator Technology

This is a work of the U.8. government and is not subject to copyright protection in the
United States. It may be reproduced and distributed in its entirety without further
permission from GAQ. However, because this work may contain copyrighted images or
other material, permission from the copyright hoider may be necessary if you wish to
reproduce this material separately.
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United States Government Accountability Office
Washington, DC 20548

August 17, 2007

The Honorable Joseph I Lieberman

Chairman

The Honorable Susan M. Collins

Ranking Member

Committee on Homeland Security and Governmental Affairs
United States Senate

The Honorable Bennie G. Thormpson
Chairman

Committee on Homeland Security
House of Representatives

The Department of Homeland Security (DHS) recently passed its 4 year
anniversary, and this anniversary provides an opportunity to reflect on the
progress it has made since its establishment, determine challenges the
department has faced in implementing its mission and management areas,
and identify issues that will be important for the department to address as
it moves forward. Pursuant to the Homeland Security Act of 2002, DHS
began operations in March 2003 with missions that include preventing
terrorist attacks from occurring within the United States, reducing U.S.
vulnerability to terrorism, minimizing the damages from attacks that
occur, and helping the nation recover from any attacks. Over the past

4 years, the department has initiated and continued the implementation of
various policies and programs to address these missions as well as its
nonhomeland security functions.’ In particular, DHS has implemented
programs to secure the border and administer the immigration system;
strengthen the security of the transportation sector; and defend against,
prepare for, and respond to threats and disasters. DHS has also taken
actions to integrate its management functions and to transform its
component agencies into an effective cabinet department.

We have evaluated many of DHS's programs and management functions
since the department’s establishment. We have issued over 400 products
on major departmental programs in the areas of border security and

'Examples of nonhomeland security functions include Coast Guard search and rescue and
naturalization services.
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immigration; transportation security; defense against, preparedness for,
and response to threats and disasters; and the department’s management
functions-—including acquisition, financial, human capital, information
technology, and real property management. In November 2006, we
provided congressional leadership with a list of government programs,
functions, and activities that warrant further congressional oversight.
Among the issues included were border security and immigration
enforcement, security of transportation modes, preparedness and
response for catastrophic threats, and DHS implementation and
transformation.” We have also reported on broad themes that have
underpinned DHS’s irnplementation efforts, including agency
transformation, strategic planning and results management, risk
management, information sharing, and partnerships and coordination. We
have made about 700 recommendations to DHS on ways to improve its
operations and address these key themes, such as to develop performance
measures and set milestones for key programs, allocate resources based
on assessments of risk, and develop and implement internal controls to
help ensure program effectiveness. DHS has implemented some of these
recommendations, taken actions to address others, and taken other steps
to strengthen its mission activities and facilitate management integration.
However, we have reported that the department still has much to do to
ensure that it conducts its missions efficiently and effectively while
sirnultaneously preparing to address future challenges that face the
department and the nation.

In 2003, we designated the implementation and transformation of DHS as
high-risk because it represented an enormous undertaking that would
require time to achieve in an effective and efficient manner.” Additionally,
the components merged into DHS already faced a wide array of existing
challenges, and any DHS failure to effectively carry out its mission could
expose the nation to potentially serious consequences. The area has
remained on our high-risk list since 2003.* Most recently, in our January
2007 high-risk update, we reported that although the department had made
some progress transforming its 22 agencies into an effective, integrated
organization, DHS had not yet developed a comprehensive management

*GAO, Suggested Areas for Oversight for the 110th Congress, GAO-07-235R (Washington,
D.C.: Nav. 17, 2006},

3GAO, High-Risk Series: An Update, GAO-03-119 (Washington, D.C.: January 2003).

GAO, High-Risk Series: An Update, GAO-05-207 (Washington, D.C.: January 2005) and
GAO, High-Risk Series: An Update, GAC-07-310 (Washington, D.C.: January 2007).
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integration strategy and its management systems and functions—
especially related to acquisition, financial, human capital, and information
management—were not yet fully integrated and wholly operational. We
also noted that DHS faces a number of challenges to effectively carry out
its program activities and enhance partnerships with private and public
sector entities to leverage resources. We concluded that this array of
management and prograramatic challenges continues to limit DHS’s ability
to fulfill its homeland security roles in an effective, risk-based way.
Furthermore, in 2005 we designated information sharing for homeland
security as high-risk,’ and in 2006 we identified the National Flood
Insurance Program as high-risk.’ In 2003 we expanded the scope of the
high-risk area involving federal information security, which was initially
designated as high-risk in 1997, to include the protection of the nation’s
computer-reliant critical infrastructure. We identified information sharing
for homeland security as high-risk because of the lack of strategic plans;
established processes, procedures, and mechanisms; and incentives for
sharing information. We identified the National Flood Insurance Program
as high-risk because it was highly unlikely that the program would
generate sufficient revenues to repay funds borrowed from the Treasury to
cover claims during catastrophic loss years and because of concerns
related to the program’s financial resources, compliance with mandatory
purchase requirements, and the costly irapact of repetitive loss properties.
We expanded the scope of the federal information security high-risk area
to include the protection of the nation's computer-reliant critical
infrastructure because, as the focal point of federal efforts, DHS had not
yet completely fulfilled any of its key responsibilities for enhancing cyber
security.

In designating the implementation and transformation of DHS as high-risk,
we noted that the creation of DHS was an enormous management
challenge.” The size, complexity, and importance of the effort made the
challenge especially daunting and incomparably critical to the nation’s
security. We noted that building an effective departraent would require
consistent and sustained leadership from top managerent to ensure the
needed transformation of disparate agencies, programs, and missions into

FGAO-05-207 and GAO-07-310.

°GAO, GAC'’s High-Risk Program, GAO-06-497T {Washington, D.C.: Mar. 15, 2006) and
GAO-G7-310. .

"GAQ, Major Management Challenges and Program Risks: Department of Homeland
Security, GAO-03-102 (Washington, D.C.: January 2003).
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an integrated organization. Our prior work on mergers and acquisitions,
undertaken before the creation of DHS, found that successful
transformations of large organizations, even those faced with less
strenuous reorganizations than DHS, can take 5 to 7 years to achieve. We
reported that in successful transformations, organizations undergo a
change of their cultures to become more results-oriented, client- and
customer-oriented, and collaborative in nature. To successfully transform,
an organization must fundamentally reexamine its processes,
organizational structures, and management approaches. Organizational
changes such as these are complex and cannot be accomplished overnight.
In the case of DHS, it will likely take at least several more years for the
department to complete its transformation efforts. We also have
recommended that Congress continue to monitor whether it needs to
provide additional leadership authorities to the DHS Under Secretary for
Management or create a Chief Operating Officer/Chief Management
Officer position that could help elevate, integrate, and institutionalize
DHS's management initiatives. The Implementing Recommendations of the
9/11 Commission Act of 2007, enacted in August 2007, designates the
Under Secretary for Management as the Chief Management Officer and
principal advisor on management-related matters to the Secretary.® Under
the Act, the Under Secretary is responsible for developing a transition and
succession plan for the incoming Secretary and Under Secretary to guide
the transition of management functions to a new administration. The Act
further authorizes the incurnbent Under Secretary as of November 8, 2008
(after the next presidential election), to remain in the position until a
successor is confirmed to ensure continuity in the management functions
of DHS.

You asked us to review our past work on DHS and provide an assessment
of DHS'’s progress and challenges during its first 4 years. This report
addresses the following questions: (1) What progress has DHS made in
implementing key mission and core management functions since its
inception, and what challenges has the department faced in its
implementation efforts? (2) What key themes have affected DHS’s
implementation of its mission and management functions?”

*Irapl d Recc dations of the 8/11 Cc ission Act of 2007, Pub. L. No. 116-53, §
2406, 121 Stat. 266 (2007).

Phis report also addresses our mandate at section 477(d)(2) of the Homeland Security Act
of 2002. Pub. L. No. 107-206, 116 Stat, 2135, 2210-11.
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DHS'’s major mission and management areas include border security;
immigration enforcement; immigration services; aviation security; surface
transportation security; maritime security; emergency preparedness and
response; critical infrastructure and key resources protection; science and
technology; and acquisition, financial, huraan capital, information
technology, and real property management. This report also identifies the
key cross-cutting themes that have affected the department’s efforts to
implement its mission and management areas. These key themes include
agency transformation, strategic planning and results management, risk
management, information sharing, and partnerships and coordination.

Scope and
Methodology

This report is based primarily on work that we and the DHS Office of
Inspector General (IG) have completed since the establishment of DHS in
March 2003 and updated information and documentation provided by the
department in March 2007 through July 2007. To determine the progress
DHS has made in implementing various mission and management areas,
we first identified key areas. To identify these mission and management
areas, we analyzed the critical mission areas for homeland security
identified in legislation, the National Strategy for Homeland Security, the
goals and objectives set forth in the DHS Strategic Plan and homeland
security presidential directives, and areas identified in our reports along
with studies conducted by the DHS IG and other organizations and groups,
such as the National Conaraission on Terrorist Attacks upon the United
States (9-11 Commission) and the Century Foundation. We analyzed these
documents to identify common mission and management areas and
discussed the areas we identified with our subject matter experts” and
DHS officials." The mission and management areas we identified are:

1. Border security

®Our subject matter experts are individuals within GAO who have directed and managed
work related to the DHS mission and management areas.

“'We focused these mission areas primarily on DHS's homeland security-related functions.
We did not consider the Secret Service, domestic counterterrorism, intelligence activities,
or trade enforcement functions because (1) GAO and the DHS Office of Inspector General
have completed limited work in these areas; (2) there are few, if any, requirements
identified for the Secret Service's mission and for DHS's role in domestic counterterrorism
and intelligence (the Department of Justice serves as the lead agency for most
counterterrorism initiatives); and (3) we address DHS actions that could be considered part
of domestic counterterrorism and intelligence in other areas, such as aviation security,
critical infrastructure and key resources protection, and border security.

Page 5 GAO-07-454 Homeland Security Progress Report



93

2. Immigration enforcement

3. Immigration services

4. Aviation security

5. Surface transportation security

6. Maritime security

7. Emergency preparedness and response

8. Critical infrastructure and key resources protection

9. Science and technology

10. Acquisition management

11. Financial management

12. Human capital management

13. Information technology management

14. Real property management

To determine the level of progress made by DHS in each mission and
management area, we identified performance expectations for each area.
We define performance expectations as a composite of the responsibilities
or functions-—derived from legislation, homeland security presidential
directives and executive orders, DHS planning documents, and other
sources—that the department is to achieve or satisfy in implementing
efforts in its mission and management areas. The performance
expectations are not intended to represent performance goals or measures

for the department.” Figure 1 provides an example of performance
expectations for the border security mission area:

il N

A performance goal is the target level of performance exp fasa
objective against which actual achievement will be compared. A performance measure can
be defined as an indicator, statistic, or metric used to gauge program performance.
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Figure 1: Example of Performance Expectations for Border Security

DHS Mission and Management Areas

1. Border security 7 ™
2. rmmigrati » Performance Expectations
3. immigration services 1, Implement a biometric entry system

1o prevent unauthorized border
4, Aviation security crossers from entering the United

States through ports of entry

5. Surface transportation security implement & biometric exit system to

~

it i coffect information on border crossers

8. Maritime seourity leaving the United States through
7. Emergency preparedness and response ports of entry

vyt . 3. Develop a program to detect and
8. Critical infrastructure and key resources protection identity illegal border crossings
9. Science and technology between ports of entry

4, Implement a prograr to detect and
10, Acquisition management identify iegat border crossings
between ports of entry

11. Financial management

12. Human capital management
13. information technology management \. S
14, Reat property management

Source: GAO.

We primarily focused the performance expectations on DHS’s homeland
security-related functions. We generally did not identify performance
expectations related to DHS's nonhomeland security functions, although
we did identify some performance expectations that relate to these
functions. We also did not apply a weight to the performance expectations
we developed for DHS, although qualitative differences between the
expectations exist. We recognize that these expectations are not time
bound, and DHS will take actions to satisfy these expectations over a
sustained period of time. Therefore, our assessment of DHS's progress
relative to each performance expectation refers to the progress made by
the department during its first 4 years. Our assessment of DHS’s progress
relative to each performance expectation is not meant to imply that DHS
should have fully achieved the performance expectation by the end of its
fourth year.

To identify the performance expectations, we examined responsibilities

set for the department by Congress, the Administration, and department
leadership. In doing so, we reviewed homeland security-related legislation,

Page 7 GAO-07-454 Homeland Security Progress Report



95

such as the Intelligence Reform and Terrorism Prevention Act of 2004,
the Homeland Security Act of 2002, the Maritime Transportation Security
Act of 2002," the Enhanced Border Security and Visa Entry Reform Act of
2002,* and the Aviation and Transportation Security Act.”” We also
reviewed DHS appropriations acts and accompanying conference reports
for fiscal years 2004 through 2006. We did not consider legislation enacted
since September 2006 in developing the performance expectations, To
identify goals and measures set by the Administration, we reviewed
relevant homeland security presidential directives and executive orders.
For the goals and measures set by the department, we analyzed the DHS
Strategic Plan, Performance Budget Overviews, Performance and
Accountability Reports, and component agencies’ strategic plans. For
management areas, we also exarained effective practices identified in our

**Pub. L. No, 108-458, 118 Stat. 3638 (2004).
YPub. L. No. 107-296, 116 Stat. 2135 (2002).
*Pub. L. No. 107-295, 116 Stat. 2064 (2002).
*Pub. L. No. 107-173, 116 Stat. 543 (2002).
Pub, L. No, 107-71, 115 Stat. 597 (2001).
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prior reports.”® We analyzed these documents to identify coramon or
similar responsibilities for DHS mission and management areas and
synthesized the responsibilities identified in the various documents to
develop performance expectations for DHS. We obtained and incorporated
feedback from our subject matter experts on these performance
expectations. We also provided the performance expectations to DHS for
review and incorporated DHS’s feedback.

Based primarily on our prior work and DHS IG work, as well as updated
information provided by DHS between March and June 2007, we examined
the extent to which DHS has taken actions to achieve the identified
performance expectations in each area and to make a determination as to
whether DHS has achieved the key elements of each performance
expectation based on the criteria listed below:

« Generally achieved: Our work has shown that DHS has taken actions
to satisfy most of the key elements of the performance expectation but
may not have satisfied all of the elements.

¥We reviewed various effective practices reports for each management area. For
acquisition management, we reviewed GAO, Best Practices: Taking a Strategic Approach
Could Improve DOD's Acquisition of Services, GAO-02-230 (Washington, D.C.: Jan. 18,
2002); GAQ, 2010 Census: Census Bureau Generally Follows Selected Leading
Acquisition Plamning Practices, bul Continued Management Attention Is Needed to Help
Ensure Success, GAO-06-27T (Washington, D.C.: May 18, 2006); and GAO, A Framework for
Assessing the Acquisition Fzmctwn at Federal Agenczes GAO-05-218G (Washmgton D. C
2005). For {1 we rev d GAO, Bl

Systems: DHS Has an Opportunity to Incorporate Best Practues in Modernization
Efforts, GAO-08-553T (Washington, D.C.: Mar. 29, 2006). For human capital, we reviewed
GAO, A Model of Strategic Human Capital Management, GAQ-02-373SP (Washington,
D C.: Mar, 15, 2002); GAO, Managing for Results: Using Strategic Human Capital

to Drive Transfo: i Change, GAQ-02-40T (Washington, D.C.: July 15,
2002); GAQ, Human Capital: A Self-Assessment Checklist for Agency Leaders,
GAO/OCG-00-14G (Washington, D.C: September 2000); and GAQ, Department of Homeland
Security: Strategic Management of Training Important for Successful Transformation,
GAQ-05-888 (Washington, D.C.: Sept. 23, 2005). For information technology, we reviewed
GAO, Homeland Security: Progress Continues, but Challenges Remain on Department’s
Management of Infonnaiwrn Technology, GAO—DG—oSST {Washington, D.C.: Mar. 29, 2006);

GAO Emerpnse Archi e L ins Key to Establisking and Leveraging
es for Or izational Transformation, GAO-06-831 (Washington, D.C.: Aug.

14 2006), GAO DPpartment af H I ‘Secumy For idable Information and

Te R t Approach, GAO-04-702

{Washington, D.C.: Aug. 27 2004); GAO Mwmzzmy the Success of Chief Information
Officers, GAD-01-376G (Washmgton, DC.: Febmaxy 2001); and GAO Impﬁrowmg Mission
Performance through Strat Information Manag t and T

GAO/AIMD-94-115 (Washmgzon D.C.: May 1994).
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+ Generally not achieved: Our work has shown that DHS has not yet
taken actions to satisfy most of the key elements of the performance
expectation but may have taken steps to satisfy some of the elements.

+ No assessment made: Neither we nor the DHS IG have completed
work and/or the information DHS provided did not enable us to clearly
assess DHS’s progress in achieving the performance expectation.
Therefore, we have no basis for making an assessment of the extent to
which DHS has taken actions to satisfy the performance expectation.”

An assessment of “generally achieved” indicates that DHS has taken
sufficient actions to satisfy most elements of the expectation; however, an
assessment of “generally achieved” does not signify that no further action
is required of DHS or that functions covered by the expectation cannot be
further improved or enhanced. Conversely, “generally not achieved”
indicates that DHS has not yet taken actions to satisfy most elements of
the performance expectation. An assessment of “generally not achieved”
may be warranted even where DHS has put forth substantial effort to
satisfy some but not most elements of an expectation. In cases when we or
the DHS IG have not completed work upon which to base an assessment
of DHS actions to satisfy a performance expectation and/or the
information DHS provided did not enable us to clearly determine the
extent to which DHS has achieved the performance expectation, we
indicated “no assessment made.” We analyzed the extent of our work, the
DHS IG's work, and DHS'’s updated information and conferred with our
subject matter experts to determine whether the work and information
were sufficient for a making a determination of generally achieved or
generally not achieved.

Between March and June 2007, we obtained updated information from
DHS and met with program officials to discuss DHS’s efforts to implement
actions to achieve the performance expectations in each mission and
management area. We incorporated DHS's additional information and
documentation into the report and, to the extent that DHS provided

YThese assessments of “generally achieved,” “generally not achieved,” and “no assessment
made” apply to the performance expectations we identified for DHS in each mission and

area. For le, as shown in figure 1, they apply to the performance
expectations we identified for the border security mission area, such as “implement a
biometric entry system to prevent unauthorized border crossers from entering the United
States through ports of entry.” They do not apply to DHS mission and management areas,
such as border security or inunigration enforcement.
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documentation verifying its efforts, considered them in making our
assessments of DHS's progress.

For each performance expectation, an analyst on our staff reviewed our
relevant work, DHS IG reports, and updated information and
documentation provided by DHS, including information received during
meetings with DHS officials. On the basis of this review, the analyst made
a determination that either DHS generally achieved the performance
expectation or generally did not achieve the performance expectation, or
the analyst identified that no determination could be made because
neither we nor the DHS IG had completed work and DHS did not provide
us with updated information and documentation. A second analyst then
reviewed each determination to reach concurrence on the assessment for
each performance expectation by reviewing the first analyst’s summary of
our reports, relevant DHS IG reports, and DHS'’s updated information and
documentation. In cases when the first and second analyst disagreed, the
two analysts reviewed and discussed the assessments and relevant
documents to reach concurrence. Then, our subject matter experts
reviewed the summary of our reports, relevant DHS IG reports, and DHS's
updated information and documentation to reach concurrence on the
assessment for each performance expectation.

To develop criteria for assessing DHS's progress in each mission and
management area, we analyzed criteria used for ratings or assessments in
our prior work, in DHS IG reports, and in other reports and studies, such
as those conducted by the 9-11 Commission and the Century Foundation.
We also reviewed our past work in each mission and management area
and obtained feedback from our subject matter experts and DHS officials
on these criteria. Based on this analysis, we developed the following
criteria for assessing DHS’s progress in each mission and management
area:

» Substantial progress: DHS has taken actions to generally achieve
more than 75 percent of the identified performance expectations.

+ Moderate progress: DHS has taken actions to generally achieve more
than 50 percent but 75 percent or less of the identified performance
expectations,

+ Modest progress: DHS has taken actions to generally achieve more
than 25 percent but 50 percent or less of the identified performance
expectations.

» Limited progress: DHS has taken actions to generally achieve 25
percent or less of the identified performance expectations.
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After making a determination as to whether DHS has generally achieved or
generally not achieved the identified performance expectations, we added
up the number of performance expectations that we determined DHS has
generally achieved. We divided this number by the total number of
performance expectations for each mission and management area,
excluding those performance expectations for which we could not make
an assessment. Based on the resulting percentage, we identified DHS's
overall progress in each mission and management area, as (1) substantial
progress, (2) moderate progress, (3) modest progress, or (4) imited
progress. Qur subject matter experts reviewed the overall assessments of
progress we identified for DHS in each mission and management area.

Our assessments of the progress made by DHS in each mission and
management area are based on the performance expectations we
identified. The assessments of progress do not reflect, nor are they
intended to reflect, the extent to which DHS’s actions have made the
nation more secure in each area. For example, in determining that DHS
has made modest progress in border security, we are not stating or
implying that the border is modestly more secure than it was prior to the
creation of DHS. In addition, we are not assessing DHS's progress against
a baseline in each mission and management area. We also did not consider
DHS component agencies’ funding levels or the extent to which funding
levels have affected the department’s ability to carry out its missions.

We also did not consider the extent to which competing priorities and
resource demands have affected DHS’s progress in each mission and
management area relative to other areas, although competing priorities
and resource demands have clearly affected DHS’s progress in specific
areas.

In addition, because we and the DHS IG have completed varying degrees
of work (in terms of the amount and scope of reviews completed) for each
mission and management area, and because different DHS components
and offices provided us with different amounts and types of information,
our assessments of DHS’s progress in each mission and management area
reflect the information available for our review and analysis and are not
necessarily equally comprehensive across all 14 mission and management
areas. For example, as a result of the post-September 11, 2001, focus on
aviation, we have conducted more reviews of aviation security, and our
methodology identified a much larger number of related performance
expectations than for the department’s progress in surface transportation
security. Further, for some performance expectations, we were unable to
make an assessment of DHS's progress because (1) we had not conducted
work in that area, (2) the DHS IG’s work in the area was also limited, and
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(8) the supplemental information provided by DHS was insufficient to
form a basis for our analysis. Most notably, we were unable to make an
assessment for four performance expectations in the area of immigration
enforcement. This affected our overall assessment of DHS's progress in
that area as there were fewer performance expectations to tally in
determining the overall level of progress.

We conducted our work for this report from September 2006 through July
2007 in accordance with generally accepted government auditing
standards.

Results in Brief

At the time of its creation in 2003 as one of the largest federal
reorganizations in the last several decades, we designated the
implementation and transformation of DHS as a high-risk area due to the
magnitude of the challenges it confronted in areas vital to the physical and
economic well being of the nation. After 4 years into its overall integration
effort, DHS has attained some level of progress in all of its major mission
and managerment areas. The rate of progress, however, among these areas
varies.

» DHS's border security mission includes detecting and preventing
terrorists and terrorist weapons from entering the United States;
facilitating the orderly and efficient flow of legitimate trade and travel;
interdicting illegal drugs and other contraband; apprehending
individuals who are attempting to enter the United States illegally;
inspecting inbound and outbound people, vehicles, and cargo; and
enforcing pertinent laws of the United States at the border. As shown
in table 1, we identified 12 performance expectations for DHS in the
area of border security and found that DHS has generally achieved 5 of
them and has generally not achieved 7 others.
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Table 1: S| ry of Qur A for DHS’s Border Security Performance
Expectations
Performance expectation Total
Generally achieved 5

Implement a biometric entry system to prevent unauthorized border crossers
from entering the United States through ports of entry

Develop a program to detect and identiy illega) border crossings between
ports of entry

Develop a strategy to detect and interdict illegal flows of cargo, drugs, and
other items into the United States

Provide adequate training for all border related employees

Develop staffing plans for hiring and allocating human capital resources to
fulfill the agency's border security mission

Generally not achieved 7

implement a biometric exit system to collect information on border crossers
leaving the United States through ports of entry

tmplement a program to detect and identify illegal border crossings between
ports of entry

implement a strategy to detect and interdict iflegal flows of cargo, drugs and
other items into the United States

Implement effective security measures in the visa issuance process

implement initiatives related to the security of certain documents used to enter
the United States

Ensure adequate infrastructure and faciiities
Leverage technology, parsonnel, and information to secure the border
Qverall assessment of progress Modest

Source: GAC analysis.

+ DHS's immigration enforcement mission includes apprehending,
detaining, and removing criminal and illegal aliens; disrupting and
dismantling organized smuggling of humans and contraband as well as
human trafficking; investigating and prosecuting those who engage in
benefit and docurent fraud; blocking and removing employers’ access
1o undocumented workers; and enforcing compliance with programs to
monitor visitors. As shown in table 2, we identified 16 performance
expectations for DHS in the area of immigration enforcement and
found that DHS has generally achieved 8 of them and has generally not
achieved 4 others. For 4 performance expectations, we could not make
an assessment.
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Table 2: y of Our A for DHS’s |

Performance Expectations

Performance expectation Total
Generally achieved 8

Develop a program to ensure the timely identification and removal of
noncriminal aliens subject to removal from the United States

Assess and prioritize the use of alien detention resources to prevent the
release of aliens subject {o removal

Develop a program to allow for the secure alternative detention of
noncriminal afiens

Develop a prioritized worksite enforcement strategy to ensure that only
authorized workers are employed

Develop a comprehensive strategy to interdict and prevent trafficking and
smuggling of aliens into the United States

Develop a law enforcement strategy to combat criminal atien gangs in the
United States and cross-border criminal activity

Develop a program to screen and respond to {ocal law enforcement and
community complaints about aliens who many be subject to removal

Develop staffing plans for hiting and allocating human capital resources to
fulfilt the agency's immigration enforcement mission

Generally not achieved 4

Implement a program to ensure the timely identification and removal of
noncriminal atiens subject to removal from the United States

Ensure the removal of criminal aliens

implement a prioritized worksite enforcement strategy to ensure that only
authorized workers are employed

Implement a comprehensive strategy to interdict and prevent trafficking and
smuggling of aliens into the United States

No assessment made 4

implement a program to allow for the secure aiternative detention of
noncriminal aliens

Implement a law enforcement strategy to combat criminal alien gangs in the
United States and cross-border criminal activity

Disrupt and dismantie mechanisms for money laundering and financiat
crimes

Provide training, including foreign language training, and equipment for ali
immigration enforcement personnel to fulfill the agency’s mission

Overall assessment of progress Moderate

Source: GAO analysis.
« DHS's immigration services mission includes administering

immigration benefits and working to reduce immigration benefit fraud.
As shown in table 3, we identified 14 performance expectations for
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DHS in the area of immigration services and found that DHS has
generally achieved 5 of them and has generally not achieved 9 others.

Table 3: y of Qur A for DHS's Immigration Services
Performance Expectations

Performance expectation Total
Generaily achieved 5

Institute process and staffing reforms to improve application processes

Establish online access to status information about benefit applications

Establish revised immigration application fees based on a comprehensive fee
study

Communicate immigration-related information to other relevant agencies
Create an office fo reduce immigration benefit fraud
Generally not achieved 9

Eliminate the benefit application backiog and reduce application completion
times to 6 months

Establish a timetable for reviewing the program rules, business processes, and
procedures for immigration benefit applications

Institute a case management system to manage applications and provide
management infarmation

Develop new programs to prevent future backlogs from developing
Establish online filing for benefit applications

Capture biometric information on all benefits applicants

implement an automated background check system 1o track and store all
requests for applications

Establish training programs to reduce fraud in the benefits process
implement a fraud assessment program to reduce benefit fraud
Overall assessment of progress Modest

Source: GAD analysis.

« DHS's aviation security mission includes strengthening airport
security; providing and training a screening workforce; prescreening
passengers against terrorist watch lists; and screening passengers,
baggage, and cargo. As shown in table 4, we identified 24 performance
expectations for DHS in the area of aviation security and found that
DHS has generally achieved 17 of them and has generally not achieved
7 others.
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Table 4: y of Qur A for DHS's Avi Security Performance

Expectations

Performance expectation

Total

Generally achieved

17

implement a strategic approach for aviation security functions

Enstre the screening of airport employees against terrorist watch lists

Hire and deploy a federal screening workforce

Develep standards for determining aviation security staffing at airports

Establish standards for training and testing the performance of airport
screener staff

Establish a program and requirements to allow eligible airports to use a
private screening workforce

Train and deploy federal air marshals on high-risk flights

Establish standards for training flight and cabin crews

Establish a program to allow authorized flight deck officers to use firearms to
defend against any terrorist or criminaf acts

Establish policies and procedures to ensure that individuals known to pose,
or suspected of posing, a risk or threat to security are identified and
subjected to appropriate action

Develop and implement processes and procedures for physically screening
passengers at airport checkpoints

Develop and test checkpoint technologies to address vulnerabilities

Deploy explosive detection systems (EDS) and explosive trace detection
(ETD) systems to screen checked baggage for explosives

Develop a plan to deploy in-line baggage screening equipment at airports

Pursue the deployment and use of in-line baggage screening equipment at
airports

Develop a plan for air cargo security

Develop and implement procedures 1o screen air cargo
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Performance expectation Totat

Generally not achieved 7

Establish standards and procedures for effective airport perimeter security

Establish standards and procedures to effectively control access 10 airport
secured areas

Establish procedures for implementing biometric identifier systems for airport
secured areas access cantrol

Develop and implement an advanced prescreening system to aliow DHS to
compare domestic passenger information to the Selectee List and No Fly
List

Develop and implement an intermnational passenger prescreening process to
compare passenger information to terrorist watch lists before aircraft
departure

Deploy checkpoint technotogies to address vulnerabilities

Develop and implement technologies to screen air cargo

Overall assessment of progress Moderate

Source: GAQ analysis.

« DHS's surface transportation security mission includes establishing
security standards and conducting assessments and inspections of
surface transportation modes, which include passenger and freight rail;
mass transit; highways, including commercial vehicles; and pipelines.
As shown in table 5, we identified 5 performance expectations for DHS
in the area of surface transportation security and found that DHS has
generally achieved 3 of them and has generally not achieved 2.

Table 5: y of Qur A for DHS’s Surface Transportation Security
Performance Expectations
Performance expectation Total
Generally achieved 3

Develop and adopt a strategic approach for implementing surface
transportation security functions

Conduct threat, criticality, and vulnerability assessments of surface
transportation assets

Administer grant programs for surface transportation security
Generally not achieved 2

issue standards for securing surface transportation modes

Canduct compliance inspections for surface transportation systems
Overall assessment of progress Moderate

Soures: GAO analysis.
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+ DHS’s maritime security responsibilities include port and vessel
security, maritime intelligence, and maritime supply chain security. As
shown in table 6, we identified 23 performance expectations for DHS in
the area of maritime security and found that DHS has generally
achieved 17 of them and has generally not achieved 4 others. For 2
performance expectations, we could not make an assessment.

Table 6: y of Qur A for DHS’s Maritime Security Performance
Expectations
Performance expectation Total
Generally achieved 17

Develop national plans for maritime security
Develop national plans for maritime response

Develop national plans for maritime recovery

Develop regional (port-specific) plans for security

Develop regional {port-specific) plans for response

Ensure port facilities have completed vulnerability assessments and
developed security plans

Ensure that vessels have completed vulnerability assessments and
developed security plans

Exercise security, response, and recovery plans with key maritime
stakehoiders to enhance security, response, and recovery efforts

Implement a port security grant program to help facilities improve their
security capabilities

Establish operationat centers to monitor threats and fuse intelfigence and
cperations at the regional/port level

Collect information on incoming ships to assess risks and threats

Develop a vessel-tracking system to improve intelligence and maritime
dornain awareness on vessels in U.8. waters

Coliect information on arriving cargo for screening purposes

Develop a system for screening and inspecting cargo for illegal contraband

Develop a program to work with foreign governments 1o inspect suspicious
cargo before it leaves for U.S. poris

Develep a program to work with the private sector to improve and validate
supply chain security

Develop an international port security program to assess security at foreign
ports
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Performance expectation Total
Generally not achieved 4
Devetop regionat {port-specific) plans for recovery

implement a nationat facility access control system for port secured areas

Develop a long-range vessel-tracking system to improve maritime domain
awareness

Develop a program to screen incoming cargo for radiation
No assessment made 2

Develop a national plan to establish and improve maritime
inteltigence

Develop standards for cargo containers to ensure their physical security

Overall assessment of progress Substantial

Source: GAQ analysis.

« DHS's emergency preparedness and response mission includes
preparing to minimize the damage and recover from terrorist attacks
and disasters; helping to plan, equip, train, and practice needed skills of
first responders; and consolidating federal response plans and
activities to build a national, coordinated system for incident
management. As shown in table 7, we identified 24 performance
expectations for DHS in the area of emergency preparedness and
response and found that DHS has generally achieved 5 of them and has
generally not achieved 18 others. For 1 performance expectation, we
could not make an assessment.

Table 7: S y of Our A for DHS’s Emergency Preparedness and
Response Performance Expectations
Performance expectation Total
Generally achieved 5

Establish a program for conducting emergency preparedness exercises
Develop a national incident management system

Provide grant funding to first responders in developing and implementing
interoperable communications capabilities

Administer a program for providing grants and assistance to state and local
governments and first responders

Allocate grants based on assessment factors that account for poputation,
critical infrastructure, and other risk factors
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Performance expectation Total

Generally not achieved 18

Establish a comprehensive training program for national preparedness

Conduct and support risk assessments and risk management capabilities for
emergency preparedness

Ensure the capacity and readiness of disaster response teams
Coordinate implementation of a national incident management system

Establish a single, all-hazards national response plan

Coordinate implementation of a single, all-hazards response plan

Develop a compiete inventory of federal response capabilities

Develop a national, all-hazards preparedness goal

Develop plans and capabilities to strengthen nationwide recovery efforts

Develop the capacity to provide needed emergency assistance and services in
a timely manner

Provide timely assistance and setvices to individuals and communities in
response to emergency events

implement a program 1o improve interoperable communications among
federal, state, and local agencies

tmplement procedures and capabilities for effective interoperable
communications

increase the development and adoption of interoperability communications
standards

Develop performance goals and measures to assess progress in developing
interoperability

Provide guidance and technical assistance to first responders in developing
and implementing interoperable communications capabilities

Provide assistance to state and local governmenis to develop all-hazards
plans and capabiiities

Develop a system for collecting and disseminating lessons learned and best
practices to0 emergency responders

No assessment made 1
Support citizen participation in national preparedness efforts
Overall assessment of progress Limited

Source: GAQ analysis.

+ DHS’s eritical infrastructure and key resources protection
activities include developing and coordinating iraplementation of a
comprehensive national pian for critical infrastructure protection,
developing partnerships with stakeholders and information sharing and
warning capabilities, and identifying and reducing threats and
vulnerabilities. As shown in table 8, we identified 7 performance
expectations for DHS in the area of eritical infrastructure and key
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resources protection and found that DHS has generally achieved 4 of

them and has generally not achieved 3 others.

Table 8: yof Qur A for DHS’s Critical infrastructure and Key
Resources Pr ion Per Exp i

Performance expectation Total
Generally achieved 4
Develop a comprehensive national plan for critical infrastructure protection

Develop partnerships and coordinate with other federal agencies, state and

local, governments, and the private sector

identify and assess threats and vuinerabilities for critical infrastructure

Support efforts to reduce threats and vulnerabilities for critical infrastructure

Generally not achieved 3
improve and enhance public/private information sharing involving attacks,

threats, and vulnerabilities

Develop and enhance national analysls and warning capabilities for critical

infrastructure

Provide and ceordinate incident respense and recovery planning efforts for

critical infrastructure

Overall assessment of progress Moderate

Source: GAO analysts.

+ DHS's science and technology efforts include coordinating the

federal government's civilian efforts to identify and develop

couritermeasures to chemical, biological, radiological, nuclear, and
other emerging terrorist threats. As shown in table 9, we identified 6

performance expectations for DHS in the area of science and

technology and found that DHS has generally achieved 1 of them and

has generally not achieved 5 others.
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Table 9: y of Qur A for DHS's Sci and Technol
Performance Expectations

Performance expectation Total
Generally achieved 1

Coordinate with and share homeland security technologies with federal, state,
local, and private sector entities

Generally not achieved 5

Develop a plan for departmental research, development, testing, and
evaluation activities

Assess emerging chemical, biclogical, radiological, and nuclear threats and
homeland security vuinerabilities

Coordinate research, development, and testing efforts to identify and develop
countermeasures to address chemical, biological, radiological, nuciear, and
other emerging terrorist threats

Coordinate deployrent of nucleat, biclogical, chemical, and radiological
detection capabilities and other countermeasures

Assess and evaluate nuclear, biological, chemical, and radiological detection
capabilities and other countermeasures

Overall assessment of progress

Limited

Source: GA anelysis

« DHS's acquisition management efforts include managing the use of
contracts to acquire goods and services needed to fulfill or support the
agency's missions, such as information systems, new technologies,
aircraft, ships, and professional services. As shown in table 10, we
identified 3 performance expectations for DHS in the area of
acquisition management and found that DHS has generally achieved 1
of ther and has generally not achieved 2 others.

Tabile 10: y of Our A for DHS's A isition M
Performance Expectations

Performance expectation

Total
Generally achieved 1
Assess and organize acquisition functions to meet agency needs
Generally not achieved 2
Develop clear and transparent policies and processes for all acquisitions
Develop an acquisition workforce to implement and monitor acquisitions
Overall assessment of progress Modest

Source: GAD analysis.
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+ DHS's financial management efforts include consolidating or
integrating component agencies’ financial management systems. As
shown in table 11, we identified 7 performance expectations for DHS in
the area of financial management and found that DHS has generally
achieved 2 of them and has generally not achieved 5 others.

Table 11: y of Our A for DHS’s Fil tal

Performance Expectations
Performance expectation Total
Generally achieved 2

Designate a department Chief Financial Officer who is appointed by the
President and confirmed by the Senate

Prepare corrective action plans for intemnal control weaknesses
Generally not achieved 5

Subject alt financial statements to an annual financial statement audit
Obtain an unqualified financial statement audit opinion

Substantially comply with federal financial management system requirements,
applicable federal accounting standards, and the U.S. Standard General
Ledger at the transaction level

Obtain an unqualified opinion on internal controt over financial reporting
Correct internal control weaknesses

Overall assessment of progress Modest

Source: GAC analysis.

» DHS's key human capital management areas include pay,
performance management, classification, labor relations, adverse
actions, employee appeals, and diversity management. As shown in
table 12, we identified 8 performance expectations for DHS in the area
of human capital management and found that DHS has generally
achieved 2 of them and has generally not achieved 6 others.
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Table 12: yof Our A for DHS's Human Capital Management
Performance Expectations
Performance expectation Total
Generally achieved 2

Develop a results-oriented strategic human capital plan

Create a comprehensive plan for training and professional development
Generally not achieved 8

fmplement a human capital system that links human capital planning to overall
agency strategic planning

Develop and implement processes to recruit and hire employees who possess
needed skills

Measure agency performance and make strategic human capital decisions

Establish a market-based and more performance-oriented pay system.

Seek feedback from employees to allow for their participation in the decision-
making process

implement training and development programs in support of DHS's mission
and goals

Overall assessment of progress Limited

Source: GAO analysis.

» DHS's information technology management efforts include
developing and using an enterprise architecture, or corporate
blueprint, as an authoritative frame of reference to guide and constrain
system investments; defining and following a corporate process for
informed decision making by senior leadership about competing
information technology investment options; applying system and
software development and acquisition discipline and rigor when
defining, designing, developing, testing, deploying, and maintaining
systems; establishing a comprehensive, departmentwide information
security program to protect information and systerns; having sufficient
people with the right knowledge, skills, and abilities to execute each of
these areas now and in the future; and centralizing leadership for
extending these disciplines throughout the organization with an
ermnpowered Chief Information Officer. As shown in table 13, we
identified 13 performance expectations for DHS in the area of
information technology management and found that DHS has generally
achieved 2 of them and has generally not achieved 8 others. For 3
performance expectations, we could not make an assessment.

Page 25 GAO-07-454 Homeland Security Progress Report



113

Table 13: v of Our A for DHS's Information Technology
Management Performance Expectations
Performance expectation Total
Generally achieved 2

Organize roles and responsibilities for information technology under the Chief
Information Officer

Develop policies and procedures to ensure protection of sensitive information
Generally not achieved 8

Develop a strategy and plan for information technology management

Develop measures 10 assess performance in the management of intormation
technology

implement a comprehensive enterprise architecture

Develop a process to effectively manage information technology investments

implement a process to effectively manage information technology
investments

Develop policies and procedures for effective information systems
davelopment and acquisition

implement policies and procedures for effective information systems
development and acquisition

Implement policies and procedures to effectively safeguard sensitive
information

No assessment made 3
Strategically manage information technology human capital
Develop a comprehensive enterprise architecture

Provide operational capabilities for information technology infrastructure and
applications

Overall assessment of progress Limited

Source: GAQ analysis.

« DHS's responsibilities for real property management are specified in
Executive Order 13327, “Federal Real Property Asset Management,”
and include establishment of a senior real property officer,
development of an asset inventory, and development and
implementation of an asset management plan and performance
measures. As shown in table 14, we identified 9 performance
expectations for DHS in the area of real property management and
found that DHS has generally achieved 6 of them and has generally not
achieved 3 others.
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Table 14: y of Qur A for DHS’s Real Property Management
Performance Expectations
Pertormance expectation Total
Generally achieved [

Establish a Senior Real Property Officer who actively serves on the Federal
Real Property Councit

Complete and maintain a comprehensive inventory and profile of agency
real property

Provide timely and accurate information for inclusion in the governmentwide
real property inventory database

Develop an Office of Management and Budget-approved asset management
plan

Establish an Office of Mar 1t and Budget-approved 3-year rolling
timeline with certain deadlines by which the agency will address
opportunities and determine its priorities as identified in the asset
management plan

Establish real property performance measures

Generally not achieved 3
Demonstrate steps taken toward implementation of the asset management
plan

Use accurate and current asset inventory information and real property
performance measures in management decision making

Ensure the management of agency property assets is consistent with the
agency's overall strategic plan, the agency asset management pian, and the
performance measures

Overall assessment of progress Moderate

Sourge: GRAO analysis.

A variety of cross-cutting themes have affected DHS’s efforts to implement
its mission and management functions. These key themes include agency
transformation, strategic planning and results management, risk
management, information sharing, and partnerships and coordination.

» In past work, we reported on the importance of integration and
transformation in helping DHS ensure that it can implement its mission
and management functions. We designated the implementation and
transformation of DHS as a high-risk area in 2003 and continued that
designation in our 2005 and 2007 updates. As of May 2007, we reported
that DHS had yet to submit a corrective action plan to the Office of
Management and Budget. We reported that the creation of DHS is an
enormous management challenge and that DHS faces a formidable task
in its transformation efforts as it works to integrate over 170,000
federal employees from 22 component agencies. We noted that it can
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take a minimum of 5 to 7 years until organizations complete their
transformations.

« We have identified strategic planning and the development and use of
outcome-based performance measures as two of the key success
factors for the management of any organization. DHS issued a
departmentwide strategic plan that met most of the required elements
for a strategic plan and is planning to issue an updated plan. However,
we have reported that some component agencies have had difficulties
in developing outcome-based goals and measures for assessing
program performance. For example, in August 2005 we reported that
U.S. Immigration and Customs Enforcement (ICE) had not yet
developed outcome goals and measures for its worksite enforcement
program, and in March 2006 we reported that U.S. Citizenship and
Immigration Services (USCIS) had not yet established performance
goals and measures to assess its benefit fraud activities. We have also
noted that DHS faces inherent challenges in developing outcome-based
goals and measures to assess the affect of its efforts on strengthening
homeland security.

+  We have also reported on the importance of using a risk management
approach to set horeland security priorities and allocate resources
accordingly. The National Strategy for Homeland Security and DHS's
strategic plan have called for the use of risk-based decisions to
prioritize DHS's resource investments, and risk management has been
widely supported by the President, Congress, and the Secretary of
Homeland Security as a management approach for homeland security.
In past work we found that while some DHS component agencies, such
as the Coast Guard and the Transportation Security Administration
(TSA), have taken steps to apply risk-based decision making in
implementing some of their mission functions, other components have
not utilized such an approach. For example, we reported that DHS has
not applied a risk management approach in deciding whether and how
to invest in specific capabilities for preparing for and responding to
catastrophic threats.

» In 2005 we designated information sharing for homeland security as
high-risk. We recently reported that more than 5 years after September
11, 2001, the nation still lacked an implemented set of governmentwide
policies and processes for sharing terrorism-related information and
the area remained high-risk. However, we noted that the federal
government has issued a strategy for how it will put in place the overall
framework and policies for sharing information with critical partners
and that DHS has taken actions to iraplement its information sharing
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responsibilities. For example, DHS has implemented an information
system to share homeland security information and has supported the
efforts of states and localities to create information “fusion” centers.
‘We have reported that DHS faces challenges in continuing to develop
productive information sharing relationships with federal agencies,
state and local governments, and the private sector.

« We have also reported on the important role that DHS plays in
partnering and coordinating its homeland security efforts with federal,
state, local, private sector, and international stakeholders. The
National Strategy for Homeland Security underscores the importance
of DHS partnering with other stakeholders, as the majority of the
strategy’s initiatives are intended to be implemented by three or more
federal agencies. Our prior work has shown that, among other things,
successful partnering and coordination involve collaborating and
consulting with stakeholders to develop goals, strategies, and roles.
DHS has taken steps to strengthen partnering frameworks and
capabilities. For example, DHS has formed a working group to
coordinate the federal response to cyber incidents of national
significance. However, we have also reported on difficulties faced by
DHS in its parinership efforts. For example, DHS faced challenges in
coordinating with its emergency preparedness and response partners in
the wake of Hurricanes Katrina and Rita due to, among other things,
unclear designations of partners’ roles and responsibilities.

Given DHS’s dominarit role in securing the homeland, it is critical that the
department’s mission and management programs are operating as
efficiently and effectively as possible. DHS has taken important actions to
secure the border and transportation sectors and to prepare for and
respond 1o disasters. DHS has had to undertake these missions while also
working to transform itself into a fully functioning cabinet department——a
difficult task for any organization. As DHS moves forward, it will be
important for the department to continue to develop more measurable
goals to guide implementation efforts and to enable better accountability
of its progress toward achieving desired outcomes. It will also be
important for DHS to continually reassess its mission and management
goals, measures, and milestones to evaluate progress made, identify past
and emerging obstacles, and examine alternatives to address those
obstacles and effectively implement its missions.

In its comments on a draft of this report, DHS took issues with our
methodology and disagreed with our assessments for 42 of

171 performance expectations. DHS’s five general issues were (1)
perceptions that we altered our standards used to judge the department’s
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progress; (2) concerns with the binary approach we used to assess the
performance expectations; (3) concerns regarding perceived changes in
criteria after DHS provided additional information; (4) concerns with
consistency in our application of the methodology; and (5) concerns
regarding our treatment of performance expectations as having equal
weight. With regard to the first issue, as we communicated to DHS, we did
not change our criteria; rather we made a change in language to better
convey the intent behind the performance expectations that DHS achieve
them instead of merely taken actions that apply or relate to them. Second,
regarding our use of a binary standard to judge whether or not DHS
generally met each of 171 performance expectations, we acknowledge the
limitations of this standard, but believe it is appropriate for this review
given the administration has generally not established quantitative goals
and measures for the 171 expectations, which are necessary to
systematically assess where along a spectrum of progress DHS stood in
achieving each performance expectation. We applied a scale to assess
different levels of progress made by DHS for its overall mission and
management areas. With regard to the third issue, what DHS perceives as a
change in criteria for certain performance expectations is not a change in
criteria but simply the process by which we disclosed our preliminary
assessment to DHS, analyzed additional documents and information from
DHS, and updated and, in some cases revised, our assessments based on
this additional input. Fourth, regarding concerns with consistency in our
methodology application, our core team of GAO analysts and managers
reviewed all inputs from GAO staff to ensure consistent application of our
methodology, criteria, and analytical process. Finally, regarding concerns
with our treatment of performance expectations as having equal weight,
we acknowledge that differences exist between expectations, but we did
not weight the performance expectations because congressional,
departmental and others’ views on the relative priority of each expectation
may be different and we did not believe it was appropriate to substitute
our judgment for theirs.

With regard to DHS's disagreement with our assessments for 42 of the
performance expectations, DHS generally contends that (1} we expected
DHS to have achieved an entire expectation in cases when that ultimate
achieverent will likely take several more years, and (2) we did not
adequately use or appropriately interpret additional information DHS
provided. In general, we believe that it is appropriate, after pointing out
the expectation for a multiyear program and documenting the activities
DHS has actually accomplished to date, to reach a conclusion that DHS
has not yet fully implemented the program. We also believe we have
appropriately used the documents DHS has provided us. In some cases,
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the information and documents DHS provided were not relevant to the
specific performance expectation; in these sitnations we did not discuss
them in our assessment. In other cases, the information did not convince
us that DHS had achieved the performance expectation as stated or as we
had interpreted it. In the assessment portion of each performance
expectation, we have described how we applied the information DHS
provided to the performance expectation and describe the level of
progress DHS has made.

Overall, we appreciate DHS’s concerns and recognize that in a broad-
based endeavor such as this, some level of disagreement is inevitable,
especially at any given point in time. However, we have been as
transparent as possible regarding our purpose, methodology, professional
and judgments.

Background

In July 2002, President Bush issued the National Strategy for Homeland
Security. The strategy set forth overall objectives to prevent terrorist
attacks within the United States, reduce America’s vulnerability to
terrorism, and minimize the damage and assist in the recovery from
attacks that may occur. The strategy set out a plan to improve homeland
security through the cooperation and partnering of federal, state, local,
and private sector organizations on an array of functions. The National
Strategy for Homeland Security specified a number of federal
departments, as well as nonfederal organizations, that have important
roles in securing the homeland. In terms of federal departments, DHS was
assigned a prominent role in implementing established homeland security
mission areas,

In Novermber 2002, the Homeland Security Act of 2002 was enacted into
law, creating DHS. This act defined the department’s missions to include
preventing terrorist attacks within the United States; reducing U.S.
vulnerability to terrorism; and minimizing the damages, and assisting in
the recovery from, attacks that occur within the United States. The act
also specified major responsibilities for the department, including to
analyze information and protect infrastructure; develop countermeasures
against chemical, biological, radiological, and nuclear, and other emerging
terrorist threats; secure U.5. borders and transportation systems; and
organize emergency preparedness and response efforts.
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DHS began operations in March 2003. Its establishrent represented a
fusion of 22 federal agencies to coordinate and centralize the leadership of
many homeland security activities under a single department.” According
to data provided to us by DHS, the department’s total budget authority was
about $39 billion in fiscal year 2004, about $108 billion in fiscal year 2005,
about $49 billion in fiscal year 2006, and about $45 billion in fiscal year
2007.% The President’s fiscal year 2008 budget submission requests
approximately $46 billion for DHS. Table 15 provides information on
DHS’s budget authority, as reported by DHS, for each fiscal year from 2004
though 2007.

Table 15: DHS Budget Authority for Fiscal Years 2004 through 2007 in Thousands of Dollars, as Reported by DHS

DHS component Fiscal year 2004 Fiscal year 2005 Fiscal year 2006 Fiscal year 2007
agency/program budget authority budget authority budget authority budget authority
Departmental Operations $394,435 $527,257 $610,473 $626,123
Analysis and Operations $252,940 $299,663
DHS IG $80,318 $97,317 $84,187 98,685
U.S. Secret Service $1,334,128 $1,375,758 $1,423,489 $1,479,158
U.8. Customs and Border

Protection (CBP) $5,894,287 $6,520,698 $7,970,695 $9,344,781
U.8. Visitor and immigrant

Status Indicator Technology

(US-VISITY* $328,053 $340,000 $336,600 $362,494
U.S. Immigration and Customs

Enforcement (ICE) $3,669,615 $4,244,228 $4,206,443 $4,726,641
U.8. Citizenship and

Immigration Services (USCIS) $1,549,733 $1,775,000 $1,887,850 $1,985,990

“These 22 agencies, offices, and programs were U.S. Customs Service; U.S, Immigration
and Naturalization Service; Federal Protective Service; Transportation Security
Administration; Federal Law Enforcement Training Center; Animal and Plant Health
Inspection Service; Office for Domestic Preparedness; Federal Emergency Management
Agency,; Strategic National Stockpile and the National Disaster Medical System; Nuclear
Incident Response Team; Domestic Emergency Support Teamy; National Domestic

Pr d; Office; Chemical, Biological, Radiological, and Nuclear Countermeasures
Program; Environmental Measures Laboratory; National BW Defense Analysis Center;
Plum Island Animal Disease Center; Federal Computer Incident Response Center; National
Cc ication System; Nati Infrastructure Protection Center; Energy Security and
Assurance Program; Secret Service; and U.S. Coast Guard.

“'The amounts reflect total budget authority amounts as reported to us by DHS. The
amounis include annual and supplemental appropriations, rescissions, amounts
reprogramuned or transferred, fee estimates, and mandatory amounts. The amounts do not
reflect carryover ar rescissions of unobligated balances.
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DHS component Fiscal year 2004 Fiscal year 2005 Fiscal year 2006 Fiscal year 2007

agency/program budget authority budget autherity budget authority budget authority

Transportation Security

Administration (TSA) $4,578,043 $5,405,375 $6,167,014 $6,329,291

U.8. Coast Guard $7,097.405 $7,863,427 $8,782,688 $8,729,152

National Protection and

Programs

Directorate/Preparedness

Directorate” $678,395 $618,577

Counter-Terrorism Fund $9,941 $8,000 $1,980

Federal Emergency

Management Agency (FEMA) $8,378,109 $74,031,032 $11,175,544 $5,223,503

FEMA: Office of Grant

Programs” $4,013,182 $3,984,848 $3,377,737 $3,393,000

Science and Technology

Directorate $912,751 $1,115,450 $1,487,075 $973,109

Domestic Nuclear Detection

Office $480,968

Border and Transportation

Security Directorate® $8,058 $9,617

Federal Law Enforcement

Training Center $191,643 $226,807 $304,534 $275,279

Information Analysis and

Infrastructure Protection

Directorate® $834,348 $887,108

Total $39,374,04% $108,401,920° $48,747,645 $44,946,414
Source: DHS.

Note: Data are rounded to the nearest thousand, Fiscal year 2007 amounts are as of January 31,
2007. The data reflect total budget authority amounts as reporied to us by DHS. The amounts include
annual and st ppropriati issi amounts rep or transterred, fee
estimates, and mandatory amounts. The amounts do not reflect carryover or rescissions of
unobligated balances,

*The Border and T3 P ion Security Dij rate, the ion Analysis and

Protection Directorate, and the US-VISIT program are legacy organizations within DHS. The functions
of these organizations have been realigned through DHS reorganizations. In particutar, in March 2007
US-VISIT was recrganized under the National Protection and Programs Di . The Border and
Transporiation Security Directorate included U.S. Customs and Border Protection, U.S. immigration
and Customs Enforcement, the Transpontation Security Administration, and the Federal Law
Enforcement Training Center,

*The Office of Grant Programs has several reali Ws. it was previously known as the
Office of Grants and Training in the Preparedness Directorate, the Office of State and Local
Coordination and F and the Office for Domestic Preparedness.

“The FEMA fiscal year 2005 amount includes about $45 biltion in supplemental funding for Hurricane
Katrina.
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Since creating and issuing its first strategic plan, the department has
undergone several reorganizations. Most notably, in July 2005, DHS
announced the outcome of its Second-Stage Review, an internal study of
the department’s programs, policies, operations, and structures. As a
result of this review, the department realigned several component
agencies and functions. In particnlar, the Secretary of Homeland Security
established a Directorate of Policy to coordinate departmentwide policies,
regulations, and other initiatives and consolidated preparedness activities
in one directorate, the Directorate for Preparedness. In addition, the
Secretary established a new Office of Intelligence and Analysis and the
Office of Infrastructure Protection composed of analysts from the former
Information Analysis and Infrastructure Protection directorate. The Office
of Infrastructure Protection was placed in the Directorate for
Preparedness. The fiscal year 2007 DHS appropriations act provided for
the further reorganization of functions within the department by, in
particular, realigning DHS's emergency preparedness and response
responsibilities.”

In addition to these reorganizations, a variety of factors have affected
DHS’s efforts to implement its mission and management functions. These
factors include both domestic and international events, such as Hurricanes
Katrina and Rita, and major homeland security-related legislation. Figure 2
provides a timeline of key events that have affected DHS's
implementation.

#See Pub. L. No. 109-295, §§ 601-99, 120 Stat. 1355, 1394-1463 (2008).
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Figure 2: Selected Key Events That Have Affected Department of ¢
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Source: GAQ analysis.

DHS Has Made
Varying Levels of
Progress in
Implementing its Core
Mission and
Management
Functions, but Has
Faced Difficulties in
Its Implementation
Efforts

Based on the performance expectations we identified, DHS has made
progress in implementing its mission and management functions, but
various challenges have affected its efforts. Specifically, DHS has made
limited progress in the areas of emergency preparedness and response;
science and technology; and huraan capital and information technology
management. We found that DHS has made modest progress in the areas
of border security; immigration services; and acquisition and financial
management. We also found that DHS has made moderate progress in the
areas of immigration enforcement, aviation security, surface
transportation security; critical infrastructure and key resources
protection, and real property management, and that DHS has made
substantial progress in the area of maritime security.

DHS Has Made Modest
Progress in Border
Security

The United States shares a 5,525 mile border with Canada and a 1,989 mile
border with Mexico, and all goods and people traveling to the United
States must be inspected at air, land, or sea ports of entry. In 2006, more
than 400 million legal entries were made to the United States—a majority
of all border crossings were at land border ports of entry. Within DHS,
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CBP is the lead agency responsible for implementing the department’s
border security mission. Specifically, CBP’s two priority missions are

(1) detecting and preventing terrorists and terrorist weapons from
entering the United States, and (2) facilitating the orderly and efficient
flow of legitimate trade and travel. CBP’s supporting missions include
interdicting illegal drugs and other contraband; apprehending individuals
who are atterapting to enter the United States illegally; inspecting inbound
and outbound people, vehicles, and cargo; enforcing laws of the United
States at the border; protecting U.S. agricultural and economic interests
from harmful pests and diseases; regulating and facilitating international
trade; collecting import duties; and enforcing U.S. trade laws. Within CBP,
the United States Border Patrol is responsible for border security between
designated official ports of entry, and CBP's Office of Field Operations
enforces trade, immigration, and agricultural laws and regulations by
securing the flow of people and goods into and out of the country, while
facilitating legitimate travel and trade at U.S. ports of entry.

As shown in table 16, we identified 12 performance expectations for DHS
in the area of border security and found that overall DHS has made modest
progress in meeting those expectations. Specifically, we found that DHS
has generally achieved 5 of its performance expectations and has generally
not achieved 7 of its performance expectations.
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Table 16: Performance Expectations and Progress Made in Border Security

Assessment
Generally Generally not No
Performance expectation achieved ] made
1. Implement a biometric entry system to prevent
unauthorized border crossers from entering the United v
States through ports of entry
2. Implement a biometric exit system to collect information
on border crossers leaving the United States through v
ports of entry
3. Develop a program {o detect and identify illegal border v
crossings between ports of entry
4. implement a program to detect and identify iltegal border v
crossings between ports of entry
5. Develop a strategy to detect and interdict illegal flows of v
cargo, drugs, and other items into the United States
6. implement a strategy o detect and interdict illegal flows v
of cargo, drugs and other items into the United States
7. Implement effective security measures in the visa v
issuance process
8. implement initiatives related to the security of centain v
documents used to enter the United States
9. Provide adequate training for all border related v
employees
10. Develop staffing plans for hiring and allocating human
capital resources to fulfill the agency’s border security v
mission
11. Ensure adequate infrastructure and facilities 4
12. Leverage technology, personnel, and information to v
secure the border
Total 5 7 0
Source: GAO analysis.
Note: An of “g iy achieved” indi that DHS has taken sufﬂcxent actions to satisfy
most of the ion, However, an of “g " does not signify
that no further action is required of DMS or that i covered by me ion cannot be
further improved or enhanced, Conversely, generally not achxeved" mmcates that DHS has not yet
taken sufficient actions to satisfy most of th Art of

“generally not achieved” may be warranted even where DHS has put forth substantial effort fo satisfy
some but not most elements of an expectation. In cases when we or the DHS IG have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did nol enabi e us to clearly determine the extent to which DHS has
achieved the p 1, we indi “no mads.”

Table 17 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of border security and our assessment of whether DHS has taken
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Table 17: Perf;

steps to satisfy most of the key elements of the performance expectation
(generally achieved) or has not taken steps to satisfy most of the
performance expectation’s key elements (generally not achieved).

and A of DHS Prog in Border S

Performance

di Assessment

y of fi

1. Implement a
biometric entry
system to prevent
unauthorized border
crossers from
entering the United
States through ports
of entry

GAQ findings and assessment: We conclude that DHS has generally achieved this Generally
performance expectation, According to DHS, the entry portion of US-VISIT has been deployed achieved
at 154 of 170 land ports of entry, 115 airports, and 14 seaports, as of December 2006. With

regard to 14 of the 16 land ports of entry where US-VISIT was not installed, CBP and US-VISIT

program office officials told us there was no operational need for US-VISIT because visitors

who are required 1o be processed into US-VISIT are, by regulation, not authorized to enter the

United States at these focations, We reporied that US-VISIT needs to be installed at the

remaining 2 ports of entry in order to achieve full implementation as required by law, but both

of these locations present significant challenges to instaliation of US-VISIT. These ports of

entry do not currently have access to appropriate communication transmission fines to cperate

US-VISIT. CBP officials told us that, given this constraint, they determined that they could

continue to operate as before. CBP officials told us that having US-VISIT biometric entry

capability generally improved their ability to process visitors required to enroll in US-VISIT

because it provided them additional assurance that visitors are who they say they are and

automated the paperwork associated with processing the 1-94 arrivai/departure form. For more
information, see Border Security: US-VISIT Program Faces Strategic, Operational, and

Technologicat Challenges at Land Ports of Entry, GAO-07-248.

2. Implement a
biometric exit system
1o collect information
on border crossers
leaving the United
States through ports
of entry

GAO findings: DHS has faced challenges in deploying a biometric exit system at ports of entry.
Legislation required US-ViSIT to coltect biometric exit data from alil individuals who are
required to provide biometric entry data, but did not set a specific deadline for this requirement.
Although US-VISIT had set a December 2007 deadline for implementing exit capability at the
50 busiest land ports of entry, US-VISIT has since determined that implementing an exit
capability by this date is no longer feasibie. A new date for exit implementation has not been
set. In March 2007, we reported that DHS has devoted considerable time and resources
toward establishing an operational exit capability. Over the fast 4 years, it has committed over
$160 million to pilot test and evaluate an exit solution at 12 air, 2 sea, and 5 land ports of entry.
Despite this considerable investment of time and resources, the US-VISIT program still does
not have either an operational exit capability or a viable exit solution to depioy to all air, sea,
and tand ports of entry. With regard to air and sea ports of entry, we reported that aithough
US-VISIT has pilot tested a biometric exit capability for these ports of entry, it has not been
available at all ports. A pilot test in 2004 through 2005 identified issues that limited the
operational effectiveness of the solution, such as the lack of traveler compliance with the
processes. According to program officials, US-VISIT is now developing a plan for deploying a
comprehensive, affordable exit solution at all ports of entry. However, no time frame has been
established for this plan being approved or implemented. There are interrelated logistical,
technological, and infrastructure constraints that have preciuded DHS from achieving this
mandate, and there are cost factors related to the feasibility of implementation of such a
solution, With regard to land ports of entry, for example, we reported that the major constraint
to performing biomstric verification upon exit at this time, in the US-VISIT Program Office’s
view, is that the only proven technology available would necessitate mirroring the processes
currently in use for US-VISIT at entry, The US-VISIT Program Office concluded in January
2005 that the mirror-imaging solution was “an infeasible alternative for numerous reasons,
including but not limited to, the additional staffing demands, new infrastructure requirements,
and potential trade and commerce impacts.” US-VISIT officials stated that they believe that
technological advances over the next 5 to 10 years wili make it possible to utifize aiternative

Generaily not
achieved
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technologies that provide biometric verification of persons exiting the country without major
changes to faciity infrastructure and without requiring those exiting to stop and/or exit their
vehicles, thereby precluding traffic backup, congesticn, and resulting delays. For mare
information, see GAQ-07-248 and Homeland Security: US-VISIT Program Faces Operational,
Technological and Management Challenges, GAQ-07-632T.

DHS updated information: Between March and June 2007, DHS fold us that, it expected that
further land exit testing may be conducted in fiscal year 2008, DHS reported that it provided an
exit strategy to Congress in the spring of 2007.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation, Although DHS is continuing to explore various possibilities for implementing an
exit capability, the department has not yet implemented a biometric exit system at iand, alr, and
sea ports of entry.

3. Develop 2
program to detect
and identify illegal
border crossings
between ports of
entry

GAO findings: DHS has made progress toward developing a program to detect illegal border  Generally
crossings between ports of entry, In February 2007, we reported that the Secure Border achieved
initiative is a comprehensive, multiyear program established in November 2005 by the

Secretary of Homeland Security to secure U.S. borders and reduce illegal immigration. The

Secure Border Initiafive's mission is to promote border security strategies that help protect

against and prevent terrorist attacks and other transnational crimes, Elements of the Secure

Border Initiative will be carried out by several organizations within DHS. One element of the

Secure Border Initiative is SBinet, the program within CBP responsible for developing a

comprehensive border protection system. SBinetis responsible for leading the effort to ensure

that the proper mix of personnel, tactical infrastructure, rapid response capability, and

technolegy is deployed along the border. According to DHS, the SBinet solution is to include a

variety of sensors, communications systems, information technology, tactical infrastructure

(roads, barriers, and fencing), and command and control capabilities to enhance situational

awareness of the responding officers. The solution is also to inciude the development of a

common operating picture that provides uniform data, through a command center environment,

to all DHS agencies and is interoperable with stakehoiders external to DHS. We have ongoing

work to further assess the Secure Border Initiative. For more information, see GAO-07-248 and

Secure Border initiative! SBinet Expenditure Plan Needs to Better Support Oversight and

Accountability, GAO-07-309.

DHS updated information: According to updated information provided by DHS between March
and May 2007, the Secure Border Initiative program is in place, with a Program Management
Office and governance structure, system integrator, and funding. In September 2008, the
SBinet contract was awarded. CBP has been designated as the DHS execulive agent for the
SBlpet program and has established a Program Management Office to oversee SBlnet. With
regard to other border security initiatives, DHS noted that Operation Streamling, launched in
Dacember 2005, is a coordinated effort among CBP, ICE, and the Departiment of Justice to
create a zero-tolerance zone for illegal entries in the Dei Rio Border Patrol sector.

QOur assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has made progress in developing a strategy to detect and identify illegal border crossings
between ports of antry—namely the Secure Border Initiative—and has developed other
initiatives to detect and deter iltega! border crossings.
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4. implement a
program to detect
and identify illegal
border crossings
between ports of
entry

GAO and DHS IG findings: DHS has not yet fully implemented a program to effectively detect
and identify iilegal border crossings between ports of entry. In past work, we and the DHS IG
identified challenges in implementing earlier border security programs designed to detect and
deter iliegal border crossings. For example, in February 2006 the DHS 1G reported that
initiatives using technology, such as unmanned aerial vehicles and remote video survetllance,
had failed to consistently demonstrate the predicted force multiptier effect for border security.
More recently, we reported that although DHS has published some information on various
aspects of the Secure Border Initiative and SBinet, it remains unclear how SBinet will be
linked, if at all, to US-VISIT so that the two systems can share technology, infrastructure, and
data across programs. |n addition, we reported that according to DHS, work on the northem
border for the Secure Border Initiative is not projected to begin before fiscal year 2009, We
have ongoing work to further assess the Secure Border Initiative. For more information, see
GAO-07-309; GAO-07-248; Border Security: Key Unresolved Issues Justify Reevaluation of
Border Surveillance Technology Program, GAO-06-295; and Border Securily: Agencies Need
to Better Coordinate Their Strategies and Operations on Federal Lands, GAO-04-530. Also,
see Department of Homeland Security Office of the Inspector General, A Review of Remote
Surveillance Technology Along U.8. Land Borders, O1G-086-15 {(Washington, D.C.: December
2005},

DHS updated information: DHS pravided evidence of SBinet progress, including the award of
four task orders as of May 2007, At the end of fiscal year 2006, DHS reported that 75 mifes of
fence were constructed and a total of 370 miles are planned 1o be constructed by the end of
calendar year 2008. CBP also plans to establish 200 miles of vehicie barriers by the end of
calendar year 2008, with 67 miles compieted. Further, DHS has established a Miles of
Effective Control goal. The goal is to gain effective contro! of the entire southwest border by
2013. According to DHS, effective control indicates that defense-in-depth capabilities in the
area are robust enough to (1) detect illegal entries; (2) identify and classify the entries; (3)
efficiently and effectively respond; and (4) bring events to a satisfactory law enforcement
resolution. As of March 2007, DHS reported that it had 392 miles under effective conirol, and
the goal for the end of calendar year 2008 is 842 miles. DHS stated that SBinet Technology
Coverage goal is to cover 387 miles of the border completed by the end of calendar year 2008
In the Tucsen and Yuma sectors. With regard to Operation Streamline, CBP reported that
baginning with a 5-mile stretch of the border, the initiative now spans the entire 210 mile Del
Ric Sector Border. DHS alsc noted that National Guard resources have been depioyed to the
border to enhance capabilities under Operation Jumpstant. As of February 28, 2007, DHS
reported that nearly 46,000 afiens were apprehended and more than 520 vehicles were seized
through Operation Jumpstart. Additionally, CBP pians to add 6,000 Border Patral agents by the
end of calendar year 2008. In fiscal year 2007, DHS plans to increase its Border Patrol
presence between ports of entry by hiring, training, and deploying 1,500 additional agents.

Our assessment: We conclude that DHS has generally not achieved this perfformance
expectation. The Secure Border initiative and SBlnet are in the early phases of
implementation, and DHS has taken actions to implement the initiative, particularly in awarding
four task orders under $Blnat. However, these contracts have only recently been awarded, and
itis unclear what progress contractors have made in implementing the activities specified in the
task orders. Moreover, DHS reported that it has effective control of 380 miles of the border as
of March 2007, but the U.S. land border encompasses more than 8,000 miles, and DHS does
not expect to begin work on the northern border unti! fiscal year 2009. Although DHS has only
recently begun to implement SBinet, which is a multi-year program, DHS and its legacy
components implemented programs to secure the border between ports of entry prior to the
Secure Border Initiative and SBInet. We and the DHS 1G reported on challenges faced by DHS
in implementing programs that pre-dated the Secure Border Initiative and SBinet.

Generally not
achieved
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5. Develop a GAO findings: DHS has taken steps to develop a strategic approach for interdicting illegal flows Generally
strategy to detect of cargo, drugs, and cther items into the United States.” For example, according to DHS, in achieved

and interdict Hegal
fiows of cargo,
drugs, and other
itemns into the United
States

August 2006 DHS and the Department of Justice submitted a National Southwest Border
Counternarcotics Strategy and implementation Plan to the International Drug Control Policy
Coordinating Committee. This document identified the major goals, objectives, and resource
requirements for closing gaps in U.8. and Mexico counternarcotics capabilities alang the
southwest border. DHS has also taken steps to plan for the deployment of radiation portal
monitors at ports of entry. For more information, see Combating Nuclear Smuggling: DHS Has
Made Progress Deploying Radiation Detection Equipment at U.S. Ports-of-Entry, but Concerns
Remain, GAC-06-389; P, iotion Drugs: ic f Would Promote Accountability
and Enhance Efforts to Enforce the Prohibitions on Personal Importation, GAQ-05-372; and
Cigarette Smuggling: Federal Law Enforcement Efforts and Seizures Increasing, GAO-04-641.

DHS updated information: According to updated information provided by DHS, the CBP Office
of Field Operations developed a comprehensive strategic plan entitled Securing America’s
Borders at the Ports of Entry that defines CBP's national strategy specifically at all air, land,
and sea ports of entry. This plan was finalized and published in September 2006 concurrent
with the development of the Secure Border Initiative. According to DHS, it complements the
national strategy for gaining operationat control of the borders between ports of entry and
addresses the specific security concerns and required actions that are the direct responsibility
of the Office of Field Operations. Programs under the auspices of the Office of Field
Operations that support enhanced detection and interdiction of iliegal flows of contraband and
harmiul substances into the United States include the National Targeting Center for Cargo; the
Automated Targeting System; the Customs Trade Partnership Against Terrorism; the
Container Security Initiative; the Secure Freight Initiative; and deployment of radiation portal
monitors, large-scale, non-intrusive inspection technology, and canine enforcement teams.
Additionally, according to the Office of Counternarcotics, in March 2008, the National
Southwest Border Counternarcotics Strategy was approved by the International Drug Control
Policy Coordinating Committee. This document identified the major goals, objectives, and
recommendations for closing gaps in U.S. and Mexico counternarcotics capabilities along the
southwest border.

Our assessment: We conciude that DHS has generally achieved this performance expectation.
DHS has made progress in developing a strategy to implement its various programs for
detecting and interdicting ftegal flows of cargo, drugs, and other items into the United States.
With regard to flows of lllegal drugs in particular, the Nationai Southwest Border
Counternarcotics Strategy has been approved by the International Drug Control Policy
Coordinating Commitiee.

6. Implement a
strategy to detect
and interdict illegal
flows of cargo,
drugs, and other
items into the United
States

GAO findings: We have identified challenges in DHS’s efforts to interdict flows of illegal goods  Generally not
into the United States.” DHS has implemented the Container Security Initiative to aliow CBP achleved
officials to target containers at foreign seaports so that any high-risk containers maybe

inspected prior to their departure for the United States. We have identified challenges in

implementation of the program, including staffing imbalances that, in the past, impeded CBP's

targeting of containers. DHS has also implemented the Customs-Trade Partnership Against

Terrotism, a voluntary program design to improve the security of international supply chain

through which CBP officials work in partnership with private companies to review supply chain

security plans. Our work has identified a number of challenges in implementation of the

Customs-Trade Parinership Against Terrorism, including that CBP’s standard for validation is

hard to achieve and, given that the program is voluntary, there are limits on how intrusive CBP

can be in its validations. With regard to radiation portal monitors, we reparted as of December

2008, DHS had completed deployment of portal monitors at two categories of entry—a total of

61 ports of eniry—and had begun work on two other categories; overall, however, progress

had been slower than ptanned. According to DHS officials, the slow progress resulted from a

late disbursal of funds and delays in negotiating deptoyment agreements with seaport
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operators, Further, we noted the expected cost of the program was uncerain because DHS's
plans to purchase newer, more advanced equipment were not yet finalized, and we projected
that the program’s final cost would be much higher than CBP anticipated at the time of our
review, In 2006, we reported on the results of our investigation of potential security
weaknesses associated with the installation of radiation detection equipment at poris of entry,
As part of this investigation, we deployed two teams of investigators to the field to make
simuitaneous border crossings at the northern and southern borders in an attempt to transport
radioactive sources into the United States. The radiation portal monitors properly signaled the
presence of radioactive material when our two teams of investigators conducted simultaneous
border crossings. Our investigators’ vehicles were inspected in accordance with most of the
CBP policy at both the northern and southern borders. However, our investigators, using
counterteit documents, were able to enter the United States with the radioactive sources in the
trunks of their vehicles. In 2005 we also reported that inspection and interdiction efforts at
international mail branches and express carrier facifities had not prevented a reported
substantiat volume of prescription drugs from being illegally imparted from foreign Internet
pharmacies into the United States, We acknowledged that CBP and other agencies, including
ICE, the Food and Drug Administration, and the Drug Enforcement Administration, had taken a
step in the right direction by collaborating to establish a task force designed to address
challenges that we identified, but nonetheless, an unknown number of iliegal drugs entered the
country each day. {n addition, in 2004 we noted that CBP reported that the number of cigarette
seizures by CBP and ICE increased dramatically, from 12 total seizures in 1998 to 191
seizures in 2003, CBP attributed this increase to better intelligence and better inspections—
based on electronic methods such as its Automated Targeting System. For more information,
see GAQ-08-389; GAQ-05-372; GAD-04-641; Border Security: Investigators Transported
Radioactive Sources Across Our Nation’s Borders at Two Locations, GAO-06-940T; and
Maritime Security: Observations on Selected Aspects of the SAFE Port Act, GAQ-07-754T.

DHS updated information: DHS provided updated information related to its implementation of a
strategy to detect and interdict jliegal flows of cargo, drugs, and other items inte the United
States. In general, the Strategic Plan on Securing America’s Borders at the Ports of Entry,
which defines CBP’s national strategy at all ajr, land, and sea ports of entry, outlines programs
designed to achieve border security objectives. CBP’s Office of Field Operations has
developed a formal implementation process to execute the Securing America’s Borders at the
Poris of Entry strategic plan that includes regular senior executive participations, steering
committee oversight, and the creation of Securing America’s Borders at the Ports of Entry
implementation Division to provide ongoing oversight and coordination of a comprehensive
development schedule for the Office of Field Operations' high priority programs. More
specifically, DHS has several programs in piace o help detect and interdict illegai iows of
cargo, drugs, and other items into the United States. These programs include the National
Targeting Center for Cargo, the Automated Targeting System, the Customs-Trade Parinership
Against Terrorism, the Container Security initiative, deployment of radiation portal monitors,
large-scale non-intrusive inspection technology, canine enforcement programs, and the Secure
Freight Initiative.” With regard to the National Targeting Center for Cargo, CBP reported that
this center expands CBP’s capability to do cargo shipment targeting to provide ports of entry
with immediate analysis capabilities. With regard to radiation portal monitors, as of March 9,
2007, CBP has deployed 966 radiation portal monitors to poris of entry. According to CBP,
these radiation portal monitor deployments provide CBP with the capability fo screen
approximately 81 percent of containerized cargo and 88 percent of personally owned vehicles
entering the United States, With regard to non-intrusive technology, CBP reported deploying
about 189 systems and is scheduled o have 224 large-scale systems deployed by the end of
fiscal year 2009. CBP's canine enforcement teams are assigned to 73 ports of entry and more
than 300 detector dog teams were trained in fiscal year 2006, DHS provided us with other
sensitive data on the outputs of its efforts, which we considsred in making our agsessment.
Furthermore, according to the Qffice of Counternarcotics, the Implementation Plan for the

Page 42 GAO-07-454 Homeland Security Progress Report



130

Performance

y of findi Assessment

National Southwest Border Counternarcotics Strategy includes recommendations on funding
and resource requirements and estimated timelines for implementing the National Southwest
Border Counternarcotics Strategy in fiscal years 2008 through 2011, in addition, in fiscal year
2007, DHS plans to increase its Border Patrol presence between ports of entry by hiring,
training, and deploying 1,500 additional agents.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation, DHS has taken actions to implement various programs to detect and interdict
itegal flows of goods into the United States. For example, DHS has deployed radiation portat
monitors and large scale non-intrusive detection systems at ports of entry and has developed
the Container Security initiative and Customs-Trade Partnership Against Terrorism Program.
However, we have reported on chalienges in implementation efforts associated with these
programs. Moreover, CBP's Securing America’s Borders at the Ports of Entry plan is still in the
early stages of implementation, but once implemented, wilt help CBP detect and interdict itlegal
flows of goods into the United States. Further, the Implementation Plan for the National
Southwest Border Counternarcotics Strategy has only recently been developed. In addition, we
considered the sensitive data provided by DHS on the outputs of its efforts as well as our prior
work in making our assessment.

7. implement
effective security
measures in the visa
issuance process

GAO findings: DHS has made progress but still faces challenges in its efforts to implement Generally not
effective security measures as part of the visa issuance process.’ In 2005 we reported that achieved
DHS had not yet expanded the Visa Security Program as it planned. The Visa Security

Program is DHS's program to oversee the assigning of visa security officers to locations

overseas to review visa applications, In prior work we reported that DHS had begun supplying

Visa Security Officers 1o the U.S, embassy and consulate in Saudi Arabia. According to DHS,

the Department of State’s consular officials, and the deputy chief of mission in Saudi Arabia,

the Visa Security Officers strengthened visa security at these posts. Visa Security Officers offer

law enforcement and immigration experience and have access to and experience using

information from law enforcement databases, which are not readily available to consular

officers. DHS planned to expand the Visa Security Program to additional posts throughout

fiscal years 2005 and 2008, but faced various difficulties in its efforts to expand. For example,

chiefs of mission at the posts chosen for expansion in fiscal year 2005 delayed approval of

DHS's requests. Embassy and Department of State officials attributed the delays to guestions

about the program’s goals, objectives, and staffing requirements, as well as DHS's plans to

coordinate with existing law enforcement and border security staff and programs at post at that

time. For more information, see Border Security: Actions Needed to Strengthen Management

of Department of Homeland Security’s Visa Security Program, GAO-05-801.

DHS updated information: Since the time of our review, DHS has made progress in expanding
the Visa Security Program to additional posts.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Although the department has made some progress in expanding the Visa Security
Program, the department has reported facing similar challenges to those that we previously
identified in its expansion and implementation efforts and did not provide us with evidence that
it has fully addressed those challenges.

8. Implement
initiatives related to
the security of
certain documents
used to enter the
United States

GAO findings: DHS has various initiatives related to the security of documents used to enter Generally not
the United States but has faced difficulties in implementing these initiatives.’ With regard to the achieved
Western Hemisphere Travel initiative, we reported in May 2006 on challenges faced by DHS in
implementation. This initiative is DHS's program to implement requirements for U.S. citizens

and citizens of Bermuda, Canada, and Mexico to show a passport or other documents that the

Secretary of Homeland Security deems sufficient to show identity and citizenship to CBP

officers when those individuals enter the United States from certain countries in North, Central,

or South America. We reported that alternative programs or documents, such as frequent

traveler programs and driver's licenses with enhanced security features, had various
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challenges and using them in lieu of a passpart would not easily rescive the management
issues faced by DHS, We reported that once decisions are made on what documents will be
needed, DHS and the Departiment of State will face challenges in program implementation and
management. Major challenges woutd remain in developing (1) an implementation plan, (2)
budget estimates, (3) awareness programs for the public, (4) training programs for DHS staff,
(5) bilaterai coordination with Canada, and (6) a common understanding of how the Travel
Initiative links 1o the overall strategy for securing the nation’s borders. Falling short in any of
these areas may hinder the ability of the agencies to achieve their goal of improving security
while facilitating commerce and tourism. According to DHS officials, they have formed working
groups to take action in each of these areas, but much more work remains in developing plans
and approaches that improve the likelihood of program success.

With regard to the Visa Waiver Program, the program enables citizens of 27 countries to travel
1o the United States for tourism or business for 90 days or less without obtaining a visa. In July
2004, we reported that DHS established a Visa Waiver Program Oversight Unit, which
completed security assessments of the 27 countries that participate in the Visa Waiver
Program. DHS also submitted a report to Congress summarizing the assessment findings.
However, we identified several problems with the 2004 review process, as key stakeholders
were not consulted during portions of the process, the review process lacked clear criteria and
guidance to make key judgments, and the final reponts were untimely. Furthermore, the
monitoring unit coutd not effectively achieve its mission to monitor and report on ongeing law
enforcement and security concerns in visa waiver countries due to insufficient resources. In
September 2006 we testified that while DHS had taken some actions to mitigate the program’s
risks, the department faced difficulties in further mitigating these risks. in particular, the
department had not established time frames and cperating pracedures regarding timely stolen
passport reporting—a program requirement since 2002. Furthermare, DHS sought to require
the reporting of lost and stolen passport data to the United States and the International
Criminal Police Organization, but it had not issued clear reporting guidelines to participating
countries.

With regard to the immigration Advisory Program, this pilot program is designed to increase the
ievel of scrutiny given to the travel documents of certain high-risk passengers before they
board international flights traveling to the United States. Under this program, CBP assigns
officers to selected foreign airports where they utilize an automated risk-targeting system that
identifies passengers as potentially high-risk—including passengers who da not need a visa to
travet to the United States. CBP officers then personaily interview some of these passengers
and evaluate the authenticity and completeness of these passengers’ travel documents, CBP
has reported several successes through the immigration Advisory Program pilot, According to
CBP documents, from the start of the program in June 2004 through February 2008,
[mmigration Advisory Program teams made more than 700 no-board recommendations for
inadmissible passengers and intercepted approximately 70 fraudulent travel documents.
However, in May 2007 we reparted that CBP had not taken ali of the steps necessary to fully
fearn from its pilot sites in order to determine whether the program should be made permanent
and the number of sites that should exist. These steps are part of a risk management approach
1o developing and evaluating homeland security programs.

in addition, in prior work our agents have attempted to enter the United States using fictitious
documents, Our periodic tests since 2002 clearly showed that CBP officers were unable to
effectively identify counterfeit driver's licenses, birth certificates, and other documents.
Specifically, in 2003 our agents were able to easily enter the United States from Canada and
Mexico using fictitious names and counterfeit driver’s ficenses and birth certificates, Later in
2003 and 2004, we continued to be able to successfully enter the United States using
counterfeit identification at land border crossings, but were denied entry on one occasion. In
2008, the results of our work indicated that CBP officers at the nine land border crossings we
tested at that time did not detect the counterteit identification we used. At the time of our
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review, CBP agreed that its officers were not able to identify all forms of countereit
identification presented at land border crossings and fully supported the Western Hemisphere
Travei Initiative that will require all travelers to present a passport before entering the United
States. We did not assess whether this initiative would be effective in preventing terrorists from
entering the United States or whether it would fully address the vulnerabilities shown by our
work. We have ongoing work assessing the Western Hemisphere Travel Initiative and the use
of fraudulent trave! documents. For more information, see GAO-07-248; Border Security:
Stronger Actions Needed to Assess and Mitigate Risks of the Visa Waiver Program, GAQ-06-
854, Observations on Efforts to Imp it the W Hemisphere Travel Initiative on the
U.8. Border with Canada, GAC-06-741R; Border Security: Consular Identification Cards
Accepted within United States, but Consistent Federal Guidance Needed, GAQ-04-881;
Aviation Security: Efforts to Strengthen international Passenger Prescreening Are Under Way,
but Planning and Implementation Issues Remain, GAO-07-346; and Border Security:
Continued Weaknesses in Screening Entrants into the Unjted States, GAQ-06-976T.

DHS updated information: According to updated information provided by DHS, CBP has
undertaken a variety of efforts associated with the security of documents used to enter the
United States. These efforts include implementation of the Western Hemisphere Travel
Initiative in the air environment; enhancements to the Visa Waiver Program; increased access
to lost and stolen passport information from multiple sources; introduction of the Fraudulent
Documents Analysis Unit, which issues notices 1o the field regarding detection of fraudulent
documents; and training of carrier agents overseas in documentary requirements and
fraudutent document detection, With regard to the Western Hemisphere Trave! Initiative, since
January 23, 2007, all U.S. citizens and nonimmigrant aliens from Canada, Bermuda and
Mexica entering the United States from within the Western Hemisphere at air ports of entry are
required to present a valid passport. CBP has reported more than 99 percent compliance with
these requirements at air ports of entry. DHS stated that the department is working toward
implementation of the Western Hemisphers Travel initiative for travelers entering the United
States through iand and sea ports of entry, and in June 2007 announced the Notice of
Proposed Rulemaking for the land and sea portions. U.S. and Canadian citizens entering the
United States from within the Western Hemisphere at land and sea ports currently may make a
verbal declaration of citizenship or present a myriad of forms and documents to enter the
country such as birth certificates and drivers’ licenses. On June 8, 2007, because of delays in
processing applications for U.S. passports, U.S. citizens traveling to Canada, Mexico, the
Caribbean, and Bermuda who have applied for but not yet received passports can temporarily
enter and depart from the United States by air with a government issued photo identification
and Department of State official proof of application for a passport through September 30,
2007. With regard to fraudulent documents, CBP reported that it has electronic copies of all
U.S.-issued travel and citizenship documents, with the exception of U.S.-issued passports,
which CBP is working 1o gain access to with the Department of State. When travelers apply for
admission at a port of entry, CBF officers are to scan the document presented by the travelers
1o help minimize the risk of photograph substitution on the documents and the use of canceled
travel documents. Over 4,400 CBP officers have access to the Department of State
Consoiidated Consular Database, which allows officers to view unique visa information. During
2006, CBP stated that it provided ports of entry with the highest rate of fraudulent document
interceptions with comprehensive document examination workstations to better equip them
with the ability to examine questioned documents presented for entry to the United States.
According to CBP, workstations have been deployed at 11 ports of entry, where the equipment
improves the ability of officers to thoroughly inspect documents to detect forgeries. CBP
reported that its Fraudulent Document Analysis Unit received 40,362 fraudulent documents
from the ports of entry during fiscal year 2006, Of this number, there were 7,252 passports
from 84 countries, the majority of which were issued by Mexico and the United States. CBP
also reported that it has deployed ePassport readers to 200 primary inspection lanes at the 33
largest airports to enhance document verification. With regard to tost and stolen passports,
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DHS reported that it has a real-time interface with the State Department that provides data on
all lost or stolen passports reported to the State Department, both United States and foreign.
CBP noted that the programs mentioned above are used in conjunction with US-VISIT
fingerprinting of non-U.S. citizens and resident aliens to provide a biometric authentication of
the document-bearers’ identity and verification of documents’ validity. With regard to the
Immigration Advisory Program, DHS has issued a strategic plan for fiscal years 2007 through
2012,

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has taken actions related to the security of certain documents used to enter
the country by, for example, implementing the Western Hemisphere Travel Initiative at air ports
of entry. However, we have reported on management challenges faced by DHS with regard to
the Western Hemisphere Travsl Inifiative and, although the requirement for implementing the
initiative is not until 2009, we reported that the Departments of Homeland Security and State
have a fong way to go to implement their proposed plans, and the time to get the job done has
been slipping by. We have also reported on risks and chatlenges faced by DHS with regard to
the Visa Waiver Program, such as the timely reporting of stolen passports, and DHS did not
provide us with evidence that it has taken actions to fully address these risks and challenges.
Furthermore, while DHS has made progress in deploying document examination workstations
and ePassport readers to lanes at ports of entry, DHS did not provide us with evidence that it
has yet determined proposed locations for deploying additional workstations. in addition, DHS
has not yet fully used a risk management approach in implementing its Immigration Advisory
Program.

8. Provide adequate  GAO findings: DHS has taken steps to provide training to border security personnel. in Generally

training for all border September 2005, we reported that the creation of CBP within DHS merged border inspection  achieved

related employees  functions at U.S. ports of entry, which had previously been performed by three separate
agencies, We reported that the “One Face at the Border,” initiative created the positions of
CBP officer and CBP agricufture specialist and combined aspects of three former inspector
functions. CBP created a series of training courses to provide former U.S. Customs and former
immigration and Naturalization Service officers with the knowledge and skills necessary to
carry out the responsibifities of this new position. In addition, CBP officers received training to
meet CBP's new mission priority of terrorism prevention. Because agricuitural inspections were
more specialized, CBP officers received training sufficient to enable them to identify potential
agricuftural threats, make initial regufatory decisions, and determine when to make referrals to
CBP agriculiure specialists. We reported that CBP emphasized on-the-job training in an effort
not to piace officers on the job without direct supervisory and tuterial backup. CBP's main
strategy to prepare for figid delivery of training was to provide extensive train-the-trainer
courses so that trainers could return to thelr field sites and instruct officers there. We reporied
that change had not come about without challenges, as many officers were reported to have
resisted changes to their responsibliities, mainly related to the difficulties in learning a new set
of procedures and laws. Officials noted that there has been an enormous amount of required
training for CBP officers, and it could sometimes be overwhelming. For former officers, in
addition t¢ completing an extensive cross-training schedule and new taining retated to
terrorism prevention, there were many other required courses related to their migsion. We
reported that although staffing challenges may ultimately have been relieved with trained
officers able to perform dual inspections, officials noted that it had been extremely difficult to
take staff off-line to complete the “One Face at the Border” training. In March 2007, we
reported that Border Patrol's basic training program exhibited attributes of an effective training
program. However, we also reported while Border Patro! officials were confident that the
academy could accommodate the large influx of new trainees anticipated over the next
2 years, they have aexpressed concerns over the sectors’ ability to provide sufficient field
training. For example, officials were concermned with having a sufficient number of experienced
agents available in the sectors to serve as field training officers and first-line supervisors. We
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reported that the Border Patrol is considering several alternatives to improve the efficiency of
basic training delivery and to return agents to the sectors more quickly. For example, the
Border Patrol is pilot-testing a proficiency test for Spanish that will allow those who pass the
test to shorten their time at the academy by about 30 days, However, we concluded that the
Border Patrol's plan to hire an unprecedented number of new agents over the next 2 years
coutd strain the sectors’ ability to provide adequate supervision and training. Moreover, the
field training new agents receive has not been consistent from sector to sector, a fact that has
implications for how well agents perform their duties. To ensure that these new agents become
proficient in the safe, effective, and ethical performance of their duties, it will be extremely
important that new agents have the appropriate level of supervision and that the Border Patrol
has a standardized field training program. For more information, see Department of Homeland
Security: Strategic Management of Training Important for Successful Transformation,
GAQ-05-888 and Homeland Security: Information on Training New Border Patrol Agents,
GAO-07-540R.

DHS updated information: In May 2007, DHS provided us with updated information on its
efforts to provide training for border security personnel. Specifically, CBP reported that it has
implemented a plan to hire and train 3,800 Border Patrol agents in fiscal year 2007;

4,800 agents in fiscal year 2008; and 850 agents in the first quarter of fiscal year 2009, CBP,
working with the Federal Law Enforcement Training Center, reported making various
modifications to the Border Patrol basic training program to accommodate the volume of new
trainees. CBP also reported that it is designing its post-Academy training to align with the new
Academy program and to use the 2-year Federal Career intern Program, In addition, CBP has
an annual call for training and uses a National Training Plan and a Training Advisory Board to
determine ongoing basic and advanced training requirements. Post-Academy training for
Border Patrof Agents includes a structured academic program with two pass or fail
probaticnary exams, and Border Patrol local offices provide agents with area-specific training
through the Border Patrol Field Training Program. Post-Academy training for CBP officers
working at ports of entry feature classroom, online, and on-the-job experiences linked to the job
that the individual CBP officer will perform in his or her home duty post. According to CBP,
CBP provides in-depth, task-based training to CBP officers that address tasks that the CBP
officer will be called on to perform. In addition, CBP provides “cross-training” to officers from
the former U.S. Immigration and Naturalization Service or Customs Services based on
operational requirements.

Qur assessment: We conciude that DHS has generally achieved this performance expectation.
CBP has established and implemented programs for training its border security personnet.
With regard to basic training, we previously reported that Border Patrol's basic training program
exhibited attributes of an eftective training program. CBP alsc uses a National Training Plan
and a Tralning Advisory Board to determine training requirements. However, in prior work we
reported on various challenges in CBP's provision and adequacy of field-based training. For
example, with regard to Border Patrol agents, we reported that the field training new agents
receive has not been consistent from sector to sector, which has implications for how well
agents perform their duties. In addition, we identified concerns regarding CBP's capacity to
provide training to the projected large influx of new Border Patrol agents over the next 2 years.
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10. Develop staffing GAO findings: CBP has taken actions to develop staffing plans for hiring and allocating human  Generally
plans for hiring and  capital resources to fulfiil the agency’s border security mission. in July 2005 we reported that  achieved
allocating human CBP had taken steps to increase management flexibility in assigning staff to inspection
capital resources o functions and improve staff aflocation in an effort to minimize passenger wait times and ensure
fulfill the agency's the most efficient use of existing staff at airports. We reported that CBP had introduced its
border security “One Face at the Border” program {o increase staffing flexibifity so that staff could conduct
mission different types of inspections within airports. We also reported that CBP was developing a
national staffing model to more systematically allocate existing staff levels at airports
nationwide, however, the model did not address weaknesses identified in Customs’ and U.S.
immigration and Naturalization Service's statfing models in our and the Department of Justice
Inspactor General’s previous audit work. In February 2006, we reported that for program
acquisitions like the America’s Shield Initiative to be successful, DHS needed to, among other
things, have adequate staff to fill positions that have clearly defined roles and responsibilities
and that it had not fully statfed the America’s Shield Initiative program office. One criticism we
had of the former U.S. immigration and Naturalization Service was that because of staffing
shortages, mission staff often had to assume administrative or other functions as a collateral
duty. One effect of assigning mission staff to administrative work was that they were not
spending all of their time on duties needed to accomplish the program’s mission and thus were
not reaching the full potentiat of the program position. in 2005 we found that this was a problem
in some offices. Some officials we contacted in CBP said they had to use mission staff in this
way because they did not have enough administrative suppert to compensate for the
realignment of administrative staff to shared services, the addition of mission personnel that
came as a result of mergers of some programs in the transition, and hiring freezes. As a result,
officers, adjudicators, and investigators in some field offices were taking on administrative work
full-time or as a collaterat duty. For more information, see GAO-06-295 and Homeland
Security: Management Challenges Remain in Transforming Immigration Programs,
GAO-05-81.

DHS updated information: In May 2007, DHS provided us with data on CBP's fiscal year 2007
hiring projections and documentation of its staffing models for various positions within CBP,
such as CBP officers and Border Patral agents. Information on these staffing models is
sensitive.

Our assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has developed staffing models and plans for border security personnel.

11. Ensure adequate GAQ findings: DHS has not yet satisfactorily ensured that CBP inspectors and Border Patrol Generally not
infrastructure and have adequate infrastructure and facilities to support their activities. CBP Field Operations achieved
facitities maintains programs at 20 field operations offices and 327 ports of entry, of which 15 are pre-

clearance stations in Canada and the Caribbean. Border Patrol agents are assigned to patrol

more than 6,000 miles of the nation's land borders and are coordinated through 20 sectors.

CBP's facilities and tactical infrastructure portfolio consisted of CBP-owned and leased

facilities and real estate; temporary structures, such as modular buildings for rapid deployment

and temporary base camps; and other tactical infrastructure, such as fences, lights, and

barriers. Additionally, CBP owned and maintained a motor vehicle fleet; a variety of aircraft

inctuding fixed wing aircraft, helicopters, and unmanned aerial vehicles; and different types of

marine vessels such as hovercrafts, airboats, and high-speed interceptors. Further, the agency

acquired different types of scanning and detection equipment, such as large-scale x-ray and

gamma-imaging systems, nuclear and radiological detection equipment, as well as a variety of

portable and hand-held devices. in February 2007, we reported that CBP's capital planning

process was evolving and not yet mature. Although the agency has established a review and

approval framework that required documentation to (1) describe how a proposed capital project

supports the agency's strategic goals and (2) identify the mission need and gap between

current and required capabilities, we were unable to verify implementation of these practices

due to a lack of non-information technology exampies. Additionally, we reported that CBP has

Page 48 GAD-07-454 Homeland Security Progress Report



136

Performance
P i y of findi Agsessment

not developed a comprehensive, agencywide, long-term capital plan, although it produced
several documents that included some elements of such a plan, For land ports of entry, CBP
implemented a capital investment planning process 1o ensure that facility and real property
funding is allocated in a manner that supports critical facility projects. CBP pileted the capital
investment planning process and the gic resource s on the land port of entry.
in December 2006, we reported that with regard to US-VISIT going forward, DHS plans to
introduce changes and enhancements to US-VISIT at fand ports of entry, including a transition
from digitafly scanning 2 fingerprints to 10. While such changes are intended to further
enhance border security, deploying them may have an impact on aging and space-constrained
land ports of entry facilities because they could increase inspection times and adversely affect
port of entry operations. Moreover, our previous work showed that the US-VISIT program office
had not taken necessary steps to help ensure that US-VISIT entry capability operates as
intended. For example, in February 2006 we reported that the approach taken by the US-VISIT
program office to evaluate the impact of US-VISIT on land port of entry facilities focused on
changes in 1-94 processing time at 5 ports of entry and did not examine other operational
tactors, such as US-VISIT's impact on physical facilities or work force requirements. As a
result, program officiats did not always have the information they needed to anticipate
problems that occurred, such as problems processing high volumes of visitors in space
constrained facilities. For more information please see GAO-07-248 and Federal Capital: Three
Entities’ Implementation of Capital Planning Principles is Mixed. GAQ-07-274.

DHS updated information: in May 2007, DHS provided updated information outlining steps it
has and is taking to improve land ports of entry inspection and Border Patrol facilities so they
effectively meet mission requirements, CBP plans to extend the methodolegy piloted on land
ports of entry to air and sea ports of entry by the end of 2007. According to DHS, its fiscat year
2007 to 2011 Construction Spending Plan includes a rapid response compenent to address
urgent facifity requirements for the 6,000 new Border Patrol agents who will be deployed
between fiscal year 2007 and December 2008 as well as the existing facility gap for

3,400 currently deployed agents. According to DHS, the focus of the rapid response effort is
the Border Patro!l Stations, which will accommodate the vast majority of new agents. Border
Patrol sector headquarters, checkpoints, horse stables, and remote processing facilities are
included in CBP's investment strategy, but not in the rapid response solutions since they are
minimally affected by the increase in deployment.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. According to DHS, there is an existing facility gap for 3,400 currently deployed
Border Patrol agents, and although DHS is planning a rapid response to a legisiative mandate
requiring a large staffing increase by the end of 2008, DHS has not yet sufficiently increased
infrastructure and facilities. Furthermore, as we previously reported, DHS's capital investment
planning process is not yet mature and has only been piloted at the land ports of entry. In
addition, with regard to US-VISIT, we reported on various infrastructure-related difficulties
which could affect effective implementation of the program.

12. Leverage GAO and DHS IG findings: DHS has worked 1o leverage its resources to secure the border, but Generally not
technology, has faced challenges in doing so. For exampie, CBP's Interagency Border Inspection System  achieved
personnel, and has sought to improve screening of travelers entering the United States at ports of entry by
information to secure utilizing terrorist information that the National Terrorist Screening Center gathers and
the border consolidates. The DHS IG reported, though, that the name-based watch lists that this system

utilizes had been prone 16 repeated faise hits for the same individual on different trips, a

situation that results in CBP officers conducting secondary inspections of the travelers every

time they enter the United States, an inefficient use of the officers’ time. In addition, in

December 2006 we reported that DHS has not yet articulated how US-VISIT is to strategically

fit with other land-border security initiatives and mandates, and thus cannot ensure that these

programs work in harmony to meet mission goals and operate cost effectively. We noted that

agency programs need to properly fit within a common strategic context governing key aspects
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of program operations, such as what functions are to be performed, what facility or
infrastructure changes will be needed to ensure that they operate in harmony and as intended,
and what standards govern the use of technology. We reported that untit decisions on DHS's
border security initiatives are made, it remains unclear how programs will be integrated with
US-VISIT, if at all—raising the possibility that CBP would be faced with managing differing
technology platforms and border inspection processes at each land port of entry. We reported
that knowing how US-VISIT is to work in concert with other border security and homeland
security initiatives and what facility or facility modifications might ke needed could help
Congress, DHS, and others better understand what resources and tools are needed to ensure
success. For more information, see GAC-07-248 and Terrorist Watch List Screening: Efforts to
Help Reduce Adverse Effects on the Public, GAO-06-1031. Also, see Department of Homeland
Security Office of Inspector General, Review of CBP Actions Taken to Intercept Suspected
Terrorists at U.8. Ports of Entry, OiG-06-43 (Washington, D.C.: June 2006).

DHS updated information: In April 2007, DHS reported that its Interagency Border inspection
System and US-VISIT are well integrated at air, sea and land border ports. According to CBP,
CBP officers at these ports of entry are able to screen travelers against both biographic and
biometric watch lists in addition to verifying identities and travel documents, CBP reported that
talse hits on watch lists have been addressed with an enhancement that allows port personnel
to identify the subjects if false hits in the system to prevent hits on subsequent trips. US-VISIT
and other border and port systems utilize the same architecture and infrastructure to minimize
costs and promote information sharing. Additionally, DHS stated that the Secure Border
initiative Strategic Plan is bringing clarity of mission, effective coordination of DHS assets, and
greater accountabifity to the work of DHS in securing the nation’s borders. Moreover, according
to DHS, Operation Streamline, launched in December 2005, is a coordinated effort among
CBP, ICE, and the Department of Justice t¢ create a zero tolerance zone for ilfegal entries in
the Del Rio Office of Border Patrol sector. Beginning with a 5 mile stretch of the border,
Operation Streamline now spans the entire 210 mile Del Rio Sector Border.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Although DHS has taken some actions to leverage technology, personnel, and
information to secure the border, such as using waich lists, more work remains. For example, it
is still unclear how US-VISIT will work with other border security inltiatives, including the
Secure Border initiative. While the Secure Border Strategic Plan provides some information on
how the various border security initiatives relate, the plan does not fully describe how these
initiatives will interact once implemented. In addition, the further development and
implementation of SBinet will be key to DHS efforts in achieving this performance expectation,
but SBinet Is stilt in the early phases of implementation.

Assessment

Source: GAD analysis.

Note: An 1t of achieved” indi that DHS has taken sufficient actions to satisfy
most of the ion. However, an i " does not signify
that no further action is required of DHS or that functions ccvered by the expectation cannot be
further improved or enhanced. Canversely, “generally not achieved” mdicates that DHS has not yet
taken sufficient actions 1o satisfy most of the p An of
“generafly not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enabie us to clearly determine the extent to which DHS has
achieved the pi we i "no made.”

“In addition to DHS, other agencies, such as the Department of Justice, have a role to play in
deveioping a strategy to detect and interdict illegal flows of goods in the country. This performance
expectation is focused on DHS's roles and in ping a strategy for and
interdicting illegal flows of goods into the United States.
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*Is addition to DHS, other agencies, such as the Depariment of Justice, have a role to play in
detecting and interdicting iltegat ﬂows of goods in the country. This parformance expectallon is
focused on DHS's roles and ing a strategy for di icting
illegal flows of goods into the United States. We address cargo security in the context of maritime
security in a later section of this repon.

“We address those programs related to maritime cargo security, for example the Customs-Trade
Partnership Against Terrorism and the Container Security Initiative, in a later section of this report.

“in addition to DHS, other agencies, such as the Department of State, have a role to play in
implementing effective security reasures in the visa issuance process, This performance expectation
is focused on DHS's roles and responsibilities in implementing effective security measures in the visa
issuance process-—namely the Visa Security Program.

"Other agencies, such as the Department of State, have responsibilities for enhancing the security of
documents used to enter the United States.

DHS Has Made Moderate
Progress in Immigration
Enforcement

DHS is responsible for enforcing U.S. immigration laws. Imnmigration
enforcement includes apprehending, detaining, and removing criminal and
illegal aliens; disrupting and dismantling organized smuggling of humans
and contraband as well as human trafficking; investigating and
prosecuting those who engage in benefit and document fraud; blocking
and removing employers’ access to undocumented workers; and enforcing
compliance with programs to monitor visitors. Within DHS, ICE is
primarily responsible for immigration enforcement efforts. In particular,
ICE’s Office of Investigations is responsible for enforcing immigration and
customs laws and its Office of Detention and Removal Operations is
responsible for processing, detaining, and removing aliens subject to
removal from the United States.

As shown in table 18, we identified 16 performance expectations for DHS
in the area of immigration enforcement, and we found that overall DHS
has made moderate progress in meeting those expectations.” Specifically,
we found that DHS has generally achieved 8 of the performance
expectations and has generally not achieved 4 other performance
expectations.™ For 4 performance expectations, we could not make an
assessment. In meeting its performance expectations, ICE faced budget
constraints that significantly affected its overall operations during fiscal
year 2004. For example, ICE was faced with a hiring freeze in fiscal year
2004 that affected its ability to recruit, hire, and train personnel. Over the

“We did not include DHS's trade enforcement functions, such as export enforcement, in
our review because we have completed liraited work in this area.

*'DHS undertakes these efforts in accordance with the Immigration and Nationality Act of
1952, as amended. See generally US.C. § 1101 et seq.
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past 2 years, ICE has reported taking actions to strengthen its immigration
enforcement functions and has, for example, hired and trained additional
personnel to help fulfill the agency’s mission.
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Table 18: Performance Expectations and Progress Made in immigration Enforcement

Assessment
G ity y not Ne
Performance expectation achieved achieved made
1. Develop a program to ensure the timely identification and removal of v
noncriminat aliens subject to removal from the United States
2. Implement a program to ensure the timely identification and removal v
of noncriminal aliens subject to removal from the United States
3. Ensure the removal of criminal aliens ¥
4. Assess and prioritize the use of alien detention resources to prevent v
the release of afiens subject to removal
5. Develop a program to aliow for the secure alternative detention of v
noncriminal aliens
6. implement a program to allow for the secure alternative detention of v
noncriminal aliens
7. Develop a prioritized worksite enforcement strategy to ensure that v
only authorized workers are employed
8. Implement a prioritized worksite enforcement strategy to ensure that v
only authorized workers are employed
9. Develop a comprehensive strategy to interdict and prevent trafficking v
and smuggling of aliens into the United States
10. Implement a comprehensive strategy to interdict and prevent v
trafficking and smuggling of aliens into the United States
11. Develop a law enforcement strategy to combat criminal alien gangs v
in the United States and cross-border criminal activity
12. implement a law enforcement strategy to combat criminal alien v
gangs in the United States and cross-border criminal activity
13. Distupt and dismantie mechanisms for money laundering and v
financial crimes
14. Develop a program to screen and respond to local faw enforcement
and community complaints about aliens who many be subject to v
removal
15. Develop staffing plans for hiring and allocating human capital v
resources to fulfill the agency’s immigration enforcement mission
18. Provide training, including foreign language training, and equipment
for all immigration enforcement personnel to fulti! the agency's v
mission
Total 8 4 4

Source: GAO analysis.
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Note: An of lly achieved” indi that DHS has (aken sufficient actions to satisfy
most of the ion. Howaver, an K hieved” does not signify
that no further action is required of DHS or that ions coverad by the cannot be
further improved or enhanced. C L liy not i " indicat that DHS has not yet
taken sufficient actions to satisfy most of the pi ). AR

“generally not achieved” may be warranted even where DHS has put forth substantial effort to sahsfy
some but not most elements of an expectation. In cases when we or the DHS |G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly gdetermine the extent to which DHS has

achieved the performance we } made.”

Table 19 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of immigration enforcement and our assessment of whether DHS has
taken steps to satisfy most of the key elements of the performance
expectation {(generally achieved) or has not taken steps to satisfy raost of
the performance expectation’s key elements (generally not achieved).

Table 18: Performance Exp and A of DHS Prog in
Performance
p i y of findi Assessment
1. Develop a program to  GAQ and DHS IG findings: DHS has taken actions 1o develop programs 1o help Generally achieved
ensure the timely ensure the timely identification and removal of noncriminal aliens subject to removal
identification and from the United States. In June 2003, ICE established the Compliance Enforcement

removal of noncriminal  Unit to reduce the number of aliens who had violated the terms of certain types of

aliens subject to removal visas and were residing in the United States. According to the DHS IG, the National

from the United States  Security Entry-Exit Registration System, the Student and Exchange Visitor System,
and the United States Visitor and lmmigrant Status Indicator Technology identify visa
viclators, These three systems are designed to track a specific segment of the

nonimmigrant population and provide ICE with information concerning visa overstays.

The DHS |G reported that when compliance violations were identified, enforcement
actions must Identify, locate, and apprehend violators. Once apprehended, violators
must be detained, adjudicated, and removed. We have ongoing work assessing DHS

guidelines for removing afiens from the United States who are subject to removal. For

more information, see Department of Homeland Security Office of :nspecxor General,
Review of the immigration and Customs Enfo. s C liance Er

Unit, O1G-05-50 (Washington, D.C: September 2005); Detention and Removal of
Hiegal Aliens, QlG-06-33 (Washington, D.C.: April 2008); An Assessment of United
States Immigration and Customs Enforcement’s Fugitive Operations Teams,
O1G-07-34 (Washington, D.C.: March 2007); and Review of U.S. ICE's Detainee
Tracking Process, O1G-07-08 (Washington, D.C.: November 2008},

DHS updated information: In March, Aprit, and May 2007, ICE provided updated
information on its efforts to ensure the timely identification and removal of aliens
subject to removal from the United States. ICE established the National Fugitive
Operations Program in fiscal year 2003 to reduce the number of fugitive aliens in the
United States and established the Fugitive Operations Support Center in June 2006
to aid in accounting for and reporting on the U.S. fugitive alien population, reviewing

cases in ICE’s Deportable Alien Contro! System, developing targeted field operationat

initiatives, assessing national absconder data, and providing comprehensive leads
and other support to field offices. ICE reported establishing fiscal year goals for the
Fugitive Operations Teams located throughout its field offices. Each field office,
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based on the number of teams located within its area of operational responsibility, is
expected to arrest 1,000 fugitive targets and targets’ associates. Furthermore, the
Fugitive Operations Support Center has a goal of eliminating another 26,000 fugitive
cases annually as a result of data integrity updates to ICE's Deportable Alien Controt
System.

Cur assessment: We conclude that DHS has generally achieved this perdformance

expectation as DHS has taken actions to develop a program to ensure the timely
identification and removal of aliens subject to removal from the United States.

2. Implement a program  GAQO and DHS IG findings: Various factors have affected DHS’s efforts to identify and  Generally not
to ensure the timely remove noncriminal aliens subject to removal from the United States in a timely achieved
identification and manner. According to the DHS {G, in recent years the number of “other than Mexican”
removal of noncriminal  aliens that DHS has apprehended has been rising, and such aliens have consumed
aliens subject to removal more ICE resources because they cannot simply be returned over the border. in Aprit
from the United States 20086, the DHS IG found that Detention and Removal Operations was unable to
ensure the depanture from the United States of alt removable aliens. In April 2008, the
DHS (G reported that of the 774,112 illegal aliens apprehended during the prior
3 years, 280,987 (36 percent) were released largely due 1o a lack of personnel, bed
space, and funding needed to detain illegal aliens while their immigration status was
being adjudicated. The DHS G noted that their release presented a significant risk
due to the inability of CBP and ICE to verify the identity, country of origin, and terrorist
or criminat affiliation of many of the aliens being released. Further, the DHS IG
reported that the declining personnel and bed space level was occurring when the
number of illegal aliens apprehended was increasing. The DHS IG stated that even
though the Detention and Removal Operations had received additional funding and
enhanced its Fugitive Operations Program, it was unlikely that many of the released
afiens would ever be removed. ICE has encountered trouble deporting other than
Mexican aliens because it has to first obtain travel documents from the aliens’
countries of origin in order to repatriate them, and some countries have been
unwilling to issue these documents. The DHS 1G found that this unwillingness on the
part of the countries of origin to issue trave! documents created a “mini-amnesty”
program for some aliens and also encouraged aliens to enter the United States
iltegally if they knew that their countries did not cooperate. DHS reported that it was
working with the Department of State to address travel documents and related issues
preventing or impeding the repatriation of aliens, particularly to Central and South
American countries. However, the DHS 1G reported that these efforts had yet to fully
address the potentiat nationa! security and public safety risks associated with DHS's
inability to remove tens of thousands of illegal afiens. In addition, in March 2007, the
DHS G reporied on DHS's National Fugitive Operations Program. The purpose of the
program is to identify, locate, apprehend, and remove aliens—both criminal and
nongriminal—who have unexecuted final orders of removal. This program analyzes
data contained in various systems, such as the Student and Exchange Visitor
Information Systemn that contains information on international students and exchange
visitors, to identify those who may have violated their terms of entry or who might
otherwise pose a threat to national security. The DHS IG found that the backlog of
fugitive aliens increased despite Fugitive Operation Teams' efforts and that the
teams’ efforts were hampered by insufficient detention capacity; database limitations;
and inadequate working space. Additionally, the DHS IG reported that the removal
rate of fugitive aliens apprehended by the teams could not be determined. The DHS
1G noted that progress had been made in staffing the teams and that the teams had
effective partnerships with federal, state, and local agencies. We have ongoing work
assessing DHS guidelines for removing aliens from the United States who are subject
1o removal. For more information, see Depariment of Homeland Security Office of

Page 55 GAO-07-454 Homeland Security Progress Report



143

Performance

v of finding

Assessment

Inspector General, Detention and Removal of iflegal Aliens, O1G-06-33 (Washington,
D.C.: Aprii 2008); An Assessment of United States Immigration and Customs
Enforcement’s Fugitive Operations Teams, O1G-07-34 (Washington, D.C.: March
2007); and Review of U.S. ICE'"s Detainee Tracking Process, OlG-07-08
{Washington, D.C.: November 2008).

DHS updated information: In March, April, and May 2007, ICE provided data on the
results of its efforts to implement a program to ensure the timely identification and
removal of aliens subject to removal from the United States. According to DHS, under
the Secure Border Initiative, DHS has ended “catch and release” of non-Mexican
nationals apprehended at or near U.S. borders. DHS stated that it remains committed
to & “catch and return” regime, ensuring that no alien is released due to lack of
detention capacity in fiscal years 2006 and 2007, DHS also reported that the average
length of time spent in detention by an alien during removal proceedings has
generally decreased from about 41.5 days in fiscal year 2002 to about 33.7 days as of
August 31, 2008. However, ICE reported that during the first & months of fiscal year
2007, the average length of stay increased to 38.5 days. ICE officials noted that
various factors can affect the average length of stay, such as the unwillingness of
foreign countries to issue travel documents and the type pf proceeding in which an
alien is placed (e.g., expedited removal or a full hearing).” ICE also stated that
increased use of electronic travel documents and video teleconferencing have helped
reduce delays that have contributed 1o longer periods of detention. ICE officials noted
that decisions by foreign countries to refuse or delay issuance of travel documents
are outside the control of DHS, and ICE has stationed a full-time liaison officer at the
Department of State to help improve relations with the Department of State and
foreign countries. ICE reported that it has improved relations with Central American
countries in particular regarding the issuance of travel documents and noted, for
example, that El Salvador, Guatemala, and Honduras—which are among the
countries with the highest number of removals from the United States—have agreed
to use ICE's Electronic Travel Document System. With regard to its National Fugitive
Operations Program, ICE reported that at the end of fiscal year 2008, it had depioyed
50 Fugitive Operations Teams nationwide and noted that 75 such teams have been
fully funded for fiscal year 2007. Additional information reported by ICE on its effort to
identify and remove criminal aliens from the United States is provided under the next
performance expectation.

Our assessment: We conciude that DHS has generally not achieved this performance
expectation, DHS has undertaken efforts to ensure the timely identification of aliens
subject to removal from the United States and provided us with data on its efforts,
including data on the number of removable aliens arrested. DHS also provided us
with data on the average length of time spent in detention by aliens during removal
proceedings. While the average length of stay has generally decreased over time,
DHS still faces difficulties in ensuring the removat of all aliens subject to removal from
the United States in a timely manner. First, the average length of stay for an afien in
detention between October 20086 and the end of February 2007 has increased from
the fiscal year 2006 level: it remains to be seen whether the average of length of stay
in fiscal year 2007 will increase, decrease, or stay the same as the fiscal year 2006
level. Second, the DHS IG reported that DHS has faced difficulties in removing aliens
from the United States because of the unwillingness of some countries to provide the
necessary travel documents, a circumstance that may be outside of DHS's control but
that DHS has implemented efforts to help address, such as negotiating memoranda
of understanding with foreign countries. DHS has finalized memorandum of
understanding with three countries, and is working with other countries to expand use
of the Electronic Travel Document System. Nevertheless, as previously suggested by
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the DHS IG, these efforts may not yet fully address the potential national security and
public safety risks associated with DHS's inability to remove tens of thousands of
legal atiens, Third, DHS has faced chatlienges in identifying aliens for removal from
the United States and, according to the DHS G, the fugitive alien population appears
to be growing at a rate that exceeds Fugitive Operations Teams' ability io apprehend.

3. Ensure the removal of  GAO and DHS IG findings: Our work and the DHS (G's work have shown that DHS Generally not

criminal afiens has faced difficulties in its efforts to ensure the removal of criminal aliens from the achieved
United States. in October 2004 we reported that although the legacy U.S. Immigration
and Naturaiization Service was to identify and remove criminal aliens as they came
out of federal and state prison systems, it had failed to identify all removable
imprisoned criminal aliens, Some who were released from prison committed and were
convicted of new felonies. At that time, ICE Detention and Removal Operations
officials, who took over the program from the immigration and Naturalization Service,
stated that they were taking steps to ensure the departure of all removable aliens. For
example, they established fugitive operations teams. In April 2008, the DHS [G also
reported that the expansion of the Criminal Alien Program, which identifies and
processes criminal aliens incarcerated in federal, state, and local correctionat
institutions and jails who have no legal right to remain in the United States after
serving out their sentence, would create more demands for the Detention and
Removai Operations to detain, process, and remove illegal atiens. The DHS IG
concluded that DHS and ICE needed to ensure that any planned increase in the
Detention and Removal Operations’ ability to identify and remove criminal aliens be
accompanied by a comparable increase in support personnel, detention bed space,
equipment, infrastructure, and funding to ensure the timely removal of criminal aliens
from the United States. Besides the lack of bed space, the DHS 1G reported that the
Detention and Removal Operations’ ability to detain and remove illegal aliens with
final orders of removal was affected by (1) the propensity of illegal aliens to disobey
orders to appear in immigration court; (2) the penchant of released iflegal aliens with
final orders to abscond; {3) the practice of some countries to block or inhibit the
repatriation of its citizens; and {4) two U.8. Supreme Court decisions that mandate
the release of criminal and other high-risk aliens 180 days after the issuance of the
final removal order except in “Special Circumstances.” The DHS IG reported that,
collectively, the bed space, personnel, and funding shortages, coupled with the other
factors, had created an unofficial “mini-amnesty” program for criminal and other high-
risk aliens. For more information, see Immigration Enforcement: DHS Has
Incorporated Immigration Enforcement Objectives and Is Addressing Future Planning
Requirements, GAO-05-66. Also, see Department of Homeland Security Office of
Inspector General, Detention and Removal of illegal Aliens, OIG-06-33 {Washington,
D.C.: April 2008); An Assessment of United States Immigration and Customs
Enforcement’s Fugitive Operations Teams, OiG-07-34 (Washington, D.C.: March
2007); and Review of {1.8. ICE's Detainee Tracking Process, OlG-07-08
{Washington, D.C.: November 2006).

DHS updated information: During March, April, and May 2007, ICE provided updated
information on its efforts to ensure the removal of criminal aliens from the United
States. According to ICE, there are no data on the universe of aliens incarcerated in
state and focal jails who are amenable to removal proceedings. This is because
prisons and jails utilize independent booking software that tracks place of birth in
different ways. Additionally, information on piace of birth is not sufficient to determine
whether an individual is an alien subject to removal from the United States. According
1o ICE, while it does not know the exact number of incarcerated criminal aliens
subject to removal at this time, there are approximately 158,000 incarcerated criminal
afiens with immigration detainers within the Enforcement Operational immigration
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Records system, ICE's administrative case management system. In June 2006 and in
support of its Criminal Alien Program, ICE established the National Detection
Enforcement and Processing Offenders by Remote Technology Center in Chicago,
liiinols to help in the screening, interviewing, and removal processing of criminal
afiens in federal detention facilities throughout the United States to heip ensure that
these criminal aliens are deported rather than released into the community upon
completion of their federal sentences. ICE reported that this center has screened
more than 9,200 incarcerated criminal aliens, issued nearly 7,000 charging
documents, and located nearly 1,000 afien absconders. Moreover, ICE reporied that it
has finalized agreements with nine local law enforcement agencies o work with these
agencies to take into custody and remove aliens convicted of crimes at the state and
local level. Using these partnerships and other measures, ICE reported that as of
March 2007, its Criminal Alien Program has provided coverage for 1,674 of the

4,828 federal, state, and local jails and prisons nationwide, including for all

114 Bureau of Prisons federal detention facilities. ICE reported that for fiscal year
2007 it has set a target of removing 90,000 afiens from U.S. prisons and jails and, for
fiscal year 2007, is on pace to double the approximately 60,000 charging documents
it issuied through the Criminal Alien Program in fiscal year 2008. ICE plans to expand
coverage of the Criminal Alien Program to 3,400 covered facilities by fiscal year 2009,
According to ICE, each Criminal Alien Program team is expected to process

1,800 new administrative cases per year. ICE also reported that from Qctober 1,
2006, through March 31, 2007, it has removed more than 17,000 Bureau of Prison
non-U.8. citizen inmates. Hf the bureau releases a similar number in fiscal year 2007
as it released in fiscal year 2006 (about 26,600, according to ICE), ICE reported that it
is on track to remove all removable aliens released from the Bureau of Prisons in
fiscal year 2007. Overall, ICE projects that in fiscal year 2007, it will process for
removal more than 120,000 removable aliens located in prisons and jails nationwide.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Although DHS has made progress in removing criminal aliens from the
United States, much more work remains. For example, DHS has taken actions to
expand its Criminal Alien Program to remove criminal aliens subject to removal from
the United States after they complete their sentences in federal, state, and local
caorrectional institutions and jails. However, ICE has not yet expanded the Criminal
Alien Program or taken actions to ensure coverage of ali federal, state, and local
correctional institutions and jails. ICE has reached agreements with only nine local
iaw enforcement agencies to remove aliens convicted of crimes at the state or local
level. As a result, ICE may not be abie to fully ensure the removal of criminal aliens
from facilities that are not covered through the Criminal Alien Program or agreements
with local law enforcement agencies. Moreover, the DHS G reported that ICE faces a
variety of challenges in its efforts to expand the Criminal Alien Program, and DHS did
not provide us with evidence that it has yet addressed these challenges.

4. Assess and prioritize  GAO and DHS IG findings: DHS has taken actions to assess and prioritize use of Generally achieved
the use of alien afien detention and removal resources. In November 2005, the DHS 1G reported that
detention resources to  the separation of CBP's apprehension components from Detention and Removal
prevent the release of  Operations created challenges in national coordination because the two are part of
aliens subject to removal different agencies that pursued different sets of priorities and each has its own
planning process. The DHS G noted that Detention and Removal Operations
prepared detention bed space and staff needs projections without the benefit of CBP
apprehension and arrest projections, while CBP developed its future apprehension
initiatives without the benefit of insight into Detention and Removal Operations’ future
processing capability, In an effort to achieve better efficiency and effectiveness, ICE
and CBP negotiated a memorandum of understanding between Border Patrol agents
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and ICE investigators, although employees of both agencies noted persisting
coordination problems in the apprehension and detention process. Other factors that
increased the number of aliens that the Detention and Removal Operations have
detained include the rising number of aliens that require mandatory detention and
Detention and Removal Operations’ improved ability to identify criminal aliens who
are incarcerated in correctional institutions and jails and who will be subject to
removal upon refease from jail. The DHS 1G also found that ICE has worked to
improve strategic planning for detention resources, and the ICE Detention and
Removal Operations issued a strategic plan in 2003 called “Endgame.” This plan
includes specific objectives for optimizing the means for detaining illegal aliens,
including (1) ensuring sufficient and appropriate bed space is available based on
detention category, characteristic, and condition of release; (2) enhancing
partnerships with other federal detention agencies for better use of their resources, to
include facilities and training; and (3} developing a National Custody Management
Plan promoting the effective utilization of avallable bed space and alternative
detention settings. The plan identified several significant challenges, many beyond
DHS's control, including the number of aliens 1o remove, limited resources, political
will, foreign governments, and nonremovabie afiens. The DHS G reported that, for
these reasons, DHS needed to intensify its efforts to provide ICE with the resources
and interagency support needed to overcome these chalienges. For more
information, see Department of Homeland Security Office of inspector General,

An Assessment of the Proposal to Merge Customs and Border Protection with
Immigration and Customs Enforcement, 01G-06-04 (Washington, D.C.: November
2008); ICE’s Compliance with Detention Limits for Aliens with a Final Order of
Removal from the United States, 01G-07-28 (Washington, D.C.: February 2007);
Treatment of Immigration Detainees Housed at Immigration and Customs
Enforcement Facilities, OlG-07-01 {Washington, D.C.: December 2006); Review of
U8, ICE’s Detainee Tracking Process, OIG-07-08 (Washington, D.C.: November
2006); and Detention and Removal of lilegal Aliens, Q1G-06-33 (Washington, D.C.:
April 2006).

DHS updated information: in March 2007, ICE provided updated information on
efforts to assess and prioritize use of alien detention and remaval resources.
According to ICE, successful enforcement gies and the requil to manage
within [CE’s operational budget have resulted in a situation where Detention and
Removal Operations has exceeded its funded bed space level and therefore must
apply rigorous criteria to determine which apprehended afiens are detained.
According to DHS, ICE detains all aliens who pose a threat to community safety or
national security, and those required 1o be detained under the nation's immigration
laws, In fiscal year 2008, ICE added 7,000 beds in faciiities along the southern
border, and in the first quarter of fiscal year 2007 added 2,000 beds. In order to
ensure the availability of bed space in the future, ICE introduced a formal capacity
planning program designed to provide advance notice of future bed space
requirements and collaborated with apprehending entities to obtain apprehension
forecasts to project short and long term needs. The Detention Operations
Ceordination Center, established in July 2006, coordinates the transfer of detainees
from field offices with a shoriage of detention space o those with available beds. ICE
also reported that the detainee transportation system has been restructured to
increase in-flight setvice routes for longer, more cost effective flights. ICE reported
that as it creates models to determine detention capacity needs, Detention and
Removal Operations is taking account of the capacity needs of CBP and ICE and is
working with the U.8. Bureau of Prisons, U.S, Citizenship and tmmigration Services,
and the Departments of Justice and State to develop a more efficient detention and
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removal system.

QOur assessment; We conclude that DHS has generally achieved this performance
expectation. While the availability of detention space depends on resources, DHS has
taken actions to assess and prioritize the use of alien detention resources to prevent
the release of aliens subject to removal by increasing bed space, relocating
detainees, and better coordinating with relevant agencies. DHS has also taken
actions to develop and implement a capacity planning program to identify future bed
space requirements and has established priorities for bed space needs.

5. Develop a program to  GAO findings: DHS has made progress in developing programs fo aliow secure Generally achieved
allow for the secure alternatives to detention. in October 2004, we reported that Detention and Removal
alternative detention of  Operations planned to use the results of its pilot programs (e.g.. electronic monitoring
noncriminal afiens and home visits of nondetained aliens) to determine which efforts intended to prevent
nendetained allens from flesing while in immigration proceedings would merit
additional funding.

DHS updated information: In March 2007, |CE provided updated information on its
Intensive Supervision Appearance Program and its Electronic Monitoring Program,
According to ICE, under the Intensive Supervision Appearance Program, established
in June 2004 and only available to aliens not subject to mandatory detention, all
participants must agree to comply with the conditions of their release. Case
speciaists are then assigned a limited caseload of participants and are responsible
for monitoring those participants in the community by using tools such as slectronic
monitoring (bracelets), home visits, work visits, and reporting by telephone. The
Electronic Monitoring Program is a reporting and case management toot for aliens
released from custody that utilizes telephone reporting and electronic devices, such
as radio frequency and Global Positioning System technology, fo identify a
nondetained alien's location and heip ensure the alien's appearance at scheduled
hearings and, as appropriate, the alien's scheduled removal. Last, DHS is conducting
research on piloting a program that would utilize a kiosk-type hardware like the US-
VISIT program to which an alien could report monthly. instead of reporting to a
deportation officer, the alien would scan his fingerprint and have his photo taken at
the kiosk, which would be linked to appropriate databases.

QOur assessment; We conclude that DHS has generally achieved this performance
expectation. DHS has developed two programs that allow for the secure alternative
detention of noncriminal atiens—the intensive Supervision Appearance program and
the Electronic Monitoring Program—and is exploring other alternatives to detention
for noncriminal aliens.

8. implement a program  GAQ findings: We have not conducted work on DHS's efforts to provide for the No assessment
to allow for the secure  secure alternative detention of noncriminal aliens. made

aiterngt)ye detention of DHS updated information: In March 2007, ICE provided updated information on its

noncsiminal aliens efforts to provide alternatives to detention. ICE reported that under its Intensive
Supervision Appearance Program there has been an 82 percent court appearance
rate, as compared to 61 percent for the general nondetained population and that
47 percent of program-enrolied aliens who received final removat orders were
confirmed to have left the United States compared to 13 percent of aliens in the
nondetained general population believed to have compiled with removal orders.
According to ICE, since the inception of the Electronic Monitoring Program in 2003,
the program has been used by almost 9,100 aliens and is currently used by
8,500 aliens. {CE noted that the number of aliens who have participated in these
programs has been relatively small and that only certain aliens are eligible to be
detained through these programs. ICE noted that no iimit exists on the total number of
aliens whe can be monitored under the pragram. Furthermore, ICE noted that it is
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working to improve its alternative to detention programs by, for exampie, exploring
additional supervision technologies and developing a memorandum of understanding
with the Executive Office for Immigration Review to fast-track alternative-to-detention
participants through the immigration hearing process. In addition, ICE reported that it
is planning 1o expand its programs for secure alternative detention 1o increase
programs' capacity to aliow for a total detained popuiation of 10,500 aliens.

Our assessment: We cannot assess of the extent to which DHS has generally
achieved this performance expectation. We have not completed work related to
DHS's effort to implement a program for secure alternatives to detention, and while
DHS provided us with some information on its implementation efforts, we are unable
to assess DHS's progress in achieving this performance expectation based on this
information.

7. Develop a prioritized
warksite enforcement
strategy to ensure that
only authorized workers
are employed

GAO findings: Our work has shown that DHS has taken actions to develop a Generally achieved
prioritized worksite enforcement program. As part of the Secure Border Initiative, in

Aprif 2006 ICE announced a new interior enforcement strategy to target employers of

unauthorized aliens, immigration violators, and criminal networks. As we testified in

June 2006, under this strategy, ICE has planned to target employers who knowingly

employ unauthorized workers by bringing criminal charges against them. For more

information, see fgration Ei W Hinder Empl it

Verification and Worksite Enforcement Ffiorts, GAQ-06-895T and /mmigration

Enforcement: Weaknesses Hinder Employment Verification and Worksite

Enforcement Efforts, GAQ-05-813.

DHS updated information: in March 2007, (CE provided updated information on its
worksite enforcement program, Specifically, ICE reported that its worksite
enforcement strategy includes (1) critical infrastructure protection, (2) criminal
investigations of egregious employer violators, and (3) enhanced employer
compliance and outreach through implementation of the ICE Mutual Agreement
between Government and Employers. As part of its critical infrastructure protection
efforts, ICE has undertaken enforcement actions to remove unauthorized workers
from critical infrastructure sites, as those unauthorized workers may pose a threat to
sensitive facilities. ICE has alsc engaged in criminal investigations targeting
unscrupulous employers for significant criminal viclations and has sought to
prosecute employers' managers who knowingly hire unauthorized workers. ICE has
also announced the first nine charter members of the ICE Mutual Agreement between
Government and Employers, a program designed to build cooperative relationships
between the federal government and businesses to strengthen hiring practices and
reduce the employment of unauthorized workers, Through the program, ICE seeks to
encourage industry compliance through enhanced employer training and education,

Our assessment: We conclude that DHS has generally achieved this performance
expectation. DHS has developed a prioritized worksite enforcement strategy focused
on critical infrastructure protection and egregious employers and has provided
employers with a tool for enhanced training and education on compliance with laws
prohibiting the employment of unauthorized workers.

8. implement a
prioritized worksite
enforcement strategy to
ensure that only
authorized workers are
employed

GAQ findings: Our work has shown that DHS has faced challenges in implementinga Generaily not
prioritized worksite enforcement strategy. in August 2005 and June 2006 we reported  achieved
that worksite enforcement was one of various immigration enforcement programs that

competed for resources among {CE responsibilities and that worksite enforcement

had been a relatively low priority. We reported that competing needs for resources

and difficulties in proving that employers knowingly hired unauthorized workers

hindered ICE's worksite enforcement efforts. In addition, ICE officials stated that the

lack of sufficient detention space limited the effectiveness of worksite enforcement

Page 61 GAO-07-454 Homeland Security Progress Report



149

Performance

p

Assessment

y of finding

efforts. We also noted that the availability and use of fraudulent documents made it
difficult for ICE agents to prove that employers knowingly hired unauthorized workers.
We reported that the number of notices of intent to fine issued to employers for
improperly completing paperwork or knowingly hiring unauthorized workers generaily
declined batween fiscal years 1999 and 2004. We also reported that the percentage
of ICE agent work-years spent on worksite enforcement generally decreased between
fiscal years 1999 and 2003. In addition, we reported that ICE tacked outcome goals
and measures that hindered its abifity to effectively assess the resuilts of its worksite
enforcement efforts. For example, we noted that until ICE tully develops outcome
goals and measures, it may not be able to determine the extent to which its critical
infrastructure protection efforts have resulted in the elimination of unauthorized
workers' access to secure areas of critical infrastructure sites, one possible goal that
ICE may use for its worksite enforcement program. For more information, see
GAO-08-895T and GAO-05-813.

DHS updated information: in March 2007, ICE provided updated information on its
waorksite enforcement implementation efforts. ICE reported that during fiscal year
2006 it injtiated about 1,200 worksite enforcement investigations, seized property and
assets valued at approximately $1.7 million at the time of the initial enforcement
action, and made 716 criminal arrests, a substantial increase over criminal arrests
made in previous fiscal years. JCE reported that during fiscal year 2008 criminal fines,
forfeitures, and payments in fieu of forfeiture yielded more than $2.6 million. ICE
reported that it obtained criminal and civil judgments totaling $26.7 million as a result
of its worksite enforcement efforts for the first quarter of fiscal year 2007. With regard
to the third prong of ICE’s worksite enforcement strategy—the ICE Mutual Agreement
between Government and Employers—as of January 2007, ICE had nine employers
as members.” One requirement for participation in this program is that membet
employers enrolf in the Employment Eligibility Verification system, which allows
participating employers to electronicafly verify the work authorization status of newly
hired employess. ICE reported that it does not yet have systems in place to measure
the effectiveness and success of its program. ICE reported that it does not colect
data on program effectiveness because it would require the law enforcement agency
to collect data from a wide range of agencies that are responsible for carrying out the
specific law enforcement mission. ICE reported that it uses its law enforcement
statistics (e.g., numbers of arrests, indictments, convictions, seizures, and forfeitures);
consequences resulting from closed cases (e.g., indictments and convictions}); and
risk assessments to assess efficiency and etfectiveness of its efforts. With regard to
the consequences resulting from closed cases, ICE noted that a measure of success
is if an investigation results in an indictment and a conviction. ICE reported that it
measures the quality of cases and focuses its efforts on those cases that are the
highest priority for protecting the United States. With regard to risk assessments, ICE
reported that it conducts threat, vulnerability, and consequences assessments of
customs and immigration systems to determine the greatest risks for exploitation by
terrorists and other criminals and to determine the optimal application of resources to
ensure the maximum contribution to nationa! security and public safety. ICE reported
that additional time is needed to afford its programs the opportunity to mature into an
outcome-based system.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has taken actions to implement its worksite enforcement strategy
and, among other things, has conducted more worksite enforcement investigations
and made more criminal arrests in fiscal year 2008 in comparison to prior fiscal years.
However, millions of unauthorized workers face little likelihood of confronting ICE
worksite enforcements actions. Moreover, DHS did not provide us with evidence on
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the extent to which its efforts have contributed to the achievement of ICE's desired
outcomes for its worksite enforcement program and on the extent to which ICE has
developed outcome goals and measures for its worksite enforcement program. We
previously reported, without these goals and measures, it may be difficult for ICE to
fully determine whether its worksite enforcement program is achieving its desired
outcomes. With regard to the ICE Mutual Agreement between Government and
Employers, the third prong of ICE's worksite enforcement strategy, we have
previously identified weaknesses in one of the program’s key requirements—
participation in the Employment Eligibility Verification program. These weaknesses
include the program’s inability to identify document fraud, DHS delays in entering
information into its databases, and some employer noncompliance with program,
DHS has undertaken some efforts to address these weakness, but they would have
to be fully addressed to help ensure the efficient and effective operation of an
expanded program.

9. Develop a
comprehensive strategy
to interdict and prevent
trafficking and
smuggling of aliens into
the United States

GAO findings: tn prior work we reported that as of Aprit 2005, ICE had not yet Generally achieved
finalized a national strategy for combating alien smuggling.® For more information, see

Combating Alien Smuggling: Opportunities Exist to Improve the Federal Response,

GAC-05-305.

DHS updated information: In March 2007, ICE provided updated information on its
effors to develop a strategy to combat human smuggling and trafficking. For
example, the Secure Border Initiative is a comprehensive, multiyear program
established by the Secretary of Homeland Security to secure U.S. borders and
reduce iliegal immigration. The Secure Border Initiative includes DHS's efforts to
identify and dismantle smuggling organizations. According to DHS, the Human
Smuggling and Trafficking Center is an important component of DHS's strategy to
combat alien smuggling. Additionally, ICE reported that, in 2008, it initiated its
Trafficking in Persons Strategy 1o target criminal organizations and individuals
engaged in human trafficking worldwide. The Trafficking in Persons Strategy focuses
on building partnerships and collaboration with other DHS agencies, foreign

g s, nongover organi , the Department of Justice Civil Rights
Division, and federal, state, and local faw enforcement.

Our assessment: We conclude that DHS has generally achieved this performance
expectation. DHS has made progress toward developing a comprehensive strategy to
interdict and prevent trafficking and smuggling of aliens into the United States by, for
example, establishing the Human Smuggling and Trafficking Center and the
Trafficking in Persons Strategy.

10. implement a
comprehensive strategy
to interdict and prevent
tratficking and
smuggling of aliens into
the United States

GAO findings: Our work has shown that DHS has faced challenges in implementing  Generally not
its antismuggling and trafficking mission.’ In May 2005 we reported that ICE and achieved
CBP--two DHS components with antismuggling missions—signed a memorandum of
understanding in November 2004 to address their respective roles and

responsibilities, including provisions to ensure proper and timely sharing of

information and intelligence. However, we reported that there was no mechanism in

place for tracking the number and the results of referrals or leads made by CBP to

ICE for investigation. Without such a mechanism, there may have been missed

oppertunities for identifying and developing cases on large or significant alien-

smuggling organizations. CBP and ICE officials acknowledged that establishing a

tracking mechanism would have benefits for both agencies. Such a mechanism would

help ICE ensure that appropriate action is taken on the referrals. Also, CBP could

continue to pursue certain leads if ICE—for lack of available resources or other

reasons—could not take action on the referrals. For more information, see

GAO-05-305,
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DHS updated information; in March 2007, DHS provided updated information on its
antismuggling and trafficking efforts. With regard to smuggling, CBP established its
Office of Alien Smuggling Interdiction to set guidelines for the development and
maintenance of a program to address human smuggling incidents. This office is also
intended to institutionalize information sharing within CBP on migrant smuggling,
trafficking in persons, and clandestine terrorist travel. CBP noted that the office is still
a work in progress, and CBP has established various goals and associated time
frames for completing these goals. With regard to human trafficking, ICE reported that
in fiscal year 2008 it opened nearly 300 human trafficking investigations and made
about 180 arrests as a result of human trafficking investigations. ICE reported that
since 2005 it has hosted or participated in training sessions on human trafficking and
has collaborated with nongovernmental organizations that provide services to human
trafficking victims. in addition, ICE reported on various initiatives to share information
with CBP regarding human smuggling and trafficking. As previously discussed, ICE
reported that it does not yet have systems in place to measure the effectiveness and
success of its program. ICE reperted that it does not collect data on program
effectiveness because doing so would require the law enforcement agency to collect
data from a wide range of agencies that are responsible for carrying out the specific
taw enforcement mission. ICE reported that it uses its law enforcement statistics
{e.g., numbers of arrests, indictments, convictions, seizures, and forfeitures);
consequences resulting from closed cases (e.g., indictments and convictions); and
risk assessments to assess efficiency and effectiveness of its efforts. ICE reported
that in May 2007, the ICE Offices of Investigations and international Affairs issued a
joint memorandum to field offices providing guidance in accomplishing the component
of the human trafficking strategy and requiring quarterly outreach reports and annual
assessments. According to ICE, these quarterly reports and annual assessments will
be used to monitor future progress in antitrafficking efforts,

Our assessment: We conclude that DHS has generafly not achieved this performance
expectation. In prior work, we noted that effectiveness of a strategy for smuggling
depends partly on having clearly defined roles and responsibilities for those agencies
with antismuggling missions. CBP and ICE largely addressed this point in signing a
memorandum of understanding and undertaking other information sharing initiatives.
However, coordination between these two agencies and implementation of
antismuggling efforts could be enhanced by development and use of a mechanism for
shatring information. In addition, as part of its efforts to implement its antismuggling
and trafficking strategy, DHS has identified the importance of performance evaluation
but has not yet developed outcome goals and measures fo assess the extent to which
its efforts are achieving desired outcomes and has only recently initiated efforts to
obtain quarterly reports and annual assessments from field offices. Until DHS has
developed a mechanism 1o better share information among the responsibie agencies
and the ability to evaluate the outcomes of its efforts, DHS will not have a
comprehensive strategy in place. In addition, although CBP has established goals for
its Office of Allen Smuggling Interdiction, the majority of these goals have target time
frames later than May 2007, or CBP noted that time frames are ongoing.
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11, Develop a law GAQ findings: We have not completed work on DHS efforts to combat criminal atlien  Generally achieved
enforcement strategy to gangs.’

combat criminal alien 145 pdased information: In March 2007, ICE provided updated information on its

gangs inthe U”“etf’ der &florts to combat alien gangs. According 10 ICE, one of the goals of the Secure
tates f”d f:r.?ss' OFO8T  Border Initiative is to identify and remove immigration violators who are criminal aliens
criminal activity at large in the United States. ICE stated that it will use the additional resources in the

proposed fiscal year 2008 budget to enhance ICE’s anti-gang initiative~—Qperation
Community Shield—and increase the number of fransnational gang members that are
identified, arrested, and removed from the United States. Operation Community
Shield, a national law enforcement initiative, partners ICE with other federal, state,
and local law enforcement. Additionally, ICE participates in the National Gang
Targeting, Enforcement, and Coordination Center, a multi-agency national anti-gang
entorcement targeting center, and in regular policy coordination meetings at the
National Security Council conceming international organized crime. As a participant in
the National Security Council Policy Coordination Committee meetings, ICE is
assisting in the development of a strategy to combat transnational gangs in the United
States, Mexico, and Central America.

Our assessment: We conclude that DHS has generally achieved this performance
expectation, DHS has initiated various efforts, such as Operation Community Shield,
in develaping a strategy for combating criminal alien gangs. ICE has also worked with
other agencies and groups to develop a strategy to combat alien gangs.

12, implement a law GAO findings: We have not completed work on DHS efforts to combat criminal alien  No assessment
enforcement strategy to  gangs.’ made

combat criminal allen  pyyg ndated information: In March 2007, ICE provided updated information on its

gangs in the United efforts 1o combat criminal afien gangs. Operation Community Shield was initiated by

States and cross-border o in February 2005 to combat violent transnational street gangs and expanded to

criminal activity inciude ali criminal and prison gangs. Under Operation Community Shield, ICE
identifies violent gangs and develops intelligence on their membership; deters,
disrupts, and dismanties gang operations by tracing and seizing their cash, weapons,
and other assets; criminally prosecutes or removes gang members from the United
Suates; partners with other law enforcement agencies at the federal, state and local
levels to develop a force multiplier effect for gang investigations; and conducts
outreach to boost public awareness about gangs. in March 2007, ICE reported that
since its inception in February 2005, Operation Community Shield has resulted in the
arrests of more than 4,000 gang members and associates. Additionally, ICE stated
that it will provide staffing positions to identified high-threat gang areas based on the
current transnational threat at the time the positions and funding are received. Given
the mobility of transnational gangs, ICE will make a determination on the placement
of resources in specific areas needing staffing based on tactical intelligence and other
operational considerations. As previously discussed, ICE reported that it does not yet
have systems in place to measure the effectiveness and success of its program, but
uses its law enforcement statistics {e.g., numbers of arrests, indictments, convictions,
seizures, and forfeitures); consequences resulting from closed cases {8.g.,
indictments and convictions}; and risk assessments to assess efficiency and
effectiveness of its efforts.

Our assessment: We cannot make an assessment of the extent to which DHS has
generally achieved this performance expectation. We have not completed work
refated to DHS's effort to combat criminal alien gangs, and while DHS provided us
with some information on its implementation efforts, we are unable 10 assess DHS's
progress in achieving this performance expectation based on the information DHS
provided. Specifically, DHS did not provide us with information that would clearly
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enable us to assess the extent to which DHS’s efforts to implement a strategy to
combat alien gangs have resulted in desired outcomes.
13. Disrupt and GAO findings: We have not completed work related to ICE’s ability to disrupt and No assessment
dismantie mechanisms  dismantle mechanisms for money laundering and financial crimes.® made

for money laundering

N . : DHS updated information: in March 2007, ICE provided updated information on its
and financial crimes

efforts to combat money laundering and financial crimes, With regard to a strategy for
money laundering, ICE reported that it was a major contributor to the 2005 U.S.
Money Laundering Threat Assessment produced by an interagency group to assess
the progress that the United States had made in combating money laundering,
evaluating the changing environment, and identifying areas that require further
attention. ICE was also active in preparing the 2006 and 2007 National Money
taundering Strategies that addressed the findings and recommendations in the
earlier report and set out goals, strategies, and specific actions for agencies 1o follow.
The 2007 National Money Laundering Strategy noted that to measure the
effectiveness of U.S. enforcement measures, ICE will compile investigative data. To
support investigations with a potential nexus to terrarism and other financial crimes
investigations, in July 2003, ICE launched Operation Comerstone, an outreach
program designed to identify and eliminate systemic vulnerabilities in financial
systems that could be exploited by individuals, criminal organizations, and terrorists.
ICE reported conducting more than 4,000 outreach presentations that have resulted
in over 275 criminal investigations and $3 million seized since its establishment. With
regard to bulk cash smuggling, ICE reperted that the launch of Operation Firewall in
August 2005, and its subseguent expansion in fiscal years 2006 and 2007, helped
combat bulk cash smuggling. ICE reported that since its inception, Operation Firewall
has resulted in the seizure of more than $76 million and the arrest of more than

200 suspects. ICE noted that the November 2004 establishment of Trade
Transparency Units created cooperative international investigative efforts to identify
and eliminate trade-based money laundering system, which supports the trafficking of
drugs, people, and other contraband as well as terrorism. ICE also reported that it
jaunched the Unlicensed Money Service Business/Informal Value Transfer System to
prevent terrorists and other criminals from moving illicit funds through unlicensed
money service businesses. Overall, in fiscal year 2006, ICE reported conducting
nearly 4,000 financial investigations that resulted in more than 1,200 arrests and the
seizure of more than $137 million in suspected illicit proceeds. As previously
discussed, ICE reported that it does not yet have sysiems in place to prove that it has
disrupted and dismantied mechanisms for money laundering and financial crimes.
iCE reported that it uses its law enforcement statistics (e.g., numbers of arrests,
indictments, convictions, seizures, and forfeitures); consequences resulting from
closed cases {e.g., indictments and convictions); and risk assessments to assess
efficiency and effectiveness of its efforts.

Our assessment: We cannot make an assessment of the extent to which DHS has
generally achieved this performance expectation. We have not completed work
related to DHS efforts to disrupt and dismantle mechanisms for money laundering
and financial crimes. Although DHS provided us with some information on its
implementation efforts, we are unable to assess DHS's progress in achieving this
performance expectation based on the information DHS provided. Specifically, DHS
did not provide us with infarmation that would clearly enable us to assess the extent
to which DHS's efforts to disrupt and dismantle mechanisms for money laundering
and financial crimes have resulted in desired outcomes.
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14. Develop a program
to screen and respond
to tocal law enforcement
and community
compilaints about aliens
who may be subject to
removal

GAO findings: We have not completed work related to ICE programs for screening Generally achieved
and responding o local law enforcement and community complaints about aliens who
may be subject to removal,

DHS updated information: In March 2007, ICE provided updated information on its
efforts 1o work with state and local law enforcement agencies. ICE reported that it in
2006 it initiated a pilot program, cafled the Law Enforcement Agency Response, in
Phoenix, Arizona, to provide full-time response to local law enforcement agencies’
requests for immigration-related assistance. As of March 2007, {CE reported that this
program unit has received nearly 400 requests for assistance. ICE is studying the
feasibility of continuing the pilot program and expanding it to other focations. in
addition, ICE has established memoranda of agreement with 21 law enforcerent
agencies to provide training and assistance to state and local police and correctional
personnel in the enforcement of federal immigration laws. ICE reported that as a
result of these efforts, in fiscal year 2006 more than 6,000 individuals were arrested
and, as of March 2007, more than 4,000 individuals have been arrested during fiscal
year 2007 for violating misdemeanor and felony state and local laws. According to
iCE, its Law Enforcement Support Center also provides information to law
enforcement agencies relating to foreign nationals suspected of criminal activity and
immigration status information of foreign nationals under arrest or investigation.
Further, the Forensic Decument Laboratory provides assistance 1o federal, state,
tribal, local, and foreign authorities in making authenticity determinations of travel and
identity documents.

Our assessment: We conclude that DHS has generally achieved this performance
expectation. DHS has developed a number of programs to screen and respond to
iocal law enforcement and community complaints about aliens who may be subject to
removal, Additionally DHS has provided field guidance directing an enhanced
response to state and local requests for information.

15. Develop staffing
plans for hiring and
aflocating human capital
resources to fulfill the
agency’s immigration
enforcement mission

GAO and DHS IG findings: Since the transfer of responsibilities to DHS in March Generally achieved
2003, ICE has faced resource and financial management challenges that affected its
ability to fully address all of its competing priorities. For example, ICE was faced with
a hiring freeze in fiscal year 2004, which affected its ability to recrult, hire, and train
personnel. Moreover, in June 2006 we reported that ICE did not yet have a formal risk
management process for prioritizing and allocating its limited resources. Rather ICE
primarily refied on the judgment of staff in major field offices in addition to national
pragrams developed in headquarters. For more information, see Information on
Immigration Enforcement and Supervisory Promotions in the Department of
Hometand Security’s Immigration and Customs Enforcement and Customs and
Border Protection, GAO-06-751R.

DHS updated information: in March 2007, ICE provided updated information on its
hurnan capital functions. ICE reported that it has developed comprehensive staffing
plans for all of the agency’'s critical positions in support of ICE's immigration
enforcement mission and provided us with the operational assumptions underlying
the staffing models. ICE also reported streamiining its hiring process and noted
meeting all of its 2006 hiring goals. ICE reported (1) establishing preliminary guidance
to provide ICE leadership and program managers with a framework for hiring and
funding decisions and (2} implementing a workforce planning initiative to examine
interdependencies and relationships among component programs. ICE stated that it
has a hiring plan for supplemental, enhancement, and attrition hiring and that it is
currently fiting these positions. As of April 10, 2007, IGE reported that it has hired
1,213 employees in key occupations with 892 remaining for this fiscal year. ICE noted
that Detention and Removal Operations is currently working toward hiring to its
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authorized and funded leve! for positions of 6,762 and that approximately

5,222 positions are filled with 1,540 vacancies. Due to the number of vacancies,
Detention and Removal Operations stated that it is striving to achieve a hiring goal
that would ensure that at least 90 percent of its field and 85 percent of its
headquarters vacancies are filled by the end of fiscal year 2007.

Our assessmeant: We conclude that DHS has generally achieved this performance
expectation. DHS has provided information outlining its current staffing allocations
and the operational basis of staffing models and has created initiatives to facilitate
hiring and staffing. ICE staffing models are taken into consideration when requesting
funds in the budget.

16. Provide training,
including foreign
language training, and
equipment for all
immigration enforcement
personnel to fulfill the
agency's mission

GAO findings: We have not completed work on DHS's provision of training for No assessment
immigration enforcement personnel. made

DHS updated information: In March and April 2007, ICE provided updated information
on its training efforts. ICE reported that its ICE-D Basic Law Enforcement Training
Program is an 18.5-week basic law enforcement training program that provides newly
hired Detention and Removal Operations employees with entry-level training in law,
tactical physical techniques, firearms, and operational training. ICE also reported that
the Federal Law Enforcement Training Center has added a 5-week Spanish language
immersion course that became part of the ICE-D program in Aprit 2007, According to
{CE, in November 2006 ICE offered a 4-hour instructor-led course on Alien
Smuggling/Victims of Trafficking, but is in the process of developing a more balanced
course that is not just focused on the southern border. ICE also offers other training
courses. See Department of Homeland Security Office of the Inspector General, A
Review of Immigration and Customs Enforcement Discipline Procedures, OIG-06-57
(Washington, D.C.: August 2006).

Qur assessment: We cannot make an assessment of the extent to which DHS has
generally achieved this performance expectation. We have not completed work
related to DHS's effort to provide training and equipment to immigration enforcement
personnel, While DHS provided us with some information on its training efforts, we
are unable to assess DHS's progress in achieving this performance expectation
based on the information DHS provided, Specifically, DHS did not provide us with
information that would clearly enable us to assess the extent te which DHS has
provided training, beyond basic training, for all immigration enforcement parsonnet.

Source: GAD anaiysis.

Note: An of achieved” indi that DHS has taken a sufficient number of

actions to satisfy most elements of the expectation. However, an assessment of “generally achieved”
does not signify that no further action is requrred of DHS or that funcuons covered by the expectation

cannot be further impi dor el y not that DHS
has not yet taken a sufficient number of actxons to sattsfy most elements of the performance
of l " may be even where DHS has put

forth subslannal effort to satisfy some but not most elements of an expectation. in cases when we or
the DHS IG have not completed work upon which 1o base an assessment of DHS actions to satisfy a

and/or the i ion DHS provided dud not enabte us to clearly determine
the extent to which DHS has achi the e on, we indi “no
made.”
“Under ited removal, aliens app! d within 100 miles of the border and within 14 days of

entry who do not have documents, or who have faise documents, can be removed from the United
States without a hearing before an immigration judge.

“The other two prongs of ICE's worksne enforcement strategy are critical infrastructure protection and
criminal ir igations of violators.
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“in addition to DHS, other agencies, such as the Department of Justice, have a role to play in
developing a strategy for anti fing and icking. This ion is focused on
DHS's roles and responsibilities,

“In addition to DHS, other agencies, such as the Department of Justice, have a role to play
antismuggling and trafficking efforts. This performance expectation is focused on DHS's roles and
responsibilities.

*in addition to DHS, other agencies, such as the Department of Justice, have a role to play in
ing a strategy for ing alien gangs. This performance expectation is focused on DHS's
roles and responsibifities.

‘in addition 1o DHS, other agencies, such as the Department of Justice, have a role to play in
combating criminai afien gangs. This performance expectation is focused on DHE's roles and
responsibilities,

“In addition to DHS, other agencies, such as the Department of Justice, have a role to play in
disrupting and dismantiing mechanisms for money laundering and financial crimes. This performance
expectation is focused on DHS's roles and responsibilities,

DHS Has Made Modest
Progress in Providing
Immigration Services

USCIS is the agency within DHS that is responsible for processing millions
of immigration benefit applications received each year for various types of
iramigration benefits, determining whether applicants are eligible to
receive immigration benefits, and detecting suspicious information and
evidence to refer for fraud investigation and possible sanctioning by other
DHS components or external agencies. USCIS processes applications for
about 50 types of immigration benefits with a goal of ensuring that
processing of benefits applications takes place within a 6 month time
frame. USCIS has introduced new initiatives to modernize business
practices and upgrade information technology infrastructure to transform
its current, paper-based data systems into a digital processing resource to
enhance customer service, preverit future backlogs of immigration benefit
applications, and iraprove efficiency with expanded electronic filing.

As shown in table 20, we identified 14 performance expectations for DHS
in the area of immigration services and found that overall DHS has made
modest progress in meeting those expectations. Specifically, we found that
DHS has generally achieved 5 performance expectations and has generally
not achieved 9 others.
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Table 20: Performance Exp i and Prog Made in igration Services
Assessment
Generally Generally not No assessment
Performance expectation achieved achieved made
1. Eliminate the benefit application backlog and reduce v
application completion times to 6 months
2. Institute process and staffing reforms to improve v
application processes
3. Establish a timetable for reviewing the program rules,
business processes, and procedures for immigration v
benefit applications
4, Institute a case management system to manage v
appflications and provide management information
5. Develop new programs to prevent future backliogs from v
developing
6. Establish online access to status information about v
benefit applications
7. Establish online filing for benefit applications 4
8. Establish revised immigration application fees based on a v
comprehensive fee study
9. Capture biometric information on all benefits applicants v
10. implement an automated background check system to v
track and store all requests for applications
11. Communicate immigration-related information to other v
relevant agencies
12. Establish training programs to reduce fraud in the benefits v
process
13. Create an office to reduce immigration benefit fraud v
14. Implement a fraud assessment program to reduce benefit v
fraud
Total 5 9 ¢
Source: GAC analysis.
Note: An of ‘4 achieved” indi that DHS has iaken sufficient actions to satisfy
most elements of the ion. However, an of “generatly achi " does not signify
that no further action is requnred of DHS or that functions covered by the expectation cannot be
further imp or not achieved” indicates that IHS has not yet

taken sufficient actions to sahsfy most elements of the performance expestation. An assessment of
“generally not achieved” may be warranted even whers DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. in cases when we or the DHS |G have not completed
waork upon which to base an assessment of DHS actions fo satisfy a performance expectation, and/or
the mfcrmanon DHS pravided did not enable us to clear)y determine the extent to which DHS has

the p we i made.”

Table 21 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
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area of immigration services and our assessment of whether DHS has
taken steps to satisfy most of the key elements of the performance
expectation (generally achieved) or has not taken steps to satisfy most of
the performance expectation’s key elements (generally not achieved).

Table 21: Performance Exp i and A of DHS Prog in igration Services
Performance

P i y of findi Assessment
1. Eliminate the GAO and DHS 1G findings: DHS has made significant progress in reducing the number of Generally not
benefit application immigration benefit applications pending adjudication and has prioritized pending applications in  achieved
backlog and a reasonable manner. However, USCIS cannot yet ensure that it has eliminated the backiog and

reduce application reduced application completion time to 6 months primarily because (1) a large number of

completion times  applications are still pending before the agency, many of which USCIS stated are of lower

to 6 months priority in its backlog elimination efforts, and (2) USCIS does not yet have a case management
system for tracking applications it receives to determine whether applications are processed
within 6 months of receipt. In addition, USCIS has yet to demonstrate that it has overcome long-
standing technology problems. With respect to an immigration benefit application, the term
backlog, as defined by statute, means the period of time in excess of 180 days
(8 months) that such application has been pending before USCIS. USCIS, using its operational
definition of backiog, measures the volume of its backlog as the number of applications pending
before the agency in excess of the number of applications received in the most recent & months.
USCIS then subtracis from this number all applications pending where either benefits would not
be immediately availabie even if the applications were granted or further adjudication of the
application depends on action by another agency or the applicant.

USCIS stated that by consistently completing more applications than are filed each month, the
agency should gradually reduce its pending workload of applications to a level at which it can
compiete al incoming applications within the workioad targets established for each application
type. Eventually, according to the agency's backiog elimination plan, as long as USGIS is
processing more applications than it is receiving, there should be no backiog. However, we
reported that under USCIS’s definition of backiog, the agency cannot guarantee that every
applicant requesting a benefit will receive a decision within 6 months of filing. Moreover, although
USCIS's data showed a significant decrease in the backlog from January 2004 thraugh June
2008, we reperted that the sharp drop in the backlog was due to USCIS's decision in July 2004
to remove from its backlog count those 1.15 million cases for which an immigration visa was not
immediately available and a benefit therefore could not be provided. in September 2005, the
DHS |G noted that removal of some applications from the backlog, as well as other backiog
reduction efforts such as the hiring of temporary staff, may have benefited the agency in the
short-term. However, the DHS 1G reported that these actions would not resolve the long-standing
processing and information technology problems that contributed to the backlog in the first place
and that, until these problems were addressed, USCIS would not be able to apply its resources
to meet mission and customer needs effectively.

In our previous work, we noted that USCIS’s automated systems were not complete and reliable
enough to determine how long it actually takes to process specific benefit applications or to
determine the exact size of its backlog. USCIS has identified requirements for transforming its
information technology systems to address deficiencies in its capabilities, but these
transformation efforts have not yet been fully developed or implemented. We reported that until
USCIS develops this capability, it cannot assure Congress that it has successfully eliminated the
backlog, and it will not be able to provide accurate information about the actual number of
applications that have been pending in excess of 180 days or the actual amount of time they
have been pending. For more information, see Immigration Benefits: Improvements Needed to
Address Backlogs and Ensure Quality of Adjudications, GAQ-08-20. Also, see Department of
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Homeland Security Cffice of Inspector General, U.8. Citi ip and igration Services’
Progress in Modernizing Information Technology, C1G-07-11 (Washington, D.C.: November
2006} and USCIS Faces Challenges in Modernizing Information Technology, O1G-05-41
{Washington, D.C.: September 2005).

DHS updated information: in March through June 2007, DHS provided updated information on its
backlog. In January 2004, USCIS had approximately 3.8 million applications backlogged pending
adjudication, including applications that, according to USCIS, if granted would not provide the
applicant or petitioner with an immediate immigration benefit or were pending as a result of
delays outside of USCIS's control. Based on an analysis of data provided in USCIS's Backlog
Elimination Plan Update for the fourth quarter of fiscal year 2006, as of September 2006, USCIS
had a total of about 1.0 million backiogged applications, including applications that, according to
USCIS, if granted would not provide the applicant or petitioner with an immediate immigration
benefit or were pending as a result of defays outside of USCIS's control. As & subset of this

1.0 million, USCIS reported that the backiog under its control was less then 10,000. Specifically,
for each application type, USCIS removed from the caiculated backiog the total number of
pending applications that, even if the application were granted, the ultimate benefit sought would
not be immediately available due to annual numerical caps set by statute. As reported in the
USCIS Backiog Elimination Plan updates, certain applications and petitions were removed from
the backlog count because (1) the benefit was not immediately available to the applicant or
beneficiary; (2) USCIS was waiting for applicants or petitioners to respond to requests for
information; (3) applicants were afforded the opportunity to retake naturalization tests; or

(4) USCIS was waiting for actions from outside federal agencies, such as Federal Bureau of
Investigation name checks. USCIS has previously acknowledged that there may be some
applications that have been pending more than 6 months and reported to us that the agency
cannot determine the precise composition of the total applications pending adjudication as of
September 2006 because such data are not available for all applications within USCIS.

Qur assessment: We conclude that DHS has generally not achieved this performance
expectation. USCIS has made significant progress in reducing the number of applications
pending adjudication and processing times for adjudicating applications. However, USCIS's
method of calculating its backlog leaves the possibility of individual applications pending for
longer than 6 months, so long as in the aggregate the number of pending applications on any
given date does not exceed the number received in the previous 6 months. USCIS has
acknowledged that some appiications received in fiscal years 2005 and 2004, or even earlier,
may still be pending. Moreover, USCIS removed from its backiog calculation any pending
applications for which a benefit would not be immediately available, even if the application were
granted, or that were awaiting acticn outside of USCIS. While giving such applications lower
priority is a reasonable approach to backiog reduction and is useful for workioad analysis, those
applications—1 million as of September 2006—are still awaliting adjudication, For example,
about 750,000 of these applications are those for which a benefit would not be immediately
available even if granted, according to USCIS. Adjudicating these applications would let
applicants or their beneficiaries know their eligibility for benefits, howaver, and could prevent
{uture delays if large numbers of these benefits suddenly became immediately available due to a
statutory increase in the caps, as happened when a 2005 law eliminated the annuat cap on
asylum beneficiaries. Additionally, DHS's current data systems cannot produce backlog
information based on the date of the filing of a benefit application, which contributes to USCIS's
difficuity in measuring its backlog consistent with the statutory definition, upon which the
performance expectation is in part based, and in providing information on whether it is
processing applications within 6 months of receipt. USCIS has not yet demonstrated that it has
overcome long-standing technology problems which, according to the DHS IG, contributed to the
backlog in the first place. Without information on whether individual applications have been
pending for more than 6 months, we cannot verify that USCIS has eliminated its backlog and
reduced application compietion time to 6 months.
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2. institute process GAQC findings and assessment: We conclude that DHS has generally achieved this performance  Generally
and staffing expectation. We reported that in fiscal year 2002 USCIS committed about 70 percent of its achieved
reforms to improve backlog reduction funds to employing about 1,100 temporary adjudicator staff and authorizing
application overtime. In May 2005, USCIS finalized a staffing allocation model! to address how many and
processes where staff were needed to better match projected workioads, On the basis of this model, USCIS
determined it had to retain the temporary adjudicators currently on hand {about 1,100) through
the end of fiscal year 2006 and fill vacancies to increase its level of permanent adjudicator staff
by 27 percent (about 460) to maintain productivity and prevent future backiogs through fiscal
year 2007, Additionally, USCIS's staffing mode! addressed how many and where staff were
needed 1o better match projected workloads. USCIS officials said that the need for future staffing
adjustments could be offset by future efficiencies gained during its transition to more robust
information technology capabilities. We reported that reflection in its planning processes and
documents of expected gains as a result of new technologies should improve USCIS's ability to
make strategic staffing decisions. in addition, we reported that USCIS issued guidance and
regulations to streamline processes, including clarifying guidance to adjudicators about requests
for additional evidence and notices of intent to deny, and establishing greater flexibility in setting
the length of validity of the employment authorization document. For more information, see
GAO-08-20.
3. Establish a GAO and DHS 1G findings: DHS has not yet established a timetable for reviewing program rules, Generally not
timetable for processes, and procedures for immigration benefits applications. in November 20086, the DHS IG  achieved
reviewing the reported that USCIS had undertaken a structured approach to address process challenges
program rules, through its business transformation program and established cross-functional teams with
business dedicated management participation and generated several strategic level plans to provide a

processes, and
procedures for
immigration
benefit
applications

business-centric vision and guidance for implementing technical solutions. The DHS IG reported
that the accomplishments to date were steps in the right direction for both business and
information technology modernization, but that USCIS remained entrenched in a cycle of
continual planning, with limited progress toward achleving its long-term transformation goals.
Obtaining the funding needed to support implementation of the business transformation program
was a continual concern. The DHS 1G reported that establishing a clearly defined transformation
strategy, including the funding plans, goals, and performance measures needed o manage its
execution, is fundamental. Linking information technology objectives to this transformation
strategy and ensuring sufficient internal and external stakeholder invoivement in information
technology and process impravement initiatives also would be key. The DHS IG reported that
until USCIS addresses these issues, it would not be in a position to either effectively manage
existing workloads or handle the potentially dramatic increase in immigration benefits processing
workloads that could result from proposed immigration reform legislation. For more information,
see Department of Homeland Security Office of inspector General, UJ.8. Citizenship and
Immigration Services’ Progress in Modemizing information Technology, OIG-07-11 (Washington,
D.C.: November 20086).

DHS updated information: According to updated information provided by USCIS in March and
Aprit 2007, the USCIS Transformation Program Office will prepare its detailed timetable for
reviewing program rules, business processes, and procedures for each benefit category once it
recelves and awards the confract for information technology services. USCIS reported analyzing
over 50 existing transactions and grouped them into fines of business—the adjudication of
citizenship benefit applications, immigrant benefit applications, humanitarian benefit applications,
and non-immigrant benefit applications. USCIS has incorporated a timetable for incrementatly
implementing each of the lines of business in its transformation expenditure plan. USCIS plans
to transform benefit adjudication for citizenship benefits by October 2008; immigrant benefits by
October 2010; humanitarian benefits by October 2011; and non-immigrant benefits by October
2012. USCIS reported that the Transtormation Spend Plan has been approved by the Office of
Management and the Budget and that the plan’s transmittal to Congress should occur shortly.
According to the tentative schedule, USCIS plans to transform its paper-based process into an
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electronic end-to-end adjudicative process.

Our assessment: We conciude that DHS has generally not achieved this performance
expectation. USCIS has made progress in mesting this performance expectation, but has not yet
established a detailed timetabie for reviewing program rules, processes, and procedures for
immigration benefits applications. USCIS officials noted that the agency will prepare its detailed
timetable for reviewing program rules, business processes, and procedures for each benefit
category once it receives and awards the contract for information technology services. Untit
USCIS establishes such a timstable, it has not yet achieved this performance expectation.

4, Institute a case  GAO findings: DHS has not yet instituted a case management system for managing applications Generally not
management and providing management information. in November 2005, we reported that USCIS cannot achieved
system to manage readily determine the number of applications that have been pending for more than 6 months

applications and  from the data management systems it is currently using to manage its backlog elimination

provide efforts. However, USCIS has identified the technology improvements necessary to develop this
management capability. Since fiscal year 2002, the agency has invested about 2 percent ($10.5 million) of its
information funds allocated for backlog elimination for technology improvements. We reported that among

the critical elements of USCIS's planned technology modernization efforts was a new case
management system that should provide the agency with the capability to produce management
reports on the age of alt pending benefit applications. We reported that an integrated case
management system is a tool that will be used by USCIS staff in processing benefits and
adjudicating cases. USCIS reported that system development began during fiscal year 2006 as
part of the agency's transformation efforts. In November 2005, we reported that USCIS was
assembling the system requirements and conducting surveys of industry best practices. in
addition, USCIS reviewed a cost-benefit analysis to evaluate alternative implementation
strategies for the new integrated case management system. USCIS anticipated that its current
case management systems would be decommissioned by fiscal year 2011, We reported that
USCIS did not expect these systems to be fully deployed before fiscal year 2010. For more
information, see GAC-06-20.

DHS updated information: According to USCIS, a case management system to manage
applications and provide management information will be incorporated in the Secure Information
Management Service, for which the first increment pilot was deployed in July 2007. This
increment wilt include forms related to USCIS's citizenship function. Three additional increments
will address the functions of immigrant, asylum/refugee, and nonimmigrant. USCIS noted that
development of its case management system is tied to transformation that began in fiscal year
2008.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Although USCIS is planning to piiot the first phase of its Secure Information
Management Service, USCIS does not yet have a case management system that provides
reliable information on its application processing and backlog.

5. Develop new GAC findings: DHS has taken actions to examine and test new programs to prevent future Generally not
programs o backiogs, but these programs are still in the pilot stages. In 2005 we reported that in response to  achieved
prevent future recommendations made in the USCIS Ombudsman’s 2004 annual report, USCIS conducted a

backicgs from number of pilot projects designed to reduce benefit application processing times and was

developing considering adopting several practices it determined te be successful. We reported that the

agency studied the processing of two types of applications during the pilots: (1) applications to
replace permanent resident cards (form -90) and (2) applications to register permanent
residence or adjust status {form i-485). First, during the period March 2004 through November
2004, USCIS conducled a pilot program designed to reduce processing time for applications for
permanent resident cards. The pilot, conducted in the Los Angeles area, allowed for
electronically filed permanent resident cards to be processed at application support centers,
where applicants have their initial contact with the agency and have their photographs and
fingerprints taken. During the pilot, average processing times were reduced from over 8 months
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to about 2 weeks. USCIS's Performance Management Division recommended that USCIS
implement the pilot nationwide. Second, beginning in March 2004 and May 2004 respectively,
USCIS conducted pilot programs in the New York and Dallas district offices that focused on
testing new processes for adjudicating family-based applications for adjustments of status within
90 days. Each sought to streamiine and accelerate application processing by shifting aspects of
processing responsibility from the National Benefits Center, a central processing hub for certain
benefit applications, to the district offices. Using elements of processes tested in the Dallas and
New York pilot projects, USCIS has implemented up-front processing at three district
offices—San Diego, San Antonio, and Buffalo—that did not have a backlog of adjustment of
status applications when implemented. USCIS anticipates expanding the number of offices on a
quarterly basis as they become current in their processing so that applicants with pending
applications are not disadvantaged. The pilot in Dallas will also continue as long as USCIS
determines that additionat information may be gleaned and until the district office becomes
current in processing applications. In March 2004, a third adjustment of status pilot for
employment-based applications was implemented at the California service center. The focus
was to adjudicate within 75 days petitions for immigrant workers with advanced degrees
concurrently with the associated applications for adjustment of status. Ultimately, USCIS
deemed the pilot inefficient and adverse to the service center backiog elimination geals because
resources were diverted from addressing backlogged cases. For more information, see
GAQ-06-20.

DHS updated information: According to information provided by DHS in March, April, and May
2007, in September of 2006, USCIS expanded its District Office Rapid Adjudication Pilot
program by extending that program in Dallas, the office of origin, and by including field offices
located in El Paso and Cklahoma City. USCIS noted that for applicants within the jurisdiction of
these offices, the pilot program makes it mandatory that adjustment of status applications be
filed in person rather than by mail, after the applicant has scheduled an appointment using
infoPass. According to USCIS, the pilot is slated to run through September 21, 2007.
Additionally, USCIS stated that it is monitoring the adjustment of status workflow in three
identified offices, Buffalo, San Antonic, and San Diego, which are currently within a 90-day
processing time frame. Under the “80-Day Office” process, processing is initiated on the
application at the National Benefits Center. To date, USCIS noted that it has not captured
sufficient statistical data to assess the effects of expanding the Dallas pilot to EI Paso and
Okiahoma City. Moreover, it has yet been able to assess whether the process in the Dallas pilot
or the “90-Day Office” process is more likely to result in better customer service, administrative
efficiency, and nationat security, USCIS issued a final rule in May 2007 to adjust the immigration
and Naturalization Benefit Application and Petition Schedule. According to USCIS, this rule will
help ensure that the agency has the resources necessary to prevent backlogs from develeping
by providing a stable source of revenue to support staff and technology to meet USCIS's goal of
at teast a 20 percent reduction in pracessing times by the end of fiscat year 2008.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Although USCIS has explored reducing processing times through a number of
programs, these programs are still in the pilot stages. In some cases, USCIS ended the pilot
programs because they were inefficient or did not meet program goals. In other cases, USCIS
has not yet fully assessed the resuits of its pilot programs to determine the extent to which the
programs could be implemented on a national basis. Moreover, USCIS has not yet demonstrated
that it has addressed its long-standing technology challenges, which have contributed to backiog
development. in addition, USCIS reported that its revisions to the immigration and Naturalization
Benefit Application and Petition Schedule will help it ensure that future backlogs do not develop.
However, at the time of this review, the extent to which these revisions will help to prevent the
development of future backlogs is unknown.
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6. Establish online  GAO findings and assessment; DHS has established online access to status information about  Generally
access to status  benefits applications. In June 2005, we reported that private attorneys, paralegals, and other achieved
information about  representatives can use the USCIS Internet Web site to check the status of their clients’
benefit immigration cases using a USCIS receipt number, Under the system, USCIS also notifies the
applications representatives via e-mail when a case status changes; for example, when actions are taken,

such as the approval or denial of an application. As of April 2005, over 300,000 customers,
attorneys, and other representatives had used this system. For more information, see
Immigration Services: Better Contracting Practices Needed at Calf Centers, GAO-05-526.

7. Establish enline  GAOC findings: On November 1, 2006, USCIS announced a new Web portal to serve as a “one-  Generally not
filing for benefit stop shop” for all information about U.S. immigration and citizenship. According to DHS, the new  achieved
applications site should facilitate downloading of petitions and applications, filing applications electronically,

and signing up onine for appointments.

DHS updated information: in March and April 2007, DHS provided updated information on its
efforts to establish online filing for benefit applications. In fiscal year 2008, USCIS reported that
of the 5,853,490 forms filed, a totat of 350,838 were filed online. According to updated
information provided by DHS in April 2007, eight forms are available online for e-filing, and other
forms are available on the USCIS Web site for downloading, completing, and mailing to the
appropriate Service Center. According to USCIS, the Secure Information Management Service,
with the citizenship increment refeased in July 2007, will serve as the foundation for the
paperless, account-based case processing environment, and subsequent releases of the
immigration, asylum/refugee, and nonimmigration increments will result in additional onfine e-
filing capabilities. In addition, USCIS stated that while it may be feasible to automate additional
forms and make them available electronically, USCIS transformation will fundamentally
reengineer e-filing, increase data integrity, and increase operational efficiency.

Qur assessment; Untit USCIS expands its online filing capabilities and further defines
requirements and capabilties and implements those capabilities through Rs Secure Information
Management Service, we conclude that DHS has generally not achieved this performance
expectation. Although DHS has established online filing for eight types of applications, there are
other types of applications for which online filing is not yet available. Moreover, USCIS plans to
expand its online filing capabilities through its Secure Information Management Service, but this
service Is still in the development stages and has not yet been implemented.

8. Establish GAO findings: USCIS issued a proposed rule to adjust immigration benefit fees and issued the  Generally
revised final rule in May 2007. As required under the Homeland Security Act of 2002, we reviewed the achieved
immigration USCIS's funding to determine whether in the absence of appropriated funds USCIS was likely to

application fees derive sufficient funds from fees to carry out its functions. In January 2004, we concluded that

basedona USCIS fees were not sufficient to fully fund USCIS’s operations, in part because (1) the fee

comprehensive schedule was based on an outdated fee study that did not include all costs of USCIS's

study operations and (2) costs had increased since that study was completed due to an additional

processing requirement and other actions. We reported that although fees were not sufficient,
there were insufficient data to determine the full extent of the shortfall. A fundamental problem
was that USCIS has not had a system to track the status of each application as it moves through
the process. Accordingly, USCIS did not have information on the extent to which work on
applications in process remained to be finished. in addition, USCIS did not know the current cost
of each step to process each application. The effect was that USCIS knew neither the cost to
process new applications nor the cost to complete pending applications. Further because DHS
was still determining how administrative and overhead functions would be carried out and the
refated costs allocated, USCIS did not know what future administrative and overhead costs
would be. For the 3-year period from fiscal year 2001 through 2003, USCIS reported operating
costs exceaded available fees by almost $460 million, thus creating the need for appropriated
funds. USCIS projected that this situation would remain in fiscal year 2004. We reponted that
absent actions to increase fees, reduce processing costs and times, or both, as well as to
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improve the timeliness and completeness of fee schedule updates, USCIS would continue to
need appropriated funds to avoid even greater increases in the backlog of pending applications.
We recommended that in order to determine the cost to process new and pending applications,
USCIS should perform a comprehensive fee study to determine the cost {0 process new
immigration applications and determine the cost to efiminate the backlog of pending applications.
For more information, see Immigration Application Fees: Current Fees Are Not Sufficient to Fund
U.S. Citizenship and Immigration Services’ Operations, GAQ-04-309R.

DHS updated information: On February 1, 2007, USCIS issued a Proposed Rule for the
Adjustment of the immigration and Naturalization Benefit Applications and Petition Fee Schedule
and issued the finat rule in May 2007. Based on a 2004 GAO recommendation, USCIS
conducted a comprehensive review of its resources and activities for the first time in 10 years,
employing the Activity Based Costing methodology to determine the full costs of immigration
benefit applications and in which USCIS fees are based on the complexity of the work. in
updated information provided by DHS in March and April 2007, USCIS stated that the new fee
structure ensures appropriate funding to meet customer service needs and national security
requirements and modernizes an outdated business infrastructure. According to DHS, the fiscal
year 2008 President's budget reflects that 99 percent of USCIS funding would be derived from
fee collections. The remaining 1 percent, $30 million, is requested as an appropriation to suppont
the Employment Eligibility Verification program, According to USCIS, a number of problems
caused the present day funding gap, including (1) the failure of fees to refiect the actual cost of
doing business, (2) the loss of significant appropriated funding for backlog reduction, (3) the
need for payment of additional fees because of processing delays, (4} reliance on monsy from
temporary programs to fund operating costs, (5) reallocation of funds from their intended
purpose to cover base operations, and (6) insufficient funds to provide for additional, costly
security requirements. USCIS indicated that additional funding was necessary to enhance the
security and integrity of the immigration system, improve service delivery, and modernize
business infrastructure.

Our assessment: We conclude that DHS has generally achieved this performance expectation.
in following up on our prior recommendations, we found that USCIS has conducted a
comprehensive review of its resources and activities and determined that the current fees did not
reflect current processes or recover the full cost of services being provided. USCIS employed an
activity-based costing methodology to determine the full costs of immigration benefit
applications. As a result of its comprehensive fee review, USCIS published a proposed rule in
February 2007 in the Federal Register and a final rule in May 2007 to increase the immigration
and naturalization benefit application fees.

9. Capture
biometric
information on all
benefits applicants

GAQ and DHS G findings: DHS does not yet have the capabilities in place to capture and store  Generally not
biometric information on all benefits applicants. in 2006 we reported that USCIS was developing  achieved
various systems for capturing and storing biometric information including the Biometric Storage

System, which would allow USCIS to store biometrics information for verification of idertity and

for future form submissions. USCIS planned to expand biometric storage capacity to allow

storage of biometric information for ali USCIS customers, allowing information to be resubmitted

for subsequent security checks. The system would capture 10 prints for Federal Bureau of

investigation fingerprint checks and image sets (photograph, press-prints, and signatures).

Senior officials told the DHS iG that USCi8'’s use of biometrics had been constrained by the

capacity of application support centers to collect the data. In addition, the DHS IG reported in

November 2005 that USCIS collected photographs with many applications but did not have a

system for automated, facial recognition screening. For more information, see GAO-06-20. Also,

see Department of Homeland Security Office of inspector General, A Review of U.S. Citizenship

and Immigration Services’ Alien Security Checks, O1G-06-06 (Washington, D.C.: November

2008).

DHS updated information: According to DHS officials, the Biometric Storage System is in the
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design phase. According to the Biometric Storage System Project Management Pian, the system
is intended to facilitate the deterrence, detection, and pursuit of immigration benefit fraud and
promote identification and communication of immigration-related information to pariners in
support of the DHS Strategic Plan. In developing the system, USCIS plans to leverage existing
capabilities aiready being developed by other companents in the immigration and border
management enterprise. USCIS plans to share Biometric Storage System data with the US-
VISIT biometric repository called IDENT. This should enable data sharing and provide USCIS
information about applicants with a record in IDENT. USCIS estimated that the first phase of
Biometric Storage System, which will replace existing outdated biometrics infrastructure with a
foundation for the new system, would begin in the first quarter of fiscal year 2008. At that time,
USCIS plans to have access 1o limited biometrics data available to the intra-agency
community—ICE, CBP, and USCIS—on a view-only basis. USCIS reported that although the
Biometric Storage System is not yet in place, the agency shares biometric information with US-
VISIT and the Federal Bureau of Investigation, for example.

Our assessment: Untit the Biometric Storage System is more fully developed and implemented,
we conclude that DHS has generally not achieved this performance expectation. DHS has not
yet deployed its Biometric Storage System, but plans to implement the first phase of the system
in 2008.

10. implement an
automated
background check
system to track
and store alf
requests for
applications

GAO findings: DHS has not yet implemented an automated background check system o track  Generally not
and store all requests for appilications. In 2006 we reported that USCIS’s Background Check achieved
Service system automated and managed the submission of all security checks including name

and fingerprints from the Federal Bureau of Investigation and the Interagency Border inspection

System. We noted that the Background Check Service system was intended o track and store

security check responses in a centratized system and that USCIS was preparing fo initiate the

testing and implementation phase, but USCIS had to first select a hosting and production facility

for the system. For more information, see GAO-06-20.

DHS updated information: In March, April, and June 2007, USCIS provided us with updated
information on its efforts to develop and implement its Background Check Service. According to
USCIS, the schedule for deploying the Background Check Service has changed from May 2007
to December 2007 because USCIS moved the Background Check Service to a new location and
encountered problems at the new center. According to USCIS, there were several firewal issues
and other communication problems, but the problems are being worked on by the contractor.

Our assessment: Untit DHS more fully develops and impiements its Background Check Service,
we conclude that DHS has generally not achieved this performance expectation. DHS has
worked toward deployment of the first phase of its Background Check Service, but has pushad
back its target time frame for deploying the first phase until December 2007,

11. Communicate
immigration
related information
to other relevant
agencies

GAD findings: DHS has taken some actions to share immigration information for enforcement Generally
and fraud prevention purposes. In 2006 we reported that USCIS had three major projects under  achieved
way to improve its ability to receive and share data within the agency as well as with other

agencies as part of its information technology transformation. First, the data layer/repository

project was intendad to present users with a consolidated system to access information from 63

USCIS systems rather than the situation where users had to log onto separate systems to obtain

data. This capability would be available to adjudicators and, eventually, to external users.

Second, the software updates project was intended to upgrade, among other things, USCIS’s

deskiop and software capabilities, USCIS's servers and network, and USCIS's capability to

support the new electronic processes. Third, the e-adjudication pilot project was intended to

atlow paperless {electronic) adjudication for certain immigration forms. USCIS could not provide

a completion date for the data layer and e-adjudication pilots due, in part, to uncertainty

regarding future funding. USCIS expected to complete full implementation for its information

technology transformation by fiscal year 2010, With regard to US-VISIT, we reported that the

program intended to collect, maintain, and share information on certain foreign nationals who
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enter and exit the United States and facilitate information sharing and coordination within the
immigration and border management community. For more information, see Taxpayer
Information: Options Exist to Enable Data Sharing between IRS and USCIS but Each Presents
Challenges, GAD-06-100 and GAQ-08-20.

DHS updated information: According to updated information provided by DHS in March, April,
and May 2007, in fiscal year 2006 USCIS launched the Integrated Digitization Document
Management Program to convert existing paper-based A-files and related documents into a
digitized format; ensure that data are accurately captured electronically from paper A files; and
provide storage, discovery, and electronic delivery of digitized files. USCIS stated that the last
function was released in June 2007. USCIS has entered into a number of memoranda of
understanding that outfine agreements on immigration-related information sharing with other
tederal agencies and foreign governments. in addition, immigration information is shared though
others programs, such as US-VISIT. US-VISIT, for example, provides for the sharing ot biometric
and biographic-related information between DHS components, and the Departments of Justice
and State. USCIS, CBP, and ICE have also entered into memoranda of understanding with other
federal agencies and foreign governments to enhance information sharing.

Our assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has taken some actions to develop and faunch systems 1o facilitate information sharing with
other agencies, such as by altowing for the electronic delivery of files and information. Moreover,
USCIS has completed r da of wding with other agencie:

12. Establish
training programs
to reduce fraud in
the benefits
process

GAO findings: DHS has made progress in establishing training programs 1o reduce fraud in the  Generally not
benefits process, but more work remains. In 2006 we reported that adjudicators at USCIS achieved
service centers and district offices that we visited received some fraud-related information or

training subsequent to their initial hire. We reported that USCIS initial adjudicator training

provided approximately 4 hours of fraud-related training that focused primarily on detecting

fraudulent documents. However, USCIS headquarters officials responsible for field operations

told us that there was no standard training regarding fraud trends and that fraud-related training

varied across field offices. Our interviews indicaled that the frequency and method for distributing

ongoing information about fraud detection was not uniform across the service centers and district

offices we visited. For more information, see immigration Benefits: Additional Controls and a

Banctions Strategy Could Enhance DHS’s Ability to Control Benefit Fraud, GAO-06-259.

PHS updated information: In March and April 2007, DHS provided updated information outiining
its training programs to reduce fraud in the benefits process. With regard 1o adjudication officers,
the Office of Fraud Detection and National Security has created an hour anti-fraud module that is
provided to adjudicators attending immigration officer basic training, journeyman immigration
Officer training, and supervisory adjudications training. USCIS has also developsd training for
specific areas with a past history of fraud. For example, USCIS has provided Religious Worker
anti-fraud training to 145 officers at the California Service Center whaere adjudication of religious
worker petitions is centratized. With regard to Office of Fraud Detection and National Security
Officers, during a basic 3-week national security and anti-fraud course at the Federal Law
Enforcement Training Center, instruction is provided to these officers on such areas as Fraud
Detection and National Security anti-fraud standard operating procedures, practical training on
USCIS and other government systems, interviewing techniques, national security reporting,
Headquanters Fraud Detection and National Security intelligence processes, legal issues, and
report writing. Additionally, all Immigration Officers and Intelligence Research Specialists must
attend the Fraud Detection and National Security Data System training, which serves as the
case management system for all fraud and national security related work conducted by the
Office of Fraud Detection and National Security, as part of the basic 3-week course and will
continue to be provided ongoing training as systems evolve through the use of formal
correspondence, informat conference calls, e-newsietters.

Our assessment: We conclude that DHS has ¢ ly not achieved this performance
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expectation. USCIS has initiated a number training programs focused on detecting fraud in the
benefits process. Howsver, the intent of this performance expectation is not only that DHS has
anti-fraud training programs, but aiso that these programs are delivered to individuals according
to their roles and responsibilities for adjudicating applications. DHS did not provide us with
evidence on the extent to which it has taken actions to ensure that its anti-fraud training courses
have been distributed and implemented appropriately across afl field offices, a key concern we
identified in our prior work. In addition, DHS did not provide us with evidence that it has taken
actions to ensure that ali staff receive the anti-fraud training appropriate to their roles and
responsibifities in adjudicating certain types of applications.

13. Create an
office to reduce
immigration
benefit fraud

GAO findings and assessment: We conclude that DHS has generally achieved this performance  Generally
P ion, USCIS blished the Fraud Detection and National Security office to enhance its  achieved

fraud control efforts by serving as its focal point for addressing immigration benefit fraud.

Established in 2003, Fraud Detection and National Security is intended to combat fraud and

foster a positive control environment by pursuing objectives to develop, coordinate, and lead the

national antifraud operations for USCIS; oversee and enhance poficies and procedures

pertaining to the enforcement of law enforcement background checks on those applying for

immigration benefits; identity and evaluate vulnerabilities in the various policies, practices, and

procedures that threaten the legal immigration process; recommend solutions and internal

controls to address these vulnerabifities; and act as the primary USCIS conduit and liaison with

ICE, CBP, and other members of the law enforcement and intelligence community. For more

information, see GAQ-06-259.

14. iImplement a
fraud assessment
program 1o reduce
benefit fraud

GAO findings: DHS has taken steps to implement a fraud assessment program, but much more  Generally not
work remains. in 2006 we reported that the Office of Fraud Detection and National Security, achieved
established in 20083, outlined a strategy for detecting immigration benefit fraud, and undertook

two assessments in a series of fraud assessments to identify the extent and nature of fraud for

certain immigration benefits. A complimentary effort is USCIS's plan to develop automated fraud

analysis tools. USCIS has hired a contractor to develop the Fraud Detection and National

Security, an automated capabifity to screen incoming applications against known fraud

indicators, such as muitiple applications received from the same person. According to the Office

of Fraud Detection and National Security, it planned to deploy an initial data analysis capability

by the third quarter of fiscal year 2008 and release additional data analyses capabilities at later

dates but could not predict when these latter capabilities would be achieved. However, according

1o a Fraud Detection and National Securily operations manager, the near and midterm plans

were not aimed at providing a full data-mining capability. in the long term, USCIS planned to

integrate these data analyses tools for fraud detection into a new application management

system being developed as part of USCIS's efforts to transform its business processes for

adjudicating immigration benefits, which includes developing the information technology needed

to support these business processes. Also, in the long term, according to the Fraud Detection

and Nationai Security Office Director, a new USCIS application management system would

ideally include fraud filters to screen applications and remove suspicious applications from the

processing stream before they are seen by adjudicators, For more information, see GAQ-06-259.

DHS updated information: According to USCIS, the purpose of the benefit fraud assessment is to
use statistically valid methods to determine the amount, percentage, and type of fraud in benefit
applications to aid USCIS in its efforts to develop anti-fraud strategies, establish priorities for
planning purposes, and identify fraud patterns and linkages for referral to ICE. Iny updated
information provided by USCIS in April 2007, USCIS reported that it has completed benefit fraud
assessments for the {-140 Immigrant Petition for Alien Workers, 1-90 Application to Replace a
Permanent Resident Card, and Refigious Worker applications. USCIS reported that it is
analyzing data from other assessments of the 1-129 H1B Employment-based, I-130 Marriage-
based, I-130 Yemeni-specific Family-based, and 1-589 Asylum applications and expect final
reports on these assessments to be issued by the end of fiscal year 2007. USCIS also reported
that it is conducting an assessment for 1-129 L-1A Employment-based application. USCIS
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reported that as a result of these assessments, it now has baseline data and c¢an focus on
developing a more comprehensive benefit fraud assessment strategy. In fiscal year 2008, USCIS
intends to issue a roadmap outlining the visa categories for which it will conduct benefit fraud
assessments in the future. In addition, USCIS officials stated that development work for the
Fraud Detection and National Security Program Data Systems’ initial analytical capabilities was
completed in the first quarter of fiscal year 2007. USCIS indicated that development delays for
the initial analytical capabilities were encountered due to budgetary, contractual, and

perfo issues. Full impl ttation of the initial capability was delayed until the second
quarter of fiscal year 2007 due to hardware acquisition issues. According to USCIS, procurement
activities are underway to award the next development contract with a plan that includes a
contract award in early third quarter of fiscal year 2007 with the implementation of foliow-on
analytical capabilities early in the first quarter of fiscal year 2008. USCIS stated that this
procurement was briefly delayed due to an evaluation of another case management software
appiication. A final decision was made in February 2007 to move forward with the development
of Fraud Detection and Nationaf Security Data System.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has completed fraud assessments for three types of immigration benefits—
having completed two at the time of our March 2006 report—and expects to issue final reports
on four additional assessments later in fiscal year 2007. Howaver, USCIS has not yet fully
developed a comprehensive strategy for conducting benefit fraud assessments. Untit DHS does
sc and demonstrates successful application of a strategy and approach for conducting fraud
assessment, we conclude that DHS has generally not achieved this performance expectation. in
addition, DHS has taken actions to develop a data system to identify fraud through automated
analysis tools. However, this data analysis capability has not yet been fuily implemented.

Source: GAQ analysis.

Note: An of “generally that DHS has taken sumc‘enl actions to satisfy
most of the ion. However, an of " does not signify
that no further action |s requtred of DHS or that i covered by lhe ion cannot be
further imp: d or d. G k not that DHS has not yet
taken sufficient achons to satisfy most elements of the performance expectation. An assessment of
“ Iy not " may be even where DHS has put forth substantial effort to satisty
some but not most elements of an expectation. In cases when we or the DHS IG have not compieted
work upon which 1o base an assessment of DHS actions to satisfy a performance expectation, and/or
the infermation DHS provided did not enab(e us to clearly determine the extent to which DHS has

hieved the p we i “‘no made.”

DHS Has Made Moderate
Progress in Securing the
Aviation Sector

DHS has implemented a variety of programs to help secure the aviation
sector. Within the department, TSA is the primary agency with
responsibility for aviation security efforts. TSA was established in 2001
with the mission to protect the transportation network while also ensuring
the free movement of people and commerce. Since its inception, TSA has
focused much of its efforts on aviation security and has developed and
implemented a variety of programs and procedures to secure commercial
aviation. For example, TSA has undertaken efforts to strengthen airport
security; provide and train a screening workforce; prescreen passengers
against terrorist watch lists; and screen passengers, baggage, and cargo.
TSA has implemented these efforts in part to meet numerous mandates for
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strengthening aviation security placed on the agency following the
September 11, 2001, terrorist attacks. These mandates set priorities for the
agency and guided TSA’s initial efforts to enhance aviation security. In
addition to TSA, CBP, and DHS's Science and Technology Directorate play
roles in securing comumercial aviation, In particular, CBP has responsibility
for conducting passenger prescreening—or the matching of passenger
information against terrorist watch lists—for international flights
operating to or from the United States, as well as inspecting inbound air
cargo upon its arrival in the United States. The Science and Technology
Directorate is responsible for the research and development of aviation
security technologies.

As shown in table 22, we identified 24 performance expectations for DHS
in the area of aviation security, and we found that overall DHS has made
moderate progress in meeting those expectations. Specifically, we found
that DHS has generally achieved 17 performance expectations and has
generally not achieved 7 perforrance expectations.

Table 22: Per Exg i and Prog Made in Aviation Security
Assessment
Generally Generally not No assessment
Performance expectation achieved achieved made
1. Implement a strategic approach for aviation security v
functions
2. Establish standards and procedures for effective airport v
perimeter security
3. Establish standards and procedures to effectively control v
access 10 airport secured areas
4. Establish procedures for implementing blometric identifier v
systems for airport secured areas access control
5. Ensure the screening of airport employees against v
terrorist watch lists
6. Hire and deploy a federal screening workforce v
7. Dsevelop standards for determining aviation security v
staffing at airports
8. Establish standards for training and testing the v
perfarmance of airport screener staff
9. Establish a program and requirements to allow eligible v
airports to use a private screening workforce
10. Train and deploy federal air marshais on high-risk flights 4
11. Establish standards for training flight and cabin crews v
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Assessment
Generaily Generally not No assessment
achieved achieved made

12.

Establish a program to allow authorized flight deck officers
to use firearms to defend against any terrorist or criminal v
acts

13,

Establish policies and procedures to ensure that

individuals known to pose, or suspected of posing, a risk v
or threat to security are identified and subjected to

appropriate action

. Develop and implement an advanced prescreening

system to allow DHS to compare domestic passenger
information to the Selectee List and No Fly List

. Develop and implement an international passenger

prescreening process to compare passenger information
1o terrorist watch lists before aircraft departure

16. Develop and implement processes and procedures for v
physically screening passengers at airport checkpoints
17. Develop and test checkpoint technologies to address v

vuinerabilities

18. Deploy checkpoint technologies to address vulnerabilities

19. Deploy explosive detection systems (EDS) and explosive
trace detection (ETD) systems to screen checked v
baggage for explosives

20. Develop a plan to deploy in-line baggage screening v
equipment at airports

21. Pursue the deployment and use of in-line baggage v
screening equipment at airports

22. Develop a ptan for air cargo security v

23. Develop and implement procedures to screen air carge v

24. Develop and impiement technoiogies to screen air cargo

Total 17 o

Sousce: GAD analysis.

Note: An assessment of “generally achieved” indicates that DHS has taken sufficient actions o satisfy

most of the ion, However, an of “generally achi " does not signify
that no further action is required of DHS or that ions covered by the exp ion cannot be
further improved or enhanced. Conversely, “generally not achieved” indicates that DHS has not yet
taken sufficient actions to satisty most of the per i n of

A
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but nat most elements of an expectation, In cases when we or the DHS IG have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enabie us to clearly determine the extent to which DHS has
achievad the performance ion, we indi “no it made.”

Table 23 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of aviation security and our assessment of whether DHS has taken

Page 83 GAO7-454 Homeland Security Progress Report



171

steps to satisfy most of the key elements of the performance expectation
(generally achieved) or has not taken steps to satisfy most of the
performance expectation’s key elements (generally not achieved).

Tabie 23: Per Exp i and A of DHS Progress in Aviation Security
Performance

p i y of findi Assessment
1. implementa  GAO findings: DHS has adhered to a strategic approach for implementing its aviation security Generally
strategic functions, governed largely by legislative requirements. TSA, which has responsibility for securing  achieved

approach for ali modes of transportation, has also taken steps o ensure that it implements its aviation security

aviation security functions in a strategic manner. For example, in April 2008, we reported that TSA has spent billions

functions of dollars and implemented a wide range of initiatives to strengthen the key components of its
passenger and checked baggage screening systems—people, processes, and technology. These
components are interconnected and are critical 1o the overall security of commercial aviation. For
more information, see Aviation Security: Enhancements Made in Passenger and Checked
Baggage Screening, but Challenges Remain, GAO-08-371T.,

DHS updated information: in March 2007, the Nationa! Strategy on Aviation Security and its six
supporting plans were released. The six supporting plans are Aviation Transportation System
Security, Aviation Operational Threat Response, Aviation Transportation System Recovery,
Aviation Domain Surveillance and intelfigence Integration, Domestic Outreach, and International
Qutreach. According to TSA, an Interagency implementation Working Group was established
under TSA leadership in January 2007 to initiate implementation efforts for the 112 actions
specified in the supporting plans.

Qur assessment: We conclude that DHS has generally achieved this performance expectation, as
DHS has taken a strategic approach to implementing its aviation security functions, and the
Nationai Strategy on Aviation Security has been issued.
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2. Establish GAO findings: In June 2004, we reported on TSA's efforts to strengthen the security of airport Generally not
standards and  perimeters (such as airfield fencing and access gates), the adequacy of controls restricting achieved

procedures for  unauthorized access to secured areas {such as bullding entryways leading to aircraft), and security

effective airport  measures pertaining to individuals who work at airports. At the time of our review, we found TSA

pefimeter tiad begun evaluating commercial airport security but had not yet implemented a number of

secrity congressionally mandated requirements. We reported that TSA had begun evaluating the security
of airport perimeters, but had not yet determined how the results of these evaluations could be
used 10 make improvements to the nation’s airport system as a whole. Specifically, we found that
TSA had begun conducting regulatory compliance inspections, covert testing of selected security
procedures, and vulnerability assessments at selected airports. These evaluations, though not yet
complete at the time of our report, identified petimeter security concerns. In addition, we reported
that TSA intended to compile baseline data on security vulnerabilities to enable it to conduct a
systematic analysis of airport security vulnerabilities on a nationwide basis. TSA said such an
analysis was essential since it would allow the agency to determine minimum standards and the
adequacy of security policies and help the agency and airports better direct limited resources.
Nonetheless, at the time of our review, TSA had not yet developed a plan that prioritized its
assessment efforts, provided a schedule for completing these assessments, or described how
assessment results would be used to help guide agency decisions on what, If any, security
improvements were needed. We are conducting follow-on work in this area. For more information,
see Aviation Security: Transportation Security Administration Has Made Progress in Managing a
Federal Security Workforce and Ensuring Security at U.S. Airports, but Challenges Remain,
GAO-06-597T and Aviation Security: Further Steps Needed to Strengthen the Security of
Commercial Airport Perimeters and Access Controls, GAQ-04-728.

DHS updated information: In April and July 2007, DHS provided us with updated sensitive
information on efforts to secure airport perimeters. This information described TSA's plans to
assess technology being used to enhance perimeter security, as well as a summary of TSA's
policies and procedures related te perimeter security. DHS also provided us with updated sensitive
information on its efforts to enhance security procedures for gate screening, aircraft cabin
searches, and security measures for personnel identification media.

Our assessment: We conclude that DHS has generally not achieved this performance expectation.
While DHS has taken actions to enhance perimeter security, DHS did not provide us with evidence
that these actions provide for effective airport perimeter security and thus satisfy the intent of this
performance expectation. DHS also did not provide information or documentation that it had
addressed all of the refevant requirements established in the Aviation and Transportation Security
Act and our 2004 recommendations related to (1) identifying security weaknesses of the
commercial airport system as a whole, (2) prioritizing funding to address the most critical needs, or
{3) reducing the risks posed by airport workers. Until DHS demonstrates how the security efforts it
has undertaken have strengthened commercial airport perimeters security, it will be difficult for it to
justify its resources needs and clearly identify progress made in the area.
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3. Establish GAO findings and DHS IG findings: In June 2004 we reported that TSA had begun evaluating the  Generally not
standards and  controls that limit access into secured airport areas, but had not completed actions to ensure that  achieved
proceduresto  all airport workers employed in these areas were vetted prior to being hired and trained. We also

effectively reported that TSA had begun evaluating the security of the controls that fimited access into
controf access  secured airport areas, but had not yet determined how the results of these evaluations could be
10 airport used to make improvements to the nation’s airport system as a whole. Specifically, we found that
secured areas  TSA had begun conducting regulatory compliance inspections, covert testing of selected security
procedures, and vuinerability 1ts at selected airports. These evaluations—though not

completed at the time of our repori—identified access controt security concerns. For example, TSA
identified instances where airport operators failed to comply with existing security requirements. in
addition, we reported that TSA intended to compile baseline data on security vulnerabilities to
enable it to conduct a systematic analysis of airport security vuinerabiliies on a nationwide basis.
TSA said such an analysis was essential since it would allow the agency fo determine minimum
standards and the adequacy of security policies and help the agency and airports better direct
limited resources. Nonetheless, at the time of our review, TSA had not yet developed a plan that
prioritized its assessment efforts, provided a schedule for completing these assessments, or
described how assessment results would be used to help guide agency decisions on what, if any,
security improvements were needed, More recently, in March 2007, the DHS G reported the
results of its access control testing at 14 domestic airports of various sizes nationwide. As a resut
of more than 800 access contro! tests, the DHS IG identified various recommendations to enhance
the overall effectiveness of controls that limit access to airport secured areas. We are conducting
follow-on work in this area. For more information, see GAO-06-597T and GAO-04-728. See also
Department of Homeland Security Office of Inspector General, Audit of Access to Airport Secured
Areas (Unclassified Summary), OIG-07-35 (Washington, D.C., March 15, 2007).

DHS updated information: In March, April, and July 2007, DHS provided us with updated
information on its efforts to establish standards and procedures for effective access control of
airport secured areas. TSA reported that its Aviation Direct Access Screening Program was piloted
in March 2006 and disseminated to Federal Security Directors in August 2006 to provide for
random screening of airport and airline employees and employees' property and vehicles as they
enter secure areas of airports. Transportation security officers screen for the presence of
explosives, incendiaries, weapons, and other items of interest as well as improper airport
identification. TSA reported that the Aviation Direct Access Screening Program was reissued in
March 2007 to include boarding gate screening and aircraft cabin searches and to mandate
participation for airports nationwide. TSA also reported that it verifies the identification of individuals
present in airport secured areas and assists operators and air carriers in performance of security
responsibilities. DHS also provided us with updated sensitive information on its efforts to enhance
security procedures for gate screening, aircraft cabin searches, and security measures for
personnel identification media, as well as a description of TSA's plans to assess technology being
used to enhance access controls and a summary of TSA's access controi policies and procedures.

Our assessment: We conclude that DHS has generally not achieved this performance expectation.
DHS has taken actions to establish procedures for access controi of airport secured areas.
However, DHS did not provide us with evidence that these actions provide for effective access
control for airport secured areas and thus satisfy the intent of this performance expectation.
Additionally, DHS did not provide information or documentation that it had addressed all of the
relevant requirements established in the Aviation and Transportation Security Act and our 2004
recommendations related to (1) identifying security weaknasses of the commercial airport system
as a whole, (2) prioritizing funding to address the most critical needs, or (3) reducing the risks
posed by alrport workers. The recent assessment by the DHS OIG identified continuing
weaknesses in TSA's procedures to prevent unauthorized individuals from access to secured
airport areas. Until DHS demonstrates how the security efforts it has undertaken have
strengthened the security of airport access controls, it will be difficult for it to justify its resource
needs and clearly identify progress in this area.
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4. Establish GAO findings: In June 2004, we reported that TSA had begun efforts to evaluate the effectiveness  Generally not
procedures for  of security-related technologies, such as biometric identification systems. However, we reported achieved
implementing that TSA had not developed a plan for implementing new technologies or balancing the costs and
biometric effectiveness of these technologies with the security needs of individual airports and the
identifier commercial airport system as a whole. In September 2005, TSA issued a guidance package for

systems for
airport secured
areas access
controf

biometrics for airport access control. This guidance was primarily directed at airport operators who
own and operate access control systems at airports and manufacturers of biometric devices who
would need to submit their devices for qualification, including performance testing, in order to be
potentially placed on a TSA biometric Qualified Products List, The guidance package includes
information on technical and operational requirements and standards, implementation guidance,
and a plan for biometric qualified products list.

DHS updated information: DHS did not provide us with updated information on its efforts to
establish procedures for implementing biometric identifier systems.

QOur assessment: We conclude that DHS has generally not achieved this performance expectation.
Although TSA issued a guidance package, we reported in April 2007 that DHS and industry
stakeholders continue to face difficult chailenges in ensuring that the biometric access control
technologies will work effectively in the maritime environment where the Transportation Worker
Identification Credential program (DHS's effort to develop biometric access control systems to
verify the identity of individuals accessing secure transportation areas) is being initiafly tested.
Because of the challenges in implementing the system in the maritime environment, DHS has not
yet determined how and when it will implement a biometric identification system for access controls
at commercials airporis. We have mmated ongoing work to further assess DHS's efforts to
establish procedures for i wting b ic identifier systems for airport secured areas access
control.

5. Ensure the
screening of

GAO findings and assessment: We conclude that DHS has generally achieved this performance Generally
expectation, as it has worked to ensure the screening of airport employees against terrorist watch  achieved

airport lists. We reported that TSA requires most airport workers who perform duties in secured and sterile
employees areas to undergo a fingerprint-based criminal history records check. TSA further requires airport
against terrorist  operators to compare applicants’ names against the No Fly List and Selectse List. Once workers
watch lists undergo this review, they are granted access 10 airpert areas in which they perform duties. For

more information, see GAQO-08-597T and GAC-04-728.
6. Hire and GAO findings: DHS has hired and deployed a federal screening workforce at airports. TSA initially  Generally
deploy a federal  deployed over 50,000 screeners (now called transportation security officers) at over achieved
screening 440 commerciai airports nationwide. However, TSA has experienced staffing shortages, and we
workforce reported that to accomplish its security mission, TSA needs a sufficient number of passenger and

checked baggage transportation security officers trained and certified in the latest screening
procedures and technology. We reported in February 2004 that staffing shortages and TSA's hiring
process had hindered the ability of some Federal Security Directors to provide sufficient resources
to staff screening checkpoints and oversee screening operations at their checkpoints without using
additional measures such as overtime. TSA has taken action to address some of these staffing
challenges by, for example, developing a medel to determine the most appropriate allocation of
transportation security officers among airports and implementing human capital initiatives to
address hiring and retennon challenges. For more information, see GAQ-08-597T; Airport

inary Observations on Progress Made and Challenges Remaining,
GAO 03 1173; and Awar/on Security: TSA’s Staffing Allocallon Made/ Is Useful for Allocating Staff
among Airports, but I1s A ptions Shoutd Be icatly e GAO-07-289.

DHS updated information: in March 2007, DHS reported that TSA deployed a pay-for-performance
system, called Performance Accountability and Standards System, for transportation security
officers, lead and supervisory transportation security officers, and screening managers. TSA also
reported that it has developed a local, decentralized hiring process to give Federal Security
Directors more contrel over aspects of hiting.

Page 87 GAO-07-454 Homeland Security Progress Report



175

Performance
N y of findi Assessment

p

QOur assessment: We conclude that DHS has generally achieved this performance expectation. We
have not yet fully evaluated TSA's pay-for-performance system or its hiring process. However,
DHS has hired and deployed a federal screening workforce at airports.

7. Develop GAO findings and assessment: We conclude that DHS has generally achieved this performance Generally
standards for expectation as DHS has developed standards for determining aviation security staffing levels. in achieved
determining June 2005, TSA submitted its report on aviation security staffing standards to Congress. Known as
aviation security the Staffing Allocation Model, these standards are intended to provide an objective measure for
staffing at determining staffing levels for transportation security officers, while staying within the
airporis congressionally mandated limit of 45,000 full-time equivalent screeners. In February 2007, we
reported that TSA's Staffing Allocation Model is intended to provide a sufficient number of
transportation security officers—or screeners—to perform passenger and checked baggage
screening through built-in assumptions, which are designed to ensure the necessary levels of
security and to minimize wait times, along with multiple monitoring mechanisms to assess the
sufficiency of the model’s outputs. However, we identified concerns with some of the fiscal year
2006-medel assumptions. Further, although TSA officials stated that they plan to conduct an
annual review of select assumptions, and based changes to the fiscal year 2007 model on such a
review, TSA does not have a mechanism in place for prioritizing its review and for ensuring that afl
assumptions are pericdically validated to help ensure that they reflect operating conditions. We
reported that TSA risks basing its staffing allocations on assumptions that do not reflect operating
conditions if periodic validations are not conducted. For more information, see GAO-06-597T;
Aviation Security: Progress Made in Sy ic Planning to Guide Key I Decisi but
More Work Remains, GAC-07-448T; and GAO-07-299.

8. Establish GAO findings: DHS has established standards for training and testing airport transportation Generally

standards for security officers. For example, TSA introduced an Oniine Learning Center that made self-guided achieved

training and courses available over the Internet. In December 2005, TSA reported completing enhanced

testing the explosives detection training for over 18,000 transportation security officers. TSA also implemented

performance of  and strengthened efforts to collect performance data on the effectiveness of screening operations.

airport screenar  For example, TSA increased its use of covert testing to assess the performance of screening

staff operations. However, we identified concerns with transportation security officers’ access to online
training. in May 2005, we also noted that TSA had not yet begun to use data from local covert
testing to identify training and performance needs because of difficulties in ensuring that local
covert testing was implemented consistently nationwide, although TSA is taking some actions to
address this issue. in April 2007, we reported that TSA monitors transportation security officers’
compliance with passenger checkpoint screening standard operating procedures through its
performance accountability and standards system and through lecal and nationat covert testing.
According to TSA officials, the agency developed the performance accountabiiity and standards
system in response to our 2003 report that recommended that TSA establish a performance
management system that makes meaningtul distinctions in employee performance and in response
to input from TSA airport staff on how to improve passenger and checked baggage screening
measures. This system is used by TSA to measure transponiation security officers’ compliance with
passenger checkpoint screening procedures. We have ongoing work assessing TSA’s covert
testing program, which we will complete later this year. For more information, see GAQ-597T;
Aviation Security: Screener Training and Performance Measurement Strengthened, but More Work
Remains, GAQ-05-457; and GAD-07-448T.

DHS updated information: In March 2007, DHS provided us with updated information on its efforts
to train and test the performance of airport screener staff. TSA reported that its Aviation Screening
Assessment Program, which is to be implemented at all airports this year, is intended to use local
screening workforce and Bomb Appraisal Officers to perform covert testing of passenger and
baggage screening capabilities. TSA reported that the program is intended to measure screening
performance using standardized test scenarios. in addition, TSA reported that it is implementing
Improvised Explosive Devices Checkpoint Screening Drifls in which transportation security officers
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will be routinely exposed to simulated items, without warning.

Qur assessment: We conclude that DHS has generally achieved this performance expectation, as
DHS has established standards for training and testing for airport transportation security officers.

9. Establish a GAO findings and assessment: We conclude that DHS has generally achieved this performance Generally
program and expectation, as DHS has taken actions to establish a program that allows eligible airports to use achieved
requirements to  private screeners. In March 2006, we reported that TSA created the Screening Partnership

aliow eligible Program to atiow all commercial airports an opportunity to apply to TSA for permission to use

airports 1o use a  qualified private screening contractors and private sector screeners. We noted that TSA developed

private performance goals and began drafting related measures and targets to assess the performance of
screening private screening contractors under the Screening Partnership Program in the areas of security,
workforce customer service, costs, workforce management, and innovation. However, we noted that as TSA

moved forward with this program, it had opportunities to strengthen the management and oversight
of the program, including providing clear guidance to program applicants on their roles and
responsibilities at airports where a privatized screener workforce operates and identifying the
underlying reasons for the small number of program applicants. For more information, see Aviation
Securily: Progress Made to Set Up Program Using Private-Sector Airport Screeners, but More
Work Remains, GAQ-06-166 and Aviations Security: Preliminary Observations on TSA's Progress
to Alfow Airports to Use Private Passenger and Baggage Screening Services, GAQ-05-126.

10. Train and GAQ findings and assessment: We conclude that DHS has generally achieved this performance Generally
deploy federal  expectation, as DHS has trained and deployed federal air marshals on flights deemed high-risk. To achieved
air marshals on  carry out its mission, the Federal Air Marshal Service deploys federal air marshais on board flights
high-risk flights  either destined for or originating in the United States. Deployed to passenger flights, federal air

marshals dress in plain clothes to blend in with other passengers and perform their duties

discreetly in an effort to avoid drawing undue attention to themselves. We have ongoing work

assessing the Federal Air Marshal Service program. For more information, see Awiation Security:

Federal Air Marshal Service Could Benefit from Improved Planning and Controls, GAQ-06-203.

11, Establish GAO findings and assessment: We conclude that DHS has generally achieved this performance Generally
standards for expectation, as it has established standards for training flight and cabin crews. In September 2005, achieved
training flight we reported that TSA enhanced guidance and standards for flight and cabin crew member security
and cabin crews training with input from stakeholders. Specifically, TSA revised the guidance and standards to

include additional training elements required by iaw and to improve the organization and clarity of

the guidance and standards. TSA also took steps to strengthen its efforts to oversee air carriers’

flight and cabin crew security training to ensure they were complying with the required guidance

and standards. For example, in January 2005, TSA added staff with expertise in designing training

programs to review air carriers’ crew member security training curriculums and developed a

standard form for staff to use to conduct their reviews. TSA also developed an advanced voluntary

self-defense training program with input from stakeholders and implemented the program in

December 2004, However, we noted that TSA had not established strategic goals and

performance measures for assessing the effectiveness of the training because it considered its role

in the training program as regulatory. We aiso noted that TSA lacked adequate controls for

monitoring and reviewing air carriers’ crew member security training, including written procedures

for conducting and documenting these reviews. For more information, see Aviation Security: Flight

and Cabin Crew Member Security Training Strengthened, but Better Planning and Internal Controls

Needed, GAO-05-781.
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12. Establish a
program to allow
authorized flight
deck officers to
use firearms to
defend against
any terrorist or
criminal acts

GAO and DHS IG findings: According to the DHS 1G, TSA's Federal Flight Deck Officer program is  Generally
to select, train, deputize, arm with handguns, and supervise volunteer airfine pilots and other flight  achieved
deck crew members for the purpose of defending the flight decks of passenger and cargo aircraft.
The 1G reported in December 2006, they surveyed a sample of federal flight deck officers to
identify pilot concerns about the Federal Flight Deck Officer program. Pilot concerns included not
being given time off to attend training, the remote location of the training and the amount of time
needed to get to the training site, TSA’s weapons carriage policy, and the type of credentials used
1o identify federat flight deck officers. These concerns may have dissuaded pilots from participating
in the program, thus reducing the number of federal flight deck officers. In December 2005,
management of the Federat Flight Deck Officer program was assigned to TSA’s Office of Law
Enforcement-Federal Air Marshal Service. This office established focus groups to foster
communications among the federal flight deck officer community, the airline industry, and
professional associations, and to address federal flight deck officer operational concerns. Also, the
office management established a federal flight deck officer working group to assess
recommendations on proposals concerning federal flight deck officer credentials and badges,
checkpoint requirements, weapons issues {including transpor, storage, and qualifications),
communications protocols, training, and industry liaison, While TSA has now trained and deputized
federal flight deck officers and has addressed various procedural and process issues, the DHS IG
concluded that more needed to be accomplished to maximize the use of federal flight deck officers
on international and domestic flights. TSA continues to work with federal flight deck officers,
Federal Security Directors, and industry to improve Federal Flight Deck Officer program
effectiveness. For more information, see Department of Homeland Security Office of Inspactor
General, Improvements Needed in TSA's Federal Flight Deck Officer Program, OlG-07-14
{Washington, D.C.: December 2006).

DHS updated information: in March 2007, DHS reported that it has implemented a Federal Flight
Deck Officer program for all-cargo aircraft operators and noted that this program provides training
to pilots, program management, resources, and equipment to protect the aircraft,

Qur assessment: We conclude that DHS has generally achieved this performance expectation. The
DHS |G reported that TSA has established and is working to improve the Federal Flight Deck
Officer Program. However, the DHS G also reported that a variety of challenges have affected the
program, including the amount of time and location of training, the weapons carriage poticy, and
type of credentials used to identify federal flight deck officers.

13. Estabiish
policies and
procedures to
ensure that
individuals
known to pose,
or suspected of
posing, a risk or
threat to security
are identified
and subjected to
appropriate
action

GAOQ findings and assessment: We conclude that DHS has generally achieved this performance Generally
expectation. TSA ensures that all passengers on domastic flights are checked against the Selectee achieved
List and No Fly List. Passenger prescreening is used to identity passengers who may pose a

higher risk to aviation security than other passengers and therefore should receive additional and

more thorough security scrutiny. Alr carriers check passenger information against government

supplied watch lists that contain the names of individuals who, for centain reasons, are either not

aliowed te fly (the No Fly List) or pose a higher than normal risk and therefore require additional

security attention {the Selectee List). Passengers on the No Fly List are denied boarding passes

and are not permitted to fly unless cleared by law enforcement officers. Passengers who are on the

Selectee List are issued boarding passes, and they and their baggage undergo additional security

measures. For more information, see Aviation Security: Secure Flight Development and Testing

Under Way, but Risks Should Be Managed as System Is Further Developed, GAO-05-356.
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14. Develop and  GAO findings: DHS is developing an advanced passenger prescreening system called Secure Generally not
implement an Flight. However, TSA has faced challenges in developing and implementing Secure Flight and has  achieved
advanced not yet completed its development efforts. in 2006 we reported that TSA had not conducted critical

prescreening activities in accordance with best practices for large-scale information technology programs and

system to allow  had not followed a disciplined life cycle approach in developing Secure Flight, in which all phases

DHS to compare of the project are defined by a series of orderly steps and the development of related

domestic documentation. We also found that white TSA had taken steps to implement an information

passenger security management program for protecting Secure Flight information and assets, its efforts were

information to incomplete, based on federal standards and industry best practices. {n addition, in 2006 we

the Selectee List reported that prior to TSA's rebaselining effort of Secure Flight, several oversight reviews of the

and No Fly List  program had been conducted that raised questions about program management, including the lack
of fully defined requirements, In January 2007, TSA reported that it has completed its rebaselining
efforts, which included reassessing program goals and capabilities and developing a new schedule
and cost estimates. However, we have not yet assessed TSA's progress in addressing past
problems. in February 2007, we reported that as TSA moves forward with Secure Flight, it will
need to employ a range of program management disciplines, which we previously found missing,
to controf program cost, schedute, performance, and privacy risks. We have ongoing work
reviewing DHS's efforts to develop and implement Secure Flight, including progress made during
its rebaselining efforts. For more information, see Aviation Security: Management Challenges
Remain for the Transportation Security Administration’s Secure Flight Program, GAO-06-864T;
Aviation Security: Transportation Security Administration Did Not Fully Disclose Uses of Personal
Inforration during Secure Flight Program Testing in initial Privacy Notes, but Has Recently Taken
Steps to More Fully inform the Public, GAO-05-864R; and Aviation Security: Secure Flight
Development and Testing Under Way, but Risks Should Be Managed as System s Further
Developed, GAO-05-356.

DHS updated information: in March 2007, DHS provided us with updated information on its efforts
to develop and implement Secure Fiight. DHS reported that as a result of its rebaselining efforts,
government controls were developed to implement Secure Flight, and DHS provided information
on Secure Flight's technical and system engineering management plans and requirements,
concept of operations, risk assessments, and privacy issues, DHS reported that it plans to begin
parallel operations with the first groups of domestic aircraft operators in the first quarier of fiscal
year 2008 and to take over full responsibility for watch list matching in fiscal year 2010,

QOur assessment: We conciude that DHS has generally not achieved this performance expectation.
DHS is continuing efforts to develop the Secure Flight program, but has not yet completed its
development efforts and has not yet implemented the program.

15. Develop and  GAOQ findings: DHS has not yet implemented enhancements to its passenger prescreening process Generally not
implement an for passengers on international fiights departing from or bound to the United States. We recently achieved

international reported that the existing identity-matching component of DHS's process involves separate
passenger matching activities conducted by air carriers {(prior to a flight’s departure and pursuant to TSA
prescreening requirements} and by CBP (generally after a flight's depariure). We reported that as with domestic
process to passenger prescreening, air carriers conduct an initial match of self-reported passenger name
compare record data against the No Fly List and Selectee List before international flight departures. CBP's
passenger process, in effect, supplements the air carrier identity-matching for internationat fiights by

information to comparing additional passenger information collected from passports {this information becomes
terrorist watch  part of Advanced Passenger Information System data}, against the No Fly List and Selectee List

lists before and other government databases. Under current federal reguiations for CBP’s prescreening of
aircraft passengers on international flights, air carriers are required to provide the U.S. government with
departure passenger name record data as well as Advanced Passenger information System data to aliow the

government fo conduct, among other things, identity matching procedures against the No Fly List
and Selectee List—which typically occur just after or at times just before the departure of
international flights traveling to or from the United States, respectively. To address a concern that
the federal gavernment’s identity matching may not be conducted in a timely manner, in 2004,
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Congress mandated that DHS issue a proposed rule requiring that the U,S. government's identity-
matching process occur before the depariure of international flights. CBP published this proposed
rule in July 2006 and, if implemented, it would aliow the U.8. government to conduct passenger
prescreening in advance of flight departure, and would eliminate the need for air carriers to
continue performing an identity-matching function for international flights. For more information,
see GAO-07-448T and Aviation Security: Efforts to Strengthen International Passenger
Prescreening Are Under Way, but Planning and implementation Issues Remain, GAQ-07-346.

DHS updated information: in March 2007, TSA reported that it was working with CBP to combine
the predeparture Advance Passenger information System and Secure Flight into one DHS solution.

Our assessment: We conclude that DHS has generally not achieved this performance expectation.
We identified various problems with DHS's implementation of the international prescreening
process and made recommendations to help address some of those concerns. in addition, while
efforts to define functional requirernents and operations are underway for aligning international and
domestic passenger prescreening, full implementation of an integrated system will not occur for
several years, as Secure Flight is not yet operational for domestic passenger prescreening.

16. Develop and
implement
processes and
procedures for
physically
screening
passengers at
airport
checkpoints

GAQ findings: DHS has developed and implemented processes and procedures for screening Generally
passengers at checkpoints. Passenger screening is a process by which authorized TSA personnel  achieved
inspect individuals and property to deter and prevent the carriage of any unauthorized explosives,
incendiary, weapon, or other dangerous item onboard an aircraft or into a sterile area. Authorized
TSA personnel must inspect individuals for prohibited items at designated screening jocations. The
passenger-screening functions are X-ray screening of property, walk-through metal detector
screening of individuals, hand-wand or pat-down screening of individuals, physical search of
property and trace detection for explosives, and behavioral cbservation. We have also reported
that TSA has developed processes and procedures for screening passengers at security
checkpoints, balancing security needs with efficiency and customer service considerations. TSA
has also revised these policies and procedures to generally improve the efficiency, effectiveness,
and clarity of the procedures, but could improve the evaluation of procedures before they are
implemented. In April 2007, we reported that standard operating precedures modifications were
proposed based on the professional judgment of TSA senior-level officials and program-level staff.
In some cases, TSA tested proposed modifications at selected airporis to help determine whether
the changes would achieve their intended purpose. However, we reported that TSA’s data
colection and analyses could be improved to help TSA determine whether proposed procedures
that are operationally tested would achieve their intended purpose. We also reported that TSA's
documentation on proposed modifications to screening procedures was not complete. We noted
that without more complete documentation, TSA may not be able to justify key modifications to
passenger screening procedures to Congress and the traveling public. For more information, see
Aviation Security: Risk, Experience, and Customer Concerns Drive Changes to Airline Passenger.
Screening Procedures, but Evaluation and Documentation of Proposed Changes Could Be
Improved, GAC-07-634; Aviation Security: TSA’s Change to Its Prohibited ltems List Has Not
Resuited in Any Reported Security Incidents, but the Impact of the Change on Screening
Operations Is Inconciusive, GAQ-07-623R; GAC-03-1173; and GAC-06-371T.

DHS updated information: in March 2007, DHS reported that it trained tens of thousands of
transportation security officers and took various regulatory actions to address concerns regarding
fiquids and gels carried aboard aircraft. DHS reported that TSA worked with technical experts and
counterparts in other countries to harmonize security procedures. TSA also reported making
changes to the Prohibited ftems List to allow transportation security officers to focus on detecting
high-risk threats which have the abiiity to cause catastrophic damage, such as improvised
explosive devices. Moreover, TSA provided information on two recent initiatives intended to
strengthen the passenger checkpoint screening process. TSA's Screening Passenger by
Observation Technigue program is a behavior cbservation and analysis program designed to
provide TSA Behavior Detection Officers with a nonintrusive means of identifying potentially high-
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risk individuails who exhibit behaviors indicative of inordinate levels of stress, fear, and/or deception
that could indicate possible terrorist or criminal activity. TSA reported that this program is
implemented using a threat-based strategy and is based on other behavioral analysis programs
used by faw enforcement and security personnel. in addition, TSA’s Travel Document Checker
program replaces current travel document checkers with transportation security officers who have
access 1o sensitive security information on the threat posture of the aviation industry and check for
fraudulent documents.

Our assessment: We conclude that DHS has generally achieved this performance expectation, as
DHS has developed and implemented processes and procedures for screening passengers at
airport checkpoints.

17. Develop and GAO findings: DHS has undertaken efforts to develop and test checkpoint technologies to address  Generally
test checkpoint  vulnerabilities that may be exploited by identified threats such as improvised explosive devices. For achieved
technologies to  example, TSA recently placed increased focus on the threats posed by liquid explosives and has
address been developing technology to automatically detect liquid explosives in bottles, TSA has aiso been
vuinerabilities modifying commercial-off-the-shelf technologies to mitigate threats posed by passengers bearing

improvised explosive devices. However, these machines do not automatically detect explosives.

For example, TSA is modifying a whole body image to screen passengers for explosives, plastics,

and metals otherwise obfuscated by clothing. The machine uses x-ray backscatter technology to

produce an image that transportation security officers interpret. We are currently reviewing DHS

and TSA's efforts to develop and test technologies and will be reporting on these efforts later this

year. For more information, see GAQ-06-371T.

DHS updated information: In March 2007, DHS provided us with updated information on its efforts
to develop and test checkpoint technologies. TSA reported that it is exploring portable explosive
detection system units and explosive trace portals at various airport locations and is operationaily
testing a whole body imaging system. TSA also reported that it is planning to pilot test a cast and
prosthetics screening technology and an automated explosives detection system for carry-on
baggage. TSA also reported that, in partnership with the Science and Technology Directorate, it is
assessing the capabilities of advanced x-ray technologies to provide enhanced capabilities in the
detection of improvised explosives devices in carry-on items.

Our assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has reported taking actions to develop and test checkpoint technologies. The full extent of
DHS's efforts is the focus of an ongoing GAO review scheduled for completion later this year.

18. Deploy GAQ findings: DHS has not yet deployed checkpoint technologies to address key existing Generally not
checkpoint vulnerabilities. For example, in July 2008, TSA provided us with information that 97 explosives achieved
technologies to  trace porial machines had been installed at over 37 airports. This new technology uses puffs of air

address to help detect the presence of explosives on individuals. However, DHS identified problems with

vulnerabilities these machines and has halted their deployment. DHS's fiscal year 2007 budget request stated
that TSA expected that 434 explosives trace portal machines would be in operation throughout the
country by September 2007. TSA is also developing backscatter technology, but limited progress
has been made in fielding this technology at airport passenger screening checkpoints. We are
currently reviewing TSA’s technology development and deployment efforts and witt be reporting on
these efforts fater this year. For more information, see GAO-06-371T.
DHS updated information: DHS reported in March 2007 that extensive deployment of new
technologies will not be realized for ancther 2 years.
Our assessment; We conclude that DHS has generally not achieved this performance expectation.
DHS has faced challenges and delays in deploying checkpoint technologies to effectively address
vuinerabilities, and TSA has reported that deployment of new technologies is likely 2 years away.
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18. Deploy EDS

GAQ findings and assessment: We conclude that DHS has generaily achieved this performance Generally

and ETD expectation, as TSA has deployed EDS and ETD systems at the nation's airports. From November achieved
systems to 2001 through June 2006, TSA procured and installed about 1,600 EDS machines and about
screen checked 7,200 ETD machines to screen checked baggage for explosives at over 400 commercial airports,
baggage for TSA made progress in fielding EDS and ETD equipment at the nation’s airponts, placing this
explosives equipment in a stand-alone mode—usually in airport lobbies—to conduct the primary screening of
checked baggage for explosives, due to congressional mandates to field the equipment quickly and
limitations in airport design. For more information, see Aviation Security: TSA Oversight of
Checked Baggage Screening Procedures Could Be Strengthened, GAO-06-869 and
GAO-06-371T.
20. Develop a GAO findings and assessment: We conclude that DHS has generally achieved this performance Generally

plan to deploy
in-line baggage
screening
equipment at
airports

expectation. DHS has developed a plan to deploy in-line baggage screening equipment at airports, achieved
based in part on a recommendation we made, The plan is aimed at increasing security through
deploying more EDS machines, iowering program life-cycle costs, minimizing impacts on TSA and
airport and airline operations, and providing a flexible security infrastructure. in March 2005, we
reported that at nine airports where TSA had agreed to help fund the installation of in-line EDS
systems, TSA estimated that screening with in-line EDS machines could save the federal
govemment about $1.3 billion over 7 years. In February 2006, TSA reported that many of the initial
inline EDS systems did not achieve the anticipated savings. However, recent improvements in the
design of the in-line EDS systems and EDS screening technology offer the opportunity for higher-
performance and lower-cost screening systems. Screening with in-line EDS systems may also
result in secunty benefits by reducing the need for TSA to use alternative screening procedures,
such as screening with explosives detection canines and physical bag searches, which involve
trade-offs in security effectiveness. For more information, see GAO-08-869; GAO-06-371T; and
GAD-07-448T.

21. Pursue the
deployment and
use of in-line
baggage
screening
equipment at
airports

GAQ findings: Despite delays in the widespread deployment of in-line systems due to the high Generally
upfront capital investment required, DHS is pursuing the deployment and use of in-line explosives  achieved
detection equipment and is seeking creative financing solutions to fund the deployment of these

systems. TSA determined that recent improvements in the design of the in-line EDS systems and

EDS screening technotogy offer the opportunity for higher performance and iower cost screening

systems. Screening with in-line EDS systems could also result in security benefits by reducing

congestion in airpont lobbies and reducing the need for TSA to use alternative screening

procedures, such as screening with explosives detection canines and physical bag searches.

TSA’s use of these procedures, which are 1o be used only when volumes of baggage awaiting

screening pose security vulnerabilities or when TSA officials determine that there is a security risk

associated with large concentrations of passengers in an area, has involved trade-offs in security
effectiveness. TSA has begun to systematically plan for the optimal deployment of checked

baggage screening systems, but resources have not been made available by Congress to fund the
installation of in-line EDS machines on a large-scaie basis. TSA reported that as of June 2006,

25 airports had operati in-line EDS sy and an additional 24 airports had in-line systems

under development. in May 2006, TSA reported that under current investment levels, instailation of

optimat checked baggage screening systems would not be completed until approximately 2024.

For more information, see GAQ-06-869 and GAQ-06-371T.

DHS updated inforrmation: In March 2007, DHS reported that it is working with its airport and air
carrier stakeholders to improve checked baggage screening solutions and to look creatively at in-
line baggage screening system solutions to enhance security and free up lobby space at airports.

Our assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has undertaken efforts to deploy and use in-tine baggage screening equipment, but
challenges exist to deploying in-line systems due 1o the high costs of the systems and questions
regarding how the systems wilt be funded.
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22. Develop a GAD findings and assessment: We conclude that DHS has generally achieved this performance Generally
plan for air expectation. DHS has developed a strategic plan for domestic air carge security and has taken achieved

cargo security

actions to use risk management principles to guide investment decisions related to air cargo bound
for the United States from a foreign country, referred to as inbound air cargo, but these actions are
not yet complete. With regard to domestic air cargo, we reported that TSA completed an Air Cargo
Strategic Plan in November 2003 that outlined a threat-based risk management approach to
securing the nation’s air cargo transportation system. TSA's plan identified strategic objectives and
priority actions for enhancing air cargo security based on risk, cost, and deadlines. With regard to
inbound air cargo, in April 2007, we reported that TSA and CBP have taken some preliminary steps
to use risk management principles to guide their investment decisions related to inbound air cargo,
as advocated by DHS, but most of these efforts are in the planning stages. We reported that
although TSA completed a risk-based strategic plan to address domestic air cargo security, it has
not developed a similar strategy for addressing inbound air cargo security, including how best to
partner with CBP and international air cargo stakehoiders. Further, TSA has identified the primary
threats associated with inbound air cargo, but has not yet assessed which areas of inbound air
cargo are most vuinerable to attack and which inbound air cargo assets are deemed most eritical to
protect. TSA plans to assess inbound air cargo vulnerabilities and critical assets—two crucial
elements of a risk-based management approach-—but has not yet established a methodology or
time frame for how and when these assessments will be completed. Without such assessments,
we reported that TSA may not be able to appropriately focus its resources on the most critical
security needs. We recommended that TSA more fully develop & risk-based strategy to address
inbound air cargo security, including establishing goals and objectives for securing inbound air
cargo and establishing a methedology and time frames for completing assessments of inbound air
cargo vuinerabilities and critical assets that can be used to help prioritize the actions necessary to
enhance security. For more information, see Aviation Security: Federal Action Needed to
Strengthen Domestic Air Cargo Security, GAQ-06-76, and Aviation Security: Federal Efforts to
Secure U.S.-Bound Air Cargo Are in the Early Stages and Could Be Strengihened, GAO-07-680.

23. Develop and
implement
procedures to
screen air cargo

GAO findings: DHS has taken actions to develop and implement procedures for screening Generally
domestic air cargo.” With regard to domestic air cargo, air carriers are responsible for implementing achieved
TSA security requirements that include measures related to the acceptance, handiing, and
inspection of cargo: training of employees in security and cargo inspection procedures; testing
employee proficiency in cargo inspection; and access to cargo areas and aircraft, and TSA
inspects carriers’ compliance. We reported in October 2005 that TSA had significantly increased
the number of domestic air carge inspections conducted of air carrier and indirect air carrier
compliance with security requirements. We also reported that TSA exempted certain cargo from
random inspection because it did not view the exempted cargo as posing a significant security risk.
However, airling industry stakeholders tofd us that while the rationale for exempting certain types of
cargo from random inspection was understandable, the exemptions may have created potential
security risks and vulnerabilities. Partly on the basis of a recommendation we made, TSA is
evaluating existing exemptions to determine whether they pose a security risk and has reduced
some exemptions that were previously allowed. We also noted that TSA had not deveioped
performance measures to determine to what extent air carriers and indirect air carriers were
complying with security requirements and had not analyzed the results of inspections to
systematically target future inspections on those entities that pose a higher security risk to the
domestic air cargo system. We have reported that without these performance measures and
systematic analyses, TSA would be limited in its ability to effectively target its workforce for future
inspections and fulfill its oversight responsibilities for this essential area of aviation security. With
regard to inbound air cargo, in April 2007, we reported that TSA issued its air cargo security rule in
May 2008, which included a number of provisions aimed at enhancing the security of inbound air
cargo. For example, the final rule acknowledged that TSA amended its security directives and
programs 10 triple the percentage of cargo inspected on domestic and foreign passenger aircraft.
To implement the requirements contained in the air cargo security rule, TSA drafted revisions to its
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existing security programs for domestic and foreign passenger air carriers and created new
security programs for domestic and foreign all-cargo carriers, However, we reported that TSA
requirements continue to allow inspection exemptions for certain types of inbound air carge
transported on passenger air carriers. We reported that this risk was further heightened because
TSA has limited information on the background of and security risk posed by foreign shippers
whose cargo may fall within these exemptions. TSA officials stated that the agency is holding
discussions with industry stakeholders to determine whether additional revisions to current air
cargo inspection exemptions are needed. We also reported that TSA inspects domestic and foreign
passenger air carriers with service to the United States to assess whether the air carriers are
complying with air cargo security requirements, such as inspecting a certain percentage of air
cargo. We reported, however, that TSA did not currently inspect all air carriers transporting cargo
into the United States. While TSA's compliance inspactions provide useful information, the agency
has not developed an inspection plan that includes performance goals and measures to determine
to what extent air carriers are complying with security requirements. For more information, see
GAO-06-76 and GAQ-07-660.

DHS updated information: \n March 2007, DHS provided us with updated information on its efforts
to develop and implement procedures for screening air cargo. DHS noted that because the
Aviation and Transportation Security Act set specific milestones for screening cargo and baggage
carried on passenger aircraft, TSA focused initially on passenger aircraft. DHS issued the Air
Cargo Security Requirements Final Rule in May 2006 that requires airports that currently maintain
a Security ldentification Display Area to expand the area to air cargo operating areas. At airports
where a Security Identification Display Area is nonexistent but all-cargo operations occur, TSA
requires aircraft operators to incorporate other security measures, such as security threat
assessments for all persons with unescorted access o cargo, into their programs. TSA also
reported that as of March 2007, it had 300 inspectors dedicated solely to oversight of the air cargo
supply chain. During 2008, TSA reported that inspectors conducted more than 31,000 compliance
reviews of air carriers and freight consolidators and have conducted covert testing of the domestic
air cargo supply chain. TSA also reported that it is developing an air cargo risk-based targeting
system to assess the risk of carge o be moved on all aircraft operating within the United States.

Our assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has developed and implemented procedures to screen domestic and inbound air cargo.
Furthermore, TSA has significantly increased the number of domestic air cargo inspections
conducted of air carrier and indirect air carrier compliance with security requirements. However, as
we previously reported, TSA requirements continue to allow inspection exemptions for cenain
types of inbound air cargo transported on passenger air carriers, which could create security
vulnerabilities, and TSA has limited information on the background of and security risk posed by
foreign shippers whose cargo may fall within these exemptions.

24. Deveiop and
implement
technologies to
screen air cargo

GAO findings: DHS has not yet developed and implemented technologies needed to screen air Generally not
cargo, TSA's plans for enhancing air cargo security include developing and testing air cargo achieved
inspection technology. However, these planned enhancements may pose operational, financiai,

and technoiogical challenges to the agency and air cargo industry stakeholders. in October 2005

we reported that TSA had completed a pilot program focused on testing the applicability of £DS

technology to inspect individual pieces of air cargo, referred to as break bulk cargo. Although EDS

is an approved method for inspecting passenger baggage, it had not been tested by TSA to

determine its effectiveness in inspecting air cargo. According to TSA officials, TSA must review the

results of its EDS pilot test before the agency would determine whether to certify EDS for

inspecting air cargo. According to TSA officials, the agency has also been pursuing muitiple

technologies to automate the detection of explosives in the types and guantities that would cause
catastrophic damage to an aircraft in flight. TSA planned to develop working prototypes of these

technologies by September 2006 and complete operational testing by 2008. TSA acknowledged

that full development of these technologies may take 5 to 7 years, In Aprit 2007, we reported that

DHS has taken some steps to incorporate new technologies into strengthening the security of air
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cargo, which will affect both domestic and inbound air cargo, However, we reported that TSA and
DHS’s Science and Technology Directorate were in the early stages of evaluating available
aviation security technologies 1o determine their applicability to the domestic air cargo environment.
TSA and the Science and Technology Directorate are seeking to identify and develop technologies
that can effectively inspect and secure air cargo with minimal impact on the flow of commerce.
According to TSA officials, there is no single technalogy capable of efficiently and effectively
inspecting all types of air cargo for the full range of potential terrorist threats, including explosives
and weapons of mass destruction. Accordingly, TSA, together with the Science and Technology
Directorate, is conducting a number of pilot programs that are testing a variety of different
technologles that may be used separately or in combination to inspect and secure air cargo. These
pilot programs seek to enhance the security of air cargo by improving the effectiveness of air cargo
inspections through increased detection rates and reduced false alarm rates, white addressing the
two primary threats to alr cargo identified by TSA—hijackers on an all-cargo aircraft and explosives
on passenger aircraft. TSA anticipates completing its pilot tests by 2008, but has not yet
established time frames for when it might implement these methods or technologies for the
inbound air cargo system. According to DHS and TSA officials, further testing and analysis will be
necessary to make determinations about the capabilities and costs of these technologies when
employed for inspecting inbound air cargo at foreign locations. For more information, see
GAO-06-76 and GAO-07-660.

DHS updated information: In March 2007, DHS provided us with updated information on its efforts
to develop and implement air cargo screening technologies, TSA reported that new technologies to
physically screen air cargo will not be avaifable in the near term. TSA reported that it is using and
improving existing technologies to screen air cargo. For example, TSA reported increasing the use
of canine teams and stated that these teams dedicate about 25 percent of their time of air cargo
security activities.

QOur assessment: We conclude that DHS has generally not achieved this performance expectation.
DHS focused initial aviation security efforts on fulfilling congressional mandates refated to
passenger and baggage screening and has faced challenges in its efforts to develop and
implement air cargo screening technologies. In prior work, we reported that TSA has taken actions
to develop technologies for screening air cargo, but had not yet tested the effectiveness of various
technologies in inspecting air cargo. We also reported that full development of technologies for
screening air cargo may be years away.

Source: GAQ analysis.

Note: An of “gi H " indi that DHS has taken sufficient actions to satisfy

y
most of the ion, However, an

"’ does not signify

that no further action is required of DHS or that functions covered by the expectation cannot be
further improved or enhanced. Conversely, “generally not achieved” indicates that DHS has not yet
taken a sufficient number of actions to satisfy most elements of the performance expectation, An

of

not I " may be warranted even where DHS has put forth substantial

effort to satisfy some but not most elements of an expectation. In cases when we or the DHS IG have
not completed wark upon which to base an assessment of DHS actions to satisfy a performance
expectation, and/or the information DHS provided did not enable us to clearly determine the extent to
which DHS has achieved the performance expectation, we indicated ‘no assessment made.”
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“The terms “inspecting” and “screening” have been used interchangeably by TSA to denote some
level of examination of a person or good, which can entail a number of different actions, including
manual physical inspections to ensure that cargo does not contain weapons, explosives, or
stowaways or inspections using nonintrusive technologies that do not require the cargo to be opened
in order to be inspected. For this and the ion, we use the term
“screen” to refer to this broad range of acnvmes However in our April 2007 report that is referenced
in this 10 findings section, the term “screening” was used when
refemng to TSA or CBP efforts to appiy a filter to analyze cargo related information to identify carga

istics or fies for securny risks, The term “inspection” was used to refer only
to air carrier, TSA, or CBP efforts to examine air cargo through physical searches and the use of
nonintrusive technologies.

DHS Has Made Moderate
Progress in Securing
Surface Transportation
Modes

DHS has undertaken various initiatives to secure surface transportation
modes, and within the department, TSA is primarily responsible for
surface transportation security efforts. Since its creation following the
events of September 11, 2001, TSA has focused much of its efforts and
resources on meeting legislative mandates to strengthen commercial
aviation security. However, TSA has more recently placed additional focus
on securing surface modes of transportation, which includes establishing
security standards and conducting assessments and inspections of surface
transportation modes such as passenger and freight rail; mass transit;
highways, including commercial vehicles; and pipelines. Although TSA has
primary responsibility within the department for surface transportation
security, the responsibility for securing rail and other transportation
modes is shared among federal, state, and local governments and the
private sector. For exaraple, with regard to passenger rail security, in
addition to TSA, DHS's Office of Grant Programs provides grant funds to
rail operators and conducts risk assessments for passenger rail agencies.
Within the Department of Transportation, the Federal Transit
Administration and Federal Railroad Administration have responsibilities
for passenger rail safety and security. In addition, public and private
passenger rail operators are also responsible for securing their rail
systems.

As shown in table 24, we identified five performance expectations for DHS
in the area of surface transportation security, and we found that overall
DHS has made moderate progress in meeting those performance
expectations. Specifically, we found that DHS has generally achieved three
of these performance expectations and has generally not achieved two
others.
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Table 24: Per Exp i and Prog Made in Surface Transportation Security
Assessment
Generaily Generally not No

Performance expectation i hi ] made
1. Develop and adopt a strategic approach for implementing surface v

transportation security functions
2. Gonduct threat, criticality, and vulnerability assessments of v

surface transportation assets
3. Issue standards for securing surface transportation modes v
4. Conduct compliance inspections for surtace transportation v

systems
5. Administer grant programs for surface transportation security
Total 3 2 [¢]

Source: GAD analysis.
Note: An of ’gi y achieved” indi that DHS has taken suﬂ»c:em actions to satisfy
most of the i However an " does not signify
that no further action is requ!red of DHS or that functions covered by the expectation cannot be
further improved or enhanced. Conversely, “generally not achieved” indicates that DHS has not yet
taken sufficient actions to satisfy most elements of the performance expectation. An assessment of

not achieved” may be aven where DMS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the mfom'\ahon DHS provided did not enab!e us 1o clearly determine the extent to which DHS has

the we indi “no made.”

Table 25 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of surface transportation security and our assessment of whether
DHS has taken steps to satisfy most of the key elements of the
performance expectation (generally achieved) or has not taken steps to
satisfy most of the performance expectation’s key elements (generally not
achieved).
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Table 25: Per

and A of DHS Progress in Surface Transportation Security

Performance

y of fi

Assessment

1. Develop and
adopt a strategic
approach for
implementing
surface
transportation
security functions

GAQ findings: DHS has developed a strategic approach for securing surface transportation Genetally
modes, which include mass transit, passenger rail, freight rail, commercial vehicles, pipelines,  achieved
and refated infrastructure such as roads and highways. in the past we have reported that TSA

had not issued the Transportation Sector Specific Plan or supporting plans for securing all

modes of transportation, in accordance with DHS's National Infrastructure Protection Plan and

a December 2006 executive order. We reported that until TSA issued the sector-specific plan

and supporting plans, it lacked a clearly communicated strategy with goals and cbjectives for

securing the transportation sector. In addition, in March 2007, we testified that as of

September 2005, DHS had begun developing, but had not yet completed a framework to help

federal agencies and the private sector develop a consistent approach for analyzing and

comparing tisks 1o transportation and other critical sectors. For more information, see

Passenger Rail Security: Enhanced Leadership Needed to Prioritize and Guide Security

Efforts, GAC-07-225T and P Rail S ity: Federal

and Enhanced

Coordination Needed to Prioritize and Guide Security Ffforts, GAQ-07-583T.

DHS updated information: In May 2007, DHS issued the sector-specific plan for transportation
systems and supporting annexes for surface transportation assets, and reported taking actions
10 adopt the strategic approach outlined by the plan. The Transportation Systems Sector-
Specific Plan and its supporting modal implementation plans and appendixes establish a
strategic approach based on the National infrastructure Protection Plan and Executive Order
134186, Strengthening Surface Transportation Security. The Transportation Systems Sector-
Specific Plan describes the security framework that is intended to enable sector stakeholders
to make effective and appropriate risk-based security and resource alfocation decisions. The
key efforts to be undertaken according fo the plan include the (1) identification of assets,
systems, networks and functions 10 be protected; (2) assessment of risks; (3) prioritization of
risk management options; (4) development and implementation of security programs; (5)
measurement of progress; (6) assessment and prioritization of research and development
investments; and (7) management and coardination of sector responsibilities, including the
sharing of information. In addition, during the course of our ongoing work assessing mass
transit, freight rail, commercial vehicles, and highway infrastructure, we identified that DHS has
begun to implement some of the security initiatives outlined in the sector-specific plan for

transportation systems and supporting annexes.

Our assessment: We conclude that DHS has generally achieved this performance expectation
because TSA has issued the Transportation Sector-Specific Plan and supporting plans, a
significant step in its efforts to develop and adopt a strategic approach for surface
transpaortation security functions. While DHS has issued a strategy for securing aft
transportation modes, and has demonstrated that it has bequn to take actions to implement the
goals and objectives outlined in the strategy, we have not yet analyzed the overall quality of
the plan or supporting modal annexes, the extent to which efforts outiined in the plans and
annexes were impiemented, or the effectiveness of identified security initiatives, The four
performance expectations in the surface transportation security mission area discussed below
are generally related to DHS's implementation of the strategy. in addition, we recognize that
the acceptance of DHS’s approach by federal, state, local, and private sector stakeholders is
crucial to its successful implementation. However, we have not assessed the extent to which
the plan and supporting modal annexes were coordinated with or adopted by these
stakeholders. We will continue to assess DHS' efforts to implement its strategy for securing
surface transportation modes as part of our ongoing reviews of mass transit, freight rail,

commercial vehicles, and highway infrastructure security.
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2. Conduct threat,
criticality, and
vuinerability
assessments of
surface
transportation
assets

GAQ findings: DHS has taken actions 1o conduct threat, criticality, and vuinerability Generally
assessments of some surface transportation assets, particularly passenger and freight rail, but achieved
has not provided us with evidence that it has completed assessments in other surface
transportation modes. In 2005, we reported that DHS and TSA conducted threat and
vulnerability assessments of passenger rail systems. More recently, we testified that TSA had
reported completing an overall threat assessment for mass transit, passenger, and freight rail
modes and had conducted criticality assessments of nearly 700 passenger rail stations. In
addition, in March 2007 we testified that DHS's Office of Grants and Training, now called the
Offtice of Grant Programs, developed and implemented a risk assessment tool to help
passenger rail operators better respond to terrorist attacks and prioritize security measures.
Passenger rail operators must have completed a risk assessment to be eligible for financial
assistance through the fiscal year 2007 Transit Security Grant Program, which includes
funding for passenger rail. To receive grant funding, rail operators are also required to have a
security and emergency preparedness plan that identifies how the operator intends to respond
o security gaps identified by risk assessments. As of February 2007, DHS had completed or
planned to conduct risk assessments of most passenger rail operators. According to rail
operators, DHS's risk assessment process enabled them 1o prioritize investments on the basis
of risk and aliowed them to target and aliocate resources toward security measures that will
have the greatest impact on reducing risk across their rail systems. However, TSA has not
provided us with evidence that it has yet conducted threat and vuinerability assessments of all
surface transportation assets, which may adversely affect its ability to adopt a risk-based
approach for prioritizing security initiatives within and across alf transportation modes. Until
threat, criticality, and vulnerability assessments have been coordinated and completed, and
until TSA determines how to use the results of these assessments to analyze and characterize
risk, it may not be possible to effectively prioritize passenger rail assets and guide investment
decisions about protecting them. TSA has reported conducting additional risk assessments in
rail and other transportation modes since the issuance of our September 2005 report. We will
review these assessments and other TSA efforts to secure surface transportation modes in our
ongoing and planned work related to passenger and freight rail, highway infrastructure, and
commercial vehicle security. For more information, see GAQ-07-225T; Passenger Rail
Security: Enhanced Federal Leadership Needed to Prioritize and Guide Security Efforts, GAO-
06-1817Y; and Passenger Rail Security: Enhanced Federal Leadership Needed to Prioritize and
Guide Security Efforts, GAO-05-851.

DHS updated information: in March and April 2007, and as part of ongoing work assessing
freight rail, commercial vehicles, and highway infrastructure, DHS provided us with updated
information on its efforts to conduct threat, criticality, and vulnerability assessments for surface
transportation assets. With regard to threat assessments, DHS receives and uses threat
information as part of its surface transportation security efforts. TSA's Office of Intelfigence
provides annual intelligence summaries, periodic updates, and other current inteligence
briefings to the rest of TSA. The annual assessments are shared with TSA stakeholders, and
TSA provided us copies for all transportation modes. With regard to criticality assessments,
DHS has conducted such assessments for some surface transportation modes. For example,
TSA has conducted Corporate Security Reviews with 38 state Department of Transportation
highway programs. For commercial vehicles, TSA has conducted 32 Corporate Security
Reviews with large motor carriers, in an industry with over one million firms. it has also
completed a pilot program with the state of Missouri to supplement the state’s regular safety
inspections of trucking firms with Corporate Security Reviews. TSA reports that over 1,800
Corporate Security Reviews have been completed in Missouri as part of this pragram. In
addition, the National Protection and Programs Directorate Infrastructure Protection conducts
highway infrastructure assessments that look at tier one and tier two critical highway
infrastructure. The National Protection and Programs Directorate completed 54 highway
infrastructure assessments performed from 2004 through May 2007. With regard 1o

vuinerability assessments, DHS has conducted such assessments for surface transportation
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modes. For example, TSA reported that its Security Analysis and Action Program utilizes
several different tools to identify vulnerabifities based on specific scenarios, such as an
improvised explosive device on a passenger train. The purpose of the program is to gather
information, identity generaily accepted best practices, and benchmark existing security
operations in comparison to established industry security practices. According to TSA, among
other things, the Security Analysis and Action Program creates a baseline for future muitimodal
security assessments, develops a road map for future p ger rail security evaluations, and
helps prioritize security countermeasures and emergency response enhancement needs
based on threats and tisks. For freight rail, we found that TSA has conducted vuinerability
assessments of High Threat Urban Area rail corridors where toxic inhalation hazard shipments
are transported. TSA reported that these corridor assessments provide site-specific mitigation
strategies and lessons learmned as well as tactics that can be modified for use at the corporate
or national fevel. Furthermore, TSA reported that its Visible Intermodal Prevention and
Protection Teams are deployed randomly to prepare for emergency situations in which TSA
assets would be invited to assist a local transit agency. According to TSA, these teams allow
TSA and local entities to develop templates that can be implemented in emergency situations
and to supplement existing security resources. As of March 20, 2007, TSA reported that 50
Visible Intermodal Prevention and Protection team exercises have been conducted at various
mass transit and passenger rail systems since December 2005. In addition, TSA reported that
through its Pipeline Security Division, it has conducted 83 Corporate Security Reviews, on-site
reviews of pipeline companies’ security planning. The goals of these reviews are to develop
knowledge of security planning and execution at pipeline sites; establish and maintain working
relationships with pipeline security personnel; and identify and share security practices.

Our assessment: We conclude that DHS has generally achieved this performance expectation,
DOHS has taken actions to conduct threat, criticality, and vuinerability assessments in surface
transportation sectors, but we have not yet reviewed the quality of many of these assessments.
DHS uses threat assessments and information as part of its surface fransportation security
efforts and has used criticality assessments i help prioritize its efforts. DHS has also
conducted vulnerability assessment of assets within surface transporiation modes, particularly
for mass transit, freight rail, and highway infrastructure. However, with regard to High Threat
Urban Area rail corridor assessments, DHS has not yet fully designated those corridors tor
which it plans to conduct future assessments, Moreover, for commercial vehicles and highway
infrastructure, DHS has not yet completed all planned vulnerability assessments.

3. Issue standards
for securing surface
transportation
modes

GAQ findings: DHS has initiated efforts to develop security standards for surface transportation
modes, but DHS did not provide us with information on its efforts beyond passenger and freight
rail. In 2006, TSA was planning to issue security standards for all modes of transportation, TSA
planned to issue only a limited number of standards—that is, standards wili be issued only
when assessments of the threats, vulnerabilities, and criticality indicate that the level of risk is
too high or unacceptable. TSA has developed security directives and security action items-—
recommended measures for passenger rail operators to implement in their security programs
to improve both security and emergency preparedness—for passenger rail and issued a
proposed rule in December 2008 on passenger and freight rail security requirements. For more
information, see GAO-07-225T; GAQ-06-181T; and GAO-05-851.

DHS updated information: in April 2007, and as part of ongoing work, DHS provided us with
updated information on TSA's efforts to issue standards for securing surface transportation
modes. According to DHS, TSA uses field activities to assess compliance with security
directives and implementation of noncompulsory security standards and protective measures
with the abjective of a broad-based enhancement of passenger rail and rail transit security.
Through the Baseline Assessment for Security Enhancement inspectors review
implementation by mass transit and passenger rail systems of the 17 Security and Emergency
Management Action ltems (security action tems) that TSA and the Federal Transit
Administration jointly developed, in coordination with the Mass Transit Sector Coordinating

Generally not
achieved
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Council. This initiative aims to elevate security posture throughout the mass transit and
passenger rait mode by implementation of baseline security measures adaptable to the
operating circumstances of any system. TSA also reported that in December 2008, itissued a
notice of proposed rulemaking on new security measures for freight rail carriers designed to
ensure 100 percent positive handoff of toxic inhalation hazard shipments that enter high threat
urban areas and establish security protocols for custody transfers of toxic inhalation hazard rail
cars in high-threat urban areas. TSA also reported that its High Threat Urban Area rait corridor
assessments supported the development of the Recommended Security Action ltems for the
Rail Transpontation of Toxic Inhalation Materials issued by DHS and the Department of
Transportation in June 2006.

Our assessment. We conclude that DHS has generally not achieved this performance
expectation, DHS has taken actions to develop and issue surface transportation security
standards for passenger and freight rail modes. However, DHS did not provide us with
evidence of its efforts to develop and issue security standards for ali surface transportation
modes or a rationale or explanation why standards may not be needed for other modes.

4. Conduct
compliance
inspections for
surface
transportation
systems

GAO findings: DHS has made progress in conducting compliance inspections, particularly in Generally not
hiring and deploying inspectors, but inspectors’ roles and missions have not yet bsen fully achieved
defined. TSA officials stated the agency has hired 100 surface transportation inspectors whose

stated mission is to, among other duties, monitor and enforce compliance with TSA’s rail

security directives. However, some passenger rail operators have expressed confusion and

concern about the role of TSA’s inspectors and the potential that TSA inspections could be

duplicative of other federal and state rail inspections, TSA rail inspector staff stated that they

were committed to avoiding duplication in the program and communicating their respective

roles 1o rail agency officials. According to TSA, since the initial deployment of surface

inspectors, these inspectors have developed relationships with security officials in passenger

rail and transit systems, coordinated access t0 operations centers, participated in emergency

exercises, and provided assistance in enhancing security, However, the role of inspectors in

enforeing security directives has not been fully defined. We will continue to assess TSA's

compliance efforts during foltow-on reviews of surface transportation modes For more

information, see GAQ-07-225T; GAQO-06-181T; and GAO-05-851.

DHS updated information: In March and Aprit 2007, and as part of ongoing reviews, DHS
provided us with updated information on its efforts to conduct compliance inspections for
surface transportation systems. For example, with regard to freight rail, TSA reported visiting
terminal and railroad yards to measure implementation of 7 of 24 recommended security action
items for the rail transportation of toxic inhalation hazard materials. TSA reported that during
the end of 20086, its inspectors visited about 150 individual raiiroad facilities. Through its
Surface Transportation Security Inspection program, TSA reported that its inspectors conduct
inspections of key facilities for rail and transit systems to assess transit systems’
implementation of core transit security fundamentals and comprehensive security action items;
conduct examinations of stakeholder operations, including compliance with security directives;
identify security gaps; and develop effective practices. TSA noted that its field activities also
assess compliance with security directives and implementation of noncompulsory security
standards and protective measures. For example, TSA reported that through the Baseiine
Assessment for Security Enhancements program, inspectors review mass transit and
passenger rail systems’ implementation of the 17 Security and Emergency Management Action
ltems jointly developed by TSA and the Federal Transit Administration. The program is a
means to establish baseline security program data applicable to all surface mass transit
systems. TSA also noted that it deploys inspectors to serve as federal liaisons to mass transit
and passenger rall system operations centers and pravide cther security support and
assistance in periods of heightened alert or in response to security incidents.

QOur as. it; We conclude that DHS has generally not achieved this performance
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expectation. DHS has taken steps to conduct compliance inspections for surface transportation
systems and has made progress in hiring and deploying inspectors. Although DHS has
deployed inspectors to conduct compliance inspections and carry out other security activities in
the mass transit (mass transit includes passenger raif) and freight rail modes, DHS did not
provide us with evidence that it has conducted compliance inspections for cther surface
transponiation modes or information on whether the department believes compliance
inspections are needed for other modes. Moreover, we reported that the role of inspectors in
enforcing securily requirements has not been fully defined, and DHS did not provide us with
documentation on its efforts to better define these roles.

5. Administer grant  GAO findings: In March 2007, we reported that the DHS Office of Grants and Training, now Generally

programs for surface called the Office of Grant Programs, has used various programs to fund passenger rail security achieved

transportation since 2003. Through the Urban Area Security initiative grant program, the Office of Grants and

security Training has provided grants to urban areas 1o help enhance their overall security and
preparedness level to prevent, respond fo, and recover from acts of terrorism. In 2003 and
2004, $65 million and $50 million, respectively, were provided to rail transit agencies through
the Urban Area Security initiative program. in addition, the 2005 DHS appropriaticns action
provided $150 miltion for intercity passenger rall transportation, freight rail, and transit security
grants. In fiscal year 2006, $150 miltion was appropriated, and in fiscal year 2007 $175 million
was appropriated for the same purposes, The Office of Grants and Training used this funding
1o build on the work under way through the Urban Area Security Initiative program and create
and administer new programs focused specifically on transportation security, including the
Transit Security Grant Program and the Intercity Passenger Rail Security Grant Program.
During fiscal year 20086, the Office of Grants and Training provided $110 million 1o passenger
rail transit agencies through the Transit Security Grant Program and about $7 million to Amtrak
through the Intercity Passenger Rail Security Grant Program. During fiscal year 2007, the
Office of Grants and Training plans to distribute $156 million for rail and bus security grants
and $8 million to Amtrak. tn January 2007, the Otfice of Grants and Training reported that the
intercity Passenger Rait Security Program had been incorporated into the Transit Security
Grant Pragram, We reported that aithough the Office of Grants and Training has distributed
hundreds of millions of dollars in grants to improve passenger rail security, issues have
surfaced about the grant process. For example, we reported that as DHS works fo refine its
risk assessment methodologies, develop better means of assessing proposed investments
using grant funds, and align grant guidance with the implementation of broader emergency
preparedness goals, such as implementation of the National Preparedness Goal, it has
annually made changes to the guidance for the various grants it administers, These changes
include changes in the eligibility for grants. As a result of these annual changes, awardees and
potential grant recipients must annually review and understand new information on the
requirements for grant applications including justification of their proposed use of grant funds.
We also reported that funds awarded through the Transit Security Grant Program can be used
to supplement funds received from other grant programs. However, allowable uses are not
clearly defined. For example, Transit Security Grant Program funds can be used to create
canine teams but cannot be used to maintain these teams~that is, the grant funds cannot be
used for food, medical care, and other such maintenance costs for the dogs on the team. Grant
recipients have expressed a need for clear guidance on the alfowable use of grants and how
they can combine funds from more than one grant to fund and implement specific projects. . in
addition, some industry stakeholders have raised concerns regarding DHS's current grant
process, noting that there are time delays and other barriers in grant funding reaching owners
and operators of surface transportation assets. We will be assessing grants for mass transit as
part of our ongoing work. For more information, see GAQ-06-181T and Passenger Rail
Security: Federal Strategy and Enhanced Coordination Needed io Prioritize and Guide
Security Efforts, GAC-07-583T.

DHS updated informatien: In March 2007, DHS provided us with updated information on its
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grant programs for surface transportation security. For example, TSA considers various factors
in Transit Security Grant Program proposals, including the enhancement of capabilities to

(1) deter, detect, and respond 1o terrorist attacks employing improvised explosive devices;

(2) mitigate high-conssquence risks identified in individual transit system risk assessments;

{3) implement technology for detection of explosives and monitoring for suspicious activities;
{4} improve coordination with faw enforcement and emergency responders; and (5) expand
security training and awareness among employees and passengers. TSA reported using the
Transit Security Grant Program to drive improvements in areas such as training for key
personnel, drilis, exercises, and public awareness and preparedness.

Qur assessment; We conclude that DHS has generally achieved this performance expectation.
DHS has developed and administered grant programs for various surface transportation
modes. However, some industry stakeholders have raised concerns regarding DHS's current
grant process, such as time delays and other barriers in the provision of grant funding, We
have not yet assessed DHS's provision of grant funding or the extent to which DHS monitors
use of the funds. A recent legislative proposal would have the Department of Transportation,
rather than DHS, distribute grant funds for specified surface transportation security purposes.

Source: GAQ analysis.

Note: An of “q ly achieved” indi that DHS has taken sufficient actions to safisfy
most of the ion, However, an " does not signify
that no further action is required of DHS or that functions covered by the expectation cannot be
further improved or enhanced. Conversely, * genera!ly not achieved” md!cates that DHS has not yet
taken sufficient actions to satisfy most the per An it of
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS {G have not completed
work upan which ta base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
achieved the performance expectation, we indicated “no assessment made.”

DHS Has Made Substantial DHS has undertaken various programs to secure the maritime sector. In
Progress in Maritime general, these maritime security programs fall under one of three

Security

areas——port and vessel security, maritime intelligence, and maritime
supply chain security. Within DHS, various component agencies are
responsible for maritime security efforts, including the Coast Guard, CBP,
TSA, and the Domestic Nuclear Detection Office. The Coast Guard is
responsible for port facility inspections and has lead responsibility in
coordinating maritime information sharing efforts. CBP is responsible for
addressing the threat posed by terrorist smuggling of weapons in
oceangoing containers. TSA is responsible for the iraplementation of the
transportation worker identification credential program. The Domestic
Nuclear Detection Office is responsible for acquiring and supporting the
deployment of radiation detection equipment, including portal monitors,
within the United States.

As shown in table 26, we identified 23 performance expectations for DHS
in the area of maritime security, and we found that overall DHS has made
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substantial progress in meeting those expectations. Specifically, we found
that DHS has generally achieved 17 performance expectations and has
generally not achieved 4 others. For 2 performance expectations, we did
not make an assessment.

Tabie 26: Performance Expectations and Progress Made in Maritime Security

Assessment

Generally not Neo
Performance expectation Generally achieved i made

Develop national plans for maritime security v

Develop national plans for maritime response

Develop national plans for maritime recovery

Develop regional {port-specific) plans for security

AR N I

Develop regional (port-specific) plans for response

Develop regional (port-specific) plans for recavery v

Niop oy el o

Ensure port facilities have completed vulnerability v
assessments and developed security plans

8. Ensure that vessels have completed vuinerability v
assessments and developed security plans

8. Exercise security, response, and recovery plans
with key maritime stakeholders to enhance security, v
response, and recovery effonts

10. Implement a national facility access control system
for port secured areas

1

. Implement a port security grant program to help v
facilities improve their security capabilities

12. Develop a national plan to establish and improve v
maritime intelligence

13. Establish operational centers to monitor threats and
fuse intelligence and operations at the regional/port v
level

14. Collect information on incoming ships 1o assess v
risks and threats

15. Develop a vessel-tracking system to improve
inteffigence and maritime domain awareness on v
vessels in U.S. waters

16. Develop a long-range vessel-tracking system to v
improve maritime domain awareness

17, Collect information on arriving cargo for screening v
purposes

18. Develop a system for screening and inspecting v
cargo for illegal contraband
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Generally achieved

Generally not No

made

19.

Develop a program 1o screen incoming cargo for
radiation

v

20.

Develop a program to work with foreign
governments to inspect suspicious cargo before it
leaves for U.S. ports

21,

Develop a program to work with the private sector
to improve and validate supply chain security

22,

Develop standards for cargo containers to ensure
their physical security

23,

Develop an international port security program to
assess security at foreign ports

Total

Source: GAC analysis.

Note: An

of *

achieved” i

most

of the

However, an

that DHS has taken sufficient actions to satisfy
“ d ieved” does not signify

that no further action is reqmred of DHS or that functions covered by the expectation cannot be
fy nof

further improved or

indicates that DHS has not yet

taken sutficient actions to satlsfy most elements of the performance expectation. An assessment of
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enabie us 1o ciearly determine the extent to which DHS has

achieved the

, We

no made.”

Table 27 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of maritime security and our assessment of whether DHS has taken
steps to satisfy most of the key elements of the performance expectation
(generally achieved) or has not taken steps to satisfy most of the
performance expectation's key elements (generally not achieved).
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Table 27: Per E i and A of DHS Progress in Maritime Security

Performance
P i y of findi Assessment

1. Develop national GAO findings: The President and the Secretaries of Homeland Security, Defense, and Generally achieved

plans for maritime State approved the supporting plans for National Strategy for Maritime Security in

security October 2005. The National Strategy for Maritime Security has eight supporting plans
that are intended to address the specific threats and chalienges of the maritime
environment. The supporting plans are the National Plan to Achieve Domain Awareness;
the Global Maritime intelligence integration Plan; the Maritime Operational Threat
Response Plan; the International Qutreach and Coordination Strategy; the Maritime
Infrastructure Recovery Plan; the Maritime Transportation System Security Plan; the
Maritime Commerce Security Plan; and the Domestic Qutreach Plan. In addition, in
September 2005, the Coast Guard issued Maritime Sentinel. Maritime Sentinel provides
a framework for the Coast Guard’s Ports, Waterways and Coastal Security program,
setting out the Coast Guard’s mission and goals in that area. Qur review of Maritime
Sentinel showed that the plan is results-oriented with outcome-based goals but that it
needs to better describe the human capital resources necessary 1o achieve them.
DHS updated information: in March and April 2007, DHS provided us with updated
information on its efforts to develop national plans for maritime security. DHS reported
that the Coast Guard has issued a number of plans supporting or refating to maritime
security.
Our assessment: Based on our review of Maritime Sentinel and updated information
DHS provided, we conclude that that DHS has generally achieved this expectation.

2. Develop nationat GAOQ findings: DHS has developed a national plan for response in conjunction with the  Generally achieved
plans for marsitime Department of Defense. We have reported that the Maritime Operational Threat
response Response Plan establishes roles and responsibilities for responding to marine terrorism

to help resolve jurisdictional issues amaong responding agencies. For more information,

see Homeland Security: Process for Reporting Lessons Learned from Seaport Exercises

Needs Further Attention, GAO-05-170.

DHS updated information: in March and Aprit 2007, DHS provided us with updated
information on its efforts to develop national plans for maritime response. For example,
DHS reported that the Maritime Operational Threat Response Plan is a strategic plan
that addresses the full range of maritime threats including terrorism, piracy, drug
smuggling, migrant smuggling, weapons of mass destruction profiferation, maritime
hijacking, and fisheries incursions. DHS stated that this interagency national plan
supersedes Presidential Directive-27 (in the maritime domain only) for addressing
nonmilitary incidents of national security significance and has been successfuily
exercised numerous times among agencies, including actual effective threat resolution.
DHS further stated that the Maritime Operational Threat Response Plan is a national
level process to achieve consistently coordinated action and desired outcomes that
directly support National Security Presidential Directive-41/Homeland Security
Presidential Directive-13.

Our assessment: We conclude that DHS has generally achieved this performance

expectation as DHS has developed the Maritime Operational Threat Response Plan,
which details agency responsibilities during incidents of marine terrorism,
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3. Develop nationai
plans for maritime
recovery

GAO findings and assessment: We conclude that DHS has generally achieved this
performance expectation, as DHS has developed the Maritime Infrastructure Recovery
Plan, and the plan establishes a framework for maritime recovery. In April 2006, DHS
released the Maritime Infrastructure Recovery Plan. The Maritime Infrastructure
Recovery Plan is intended to facilitate the restoration of maritime commerce after a
terrorist attack or natural disaster and reflects the disaster management framework
outlined in the Naticnal Response Plan. The Maritime Infrastructure Recovery Plan
addresses issues that should be considered by ports when planning for natural
disasters. However, it does not set forth particular actions that should be taken at the
port level, leaving those determinations to be made by the port operatots therselves.
For more information, see Port Risk Management: Additional Federal Guidance Would
Aid Ports in Disaster Planning and Recovery, GAO-07-412.

Generally achieved

4. Develop regional
{port-specific) plans
for security

GAO findings and assessment: We conclude that DHS has generally achieved this
performance expectation. DHS has developed regional (port-specific) plans for security.
The Coast Guard ied efforts to conduct a security assessment of each of the nation’s
seaports and develop a security plan for each seaport zone. Under regulations
implementing the Maritime Transportation Security Act, a Coast Guard Captain of the
Port must develop an area plan in consultation with an Area Maritime Security
Commitiee, These committees are typically composed of members from federal, local,
and state governments; law er 1t agencies; maritime industry and labor
organizations; and other port stakeholders that may be affected by security policies. In
April 2007 we reported that implementing regulations for the Maritime Transportation
Security Act specified that area plans include, among other things, operational and
physical security measures in place at the port under different security levels, details of
the security incident command and response structure, procedures for responding to
security threats including provisions for maintaining operations in the port, and
procedures to facilitate the recovery of the marine transportation system after a security
incident. A Coast Guard Navigation and Vessel inspection Circular provided a common
template for area ptans and specified the responsibilities of port stakeholders under the
plans. Currently, 46 area plans are in place at ports around the country. For more
information, see Maritime Security: Observations on Selected Aspects of the SAFE Port
Act, GAC-07-754T; Coast Guard: Observations on Agency Performance, Operations
and Future Challenges, GAO-06-448T; Maritime Security: Enh:; s Made, but

P Hatior and Si inabifity Remain Key Challenges, GAQ-05-448T; and Maritime
Security: Better Planning Needed to Help Ensure an Effective Port Security Assessment
Program, GAQ-04-1062.

Generally achieved

5. Develop regional
{port-specific) plans
for response

GAO findings and assessment: We conclude that DHS has generally achieved this
performance expectation. DHS has developed regional (port-specific) plans for
response. We have reported that the Captain of the Port is responsible for establishing
both spill and terrorism response plans. In doing so, the Captain of the Port must identify
{ocal public and private port stakeholders who will develop and revise separate ptans for
marine spills of oil and hazardous materials and for terrorism response. Both plans call
for coordinated implementation with other plans, such as the response and security
plans developed by specific facilities or vessels. At the port level, effectively integrating
spilt and terrorism emergency responses requires all plans to aperate in unison—the port
spilf response plan and the port terrorism response plan, as well as facility and vessel
response plans.

Generally achieved
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8. Develop regional  GAO findings: DHS has generally not developed regional {port-specific) plans for Generally not
(port-specific) plans  recovery. We have reported that guidance in the Maritime infrastructure Recovery Plan  achieved
for recovery suggests that ports develop priorities for bringing vessels into port after a closure.

Additionally, port terrorism response plans must include a section on crisis managerment

and recovery to ensure the continuity of port operations.

DHS updated information: In April 2007, DHS provided us with updated information on
its efforts to develop regional (port-specific) plans for recovery. DHS reported that the
Coast Guard and CBP have developed protocols for recovery and resumption of trade.,
DHS stated that these protocols are currently being discussed with other federal
agencies for coordination purposes and with the private sector to ensure that federal
activities facilitate private sector recovery efforts. DHS also reported that Coast Guard
headquarters is preparing guidance for field units for including recovery in their plans for
creating Maritime Transportation System Recovery Units at the local {sector) level.
Further, DHS reported that several ports have included recovery as part of their area
plans, such as all ports in the Coast Guard's Atlantic Area, the Ports of Los Angeles and
Long Beach, and San Francisco. DHS stated that the levet of detail in these plans varies
but noted that many are working to enhance the section on recovery and resumption of
trade. DHS added that these plans are developing as all-hazard plans to include both
natural and man-made incidents.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Qur prior work has shown that work remains in DHS’s efforts to develop
regional (port-specific) plans for recovery.

7. Ensure port GAO findings: DHS has taken steps to ensure that port facilities have completed Generally achieved
facilities have vuinerability assessments and developed security plans. Maritime Transportation
completed Security Act implementing regulations require designated owners or operators of
vutnerability maritime facilities to identify vulnerabilities and develop security plans for their facilities,
assessments and In May 2005 we reported that the Coast Guard had reviewed and approved the security
developsad security plans of the over 3,000 facilities that were required to identify their vulnerabilities and
plans take action to reduce them. Six months after July 1, 2004, the date by which the security
plans were to be implemented, the Coast Guard reported that it had completed on-site
inspections of all facilities to ensure the plans were being implemented as approved. in
April 2007 we reported that Coast Guard guidance calls for the Coast Guard to conduct
on-site facility inspections to verify continued compliance with security plans on an
annual basis. A Security and Accountability for Every (SAFE) Port Act amendment to the
Maritime Transportation Security Act requires the Coast Guard to conduct at least two
inspections of each facility annually, and it required that one of these inspections be
unannounced. We are currently conducting a review of the Coast Guard's efforts for
ensuring facilities’ compliance with various Maritime Transportation Security Act
requirements. For more information, see GAQO-07-754T; GAO-05-448T; and Maritime
Security: Substantial Work Remains to Translate New Planning Requirements into
Effective Port Security, GAO-04-838.

DHS updated information: In March and Aprit 2007, DHS provided us with updated
information on its efforts to ensure that port facilities have completed vulnerability
assessments and developed security plans. DHS reported that its Alternative Security
Program allows for participants to use tempiates pre-approved by the Coast Guard for
developing their security plans. Facilities that use these plans then undergo security plan
verifications, as required by the Maritime Transporiation Security Act.

QOur assessment: We conclude that DHS has generally achieved this performance
expectation. DHS has made progress in ensuring that port facilities have complsted
vulnerability assessments and developed security plans,
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8. Ensure that
vessels have
completed
vuinerability
assessments and
developed security
plans

GAO findings: DHS has made progress in ensuring that vessels have done vulnerability
assessments and developed security ptans. In May 2005 we reported that the Coast
Guard had reviewed and approved the security plans of the more than 9,000 vessels
that were required to identify their vulnerabilities and take action to reduce them. Six
months after July 1, 2004, the date by which the security plans were 10 be implemented,
the Coast Guard reported that it had completed on-site inspections of thousands of
vessels to ensure the plans were being implemented as approved. For more information,
see Maritime Security: Substantial Work Remains to Translate New Planning
Requirements into Effective Port Security, GAQ-04-838 and GAO-05-448T.

DHS updated information: In March and April 2007, DHS provided us with updated
information on its efforts to ensure that vessels have completed vuinerability
assessments and developed security plans. DHS reported that the Coast Guard
completed security plan verifications for all inspected U.S.-flagged vessels by July 2005.
DHS further reported that to date, the Coast Guard has completed security plan
verifications on 98 percent of uninspected U.S.-flagged vessels regulated in accordance
with the Maritime Transporiation Security Act. DHS noted that uninspected vessels are
not required to undergo security plan verifications exams by regulation but stated the
Coast Guard was committed to the goat of encouraging all vesse! owners of uninspected
vessels to undergo such examinations on a voluntary basis by the end of 2006.

Our assessment: We conclude that DHS has generally achieved this performance

expectation. DHS has taken steps to ensure that vessels have completed vulnerability
assessments and developed security plans.

Generally achieved
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9. Exercise security,  GAO findings: DHS has generally exercised security, response, and recovery plans (at  Generally achieved
response, and teast at the regional level) with key stakeholders. The Coast Guard has primary
recovery plans with  responsibility for such testing and evaluation in the nation’s ports and waterways, and as
key maritime part of its response, it has added multi-agency and multicontingency terrorism exercises
stakehoiders to to its training program. These exercises vary in size and scope and are designed 10 test
enhance security, specific aspects of the Coast Guard's terrorism response plans, such as communicating
response, and with state and local responders, raising maritime security levels, or responding to
recovery efforts incidents within the port. For each exercise the Coast Guard conducts, an after-action
report detailing the objectives, participants, and lessons learned must be produced. We
reported in January 2005 on the issues identified in port security exercises. For example,
we found that 58 percent of the exercises raised communications issues, and 28 percent
raised concerns with participants’ knowledge about who has jurisdiction or decision-
making authority. in April 2007, we reported that the Coast Guard had conducted a
number of exercises of its area plans over the past several years. For example, in fiscal
year 2004, the Coast Guard conducted 85 port-based terrorism exercises that addressed
a variety of possible scenarios. In August 2008, the Coast Guard and TSA initiated the
Port Security Training Exercise Program-—an exercise program designed to involve the
entire port community, including public governmental agencies and private industry, and
intended to improve connectivity of various surface transportation modes and enhance
area plans. Between August 2005 and October 2007, the Coast Guard expects to
conduct Port Security Training Exercise Program ises for 40 area i and
other port stakeholders. For more information, see GAO-07-754T and Homeland
Security: Process for Reporting Lessons Learned from Seaport Exercises Needs Further
Attention, GAQO-05-170.

DHS updated information: In March and April 2007, DHS provided us with updated
information on its efforts to exercise security, response, and recovery plans with key
maritime stakeholders to enhance securlly, response, and recovery efforts. DHS
reported that for each exercise the Coast Guard conducts, an after-action report detailing
the objectives, participants, and lessons leamed must be produced within 21 days for
non-contract-suppoerted exercises and within 81 days for contract-supported exercises.

Our assessment: We conclude that DHS has generally achieved this performance
expectation. DHS has made progress in exercising security, response, and recovery
plans with key maritime stakehoiders to enhance security, response, and recovery
efforts.

10. implement a GAO and DHS IG findings: While DHS has taken steps to provide for an effective Generally not
nationat facility national facility access control system at ports, significant challenges remain. in achieved
access control September 2006 we identified several major challenges DHS and industry stakeholders
system for port face in addressing problems identified during Transportation Worker {dentification
secured areas Credential program testing and ensuring that key components of the Transportation

Worker identification Credential program can work effectively in the maritime sector,

such as ensuring that the access control technology required to operate the

Transportation Worker ldentification Credential program, such as biometric card readers,

works effectively in the maritime sector. Further, stakeholders at ail 15 Transportation

Worker Identification Credential testing locations we visited told us that TSA did not

effectively communicate and coordinate with them regarding any problems that arose

during testing at their facility. [n July 2006 the DHS 1G found that significant security

vulnerabilities existed relative to the Transportation Worker ldentification Credential

prototype systems, documentation, and program management. Further, the DHS 1G

reported that the Transportation Worker Identification Credential prototype systems were

vulnerable to various internat and external security threats and that security-related

issues identified could threaten the confidentiality, integrity, and availability of sensitive

Transportation Worker identification Credential data. In April 2007 we testified that DHS
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had made progress toward implementing the Transportation Worker identification
Credential. We reported, for example, that DHS had issued a rule that sets forth the
requirements for enrolling and issuing cards to workers in the maritime sector and
developed a schedule for enrolling worker and issuing Transportation Worker
Identification Credential cards at poris.

in Aprit 2007 we reported that the SAFE Port Act contained a requirement for
imptementing the first major phase of the Transportation Worker Identification Credential
program by mid-2007. Mare specifically, it required DHS to implement Transportation
Worker identification Credential at the 10 highest risk ports by July 1, 2007; conduct a
pilot program to test various aspects relating to Transportation Worker Identification
Credential security card readers including access control technologies in the maritime
environment; issue regulations requiring Transportation Worker Identification Credential
card readers based on the findings of the pilot; and periodically report to Congress on
the status of the program. DHS is taking steps to address these requirements, such as
establishing a rollout schedule for enrolling workers and issuing Transportation Worker
identification Credential cards at ports and conducting a pilot program to test
Transportation Worker identification Credential access control technologies. However,
we identified a number of challenges. For example, while DHS reports taking steps to
address contract planning and oversight problems, the effectiveness of these steps will
not be clear untif implementation of the Transportation Worker Identification Credential
program begins. Additionally, significant challenges remain in enrolling about 770,000
persons at about 3,500 facilities in the Transportation Worker Identification Credential
program. Sufficient communication and coordination to ensure that alf individuals and
organizations affected by the Transportation Worker |dentification Credential program
are aware of their responsibifities will require concerted effort on the part of DHS and the
enroliment contractor. Further DHS and industry stakeholders need to address
challenges regarding Transportation Worker identification Credential access control
technologies 1o ensure that the program is implemented effectively. Without fully testing
alt aspects of the technology, DHS may not be able ensure that the Transportation
Worker ldentification Credential access controf technology can meet the requirements of
the system. For more information, see GAO-07-754T; Transportation Security: TSA Has
Made Progress in Implementing the Transportation Worker ldentification Credential
Program, but Challenges Remain, GAQ-07-681T; Transportation Security: DHS Should
Address Key Challenges before Implementing the Transportation Worker Identification
Credential Program, GAO-06-982; itime Security: Enhar Made, But
Implementation and Sustainability Remain Key Challenges, GAQ-05-448T; and Port
Security: Better Planning Needed to Develop and Operate Maritime Worker identification
Card Program, GAQ-05-108. Also, see Department of Homeland Security Office of
inspector General, DHS Must Address Significant Security Vulnerabilities Prior to TWIC
Implementation (Redacted), O1G-08-47 (Washington, D.C.: July 2008).

DHS updated information: in March 2007, DHS provided us with updated information on
its efforts to implemnent a national facility access control system for port secured areas.
DHS reported that the Coast Guard is moving forward with TSA and its contractor 1o
begin enrofiments in the Transportation Worker Identification Credential program. DHS
stated that Version 1 of the Transportation Worker identification Credential will contain
all of the required biometric information and that a second Notice of Proposed
Rulemaking will be published in February 2008 to address the technical requirements for
readers that will be used at facilities and aboard vesseis. DHS stated that in the
meantime, a field test of card reader technology is scheduled for the Long Beach/Los
Angeles port complex beginning in July 2007 and that this activity is in compliance with
the timeline established in the SAFE Port Act. Further, DHS stated that the Coast Guard
will request legislation requiring all persons who are deemed to need unescorted access
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to the secure areas of regulated vessels and facilities possess a valid Transportation
Worker |dentification Credential. DHS also reported that the Coast Guard is
consolidating a number of merchant mariner licenses and dacuments into a single
Merchant Mariner Credential. This consolidation is described in a supplemental notice of
proposed rulemaking that was published in the Federal Register simultaneously with the
Transportation Worker identification Credential final rute on January 25, 2007, which wilf
result in an effective date of March 26, 2007,

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Although DHS has taken some actions to implement a national facility
access control system for port secured areas, more work is needed for the department to
achieve this performance expectation, As our previous work demonstrated, DHS faces a
number of problems in implementing the Transportation Worker identification Credential,
such as ensuring that access control technology meets system requirements and
ensuring sufficient communication and coordination so that all individuals and
organizations affected by the Transporiation Waorker identification Credential program
are aware of their responsibilities. Further, while DHS reported a number of actions it
has taken to meet this expectation, it did not provide us with documentation for some
aspects of its efforts. For example, DHS did not provide us with documentation showing
that it is making progress in starting enroliments.

11. implement a port
security grant
program to help
facifities improve their
security capabilities

GAQ and DHS IG findings and our assessment: We conclude that DHS has generally
achieved this performance expectation. The port security grant program provides
assistance to nonfederal stakeholders for making security improvements at the nation’s
ports. During fiscal years 2002 through 2004, grants from the program totaled about
$560 milfion and covered such concems as more fencing, cameras, and
communications equipment. For fiscal year 2005, the appropriations act for DHS
provided $150 million for port security grants. For fiscal ysar 2006 the DHS
appropriations act provided $175 million for the port security grant program, and in fiscal
year 2007 the appropriations act provided $210 million for the program. While DHS has
made progress in applying risk management to the port security grant program, it faces
challenges in strengthening its approach, as demonstrated in part by its experience in
awarding past grants. For example, DHS has established overall goals for the grant
program but faces challenges in setting specific and measurable program objectives, in
part because this effort hinges on similar action by other federal agencies, in February
2006 the DHS 1G reported that DHS had improved the administration and effectiveness
of the most recent round of port security grants, which totaled $142 million for 132
projects. For example, the DHS 1G reported that DHS had directed funds to the nation’s
66 highest risk ports using a risk-based formula and tiering process and had instituted a
new funding allocation model. However, the DHS 1G also found several challenges,
identifying, for example, 20 projects that reviewers determined did not meet pational
security priorities but were funded nonetheless. In its fiscal year 2006 Performance and
Accountability Report, DHS reported that a risk-based grant allocation process was
completed in the third quarter of fiscal year 2006 and was a critical component of the
process by which allocations were determined for the Port Security Grant Program, For
more information, see Risk Management: Further Refinements Negded to Assess Risks
and Prioritize Protective Measures at Ports and Other Critical Infrastructure, GAO-08-81.
Also, see Department of Homeland Security Office of Inspector General, Follow Up
Review of the Port Security Grant Program, O1G-06-24 (Washington, D.C.: February
20086, Revised) and Department of Homeland Security Office of Inspector General,
Review of the Port Security Grant Program, O1G-06-10 (Washington, D.C.: January
2005).

Generally achieved
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12. Develop a GAO findings: We generally have not conducted work on DHS's efforts to develop a No assessment
national plan to national plan to establish and improve maritime intelligence, and as a result we cannot  made

establish and improve make an assessment of the extent to which DHS has taken actions to address this
maritime intelligence  performance expectation.

DHS updated information: In March and May 2007, DHS provided us with updated
information on its efforts to develop a national plan to establish and improve maritime
intelfigence. DHS reported that the President approved the Global Maritime intelligence
Integration Plan in October 2005 in support of the National Strategy for Maritime
Security.

Qur assessment: We did not make an assessment of DHS's progress in achieving this
performance expectation. While DHS reported that the President approved the Global
Maritime Intelligence Integration Plan, we were not able to determine the extent to which
the plan has established and improved maritime intelligence.

13. Establish GAO findings: DHS has established operational centers to monitor threats and fuse Generally achieved

operational centers to intelligence and operations at the regional/port level. In Aprii 2005, we reported that the

monitor threats and ~ Coast Guard had two Maritime Intelligence Fusion Centers, located on each coast, that

fuse intelligence and  receive intelligence from, and provide intelligence to, the Coast Guard intelligence

operations at the Coordination Center. Maritime Intelligence Fusion Centers also provide actionable

regional/port level intefigence to Coast Guard commanders at the district and port levels and share that
analysis with interagency partners, Another approach at improving information sharing
and port security operations involves interagency operational centers—command
centers that bring together the intelligence and operational efforts of various federal and
nonfederal participants. In April 2007, we reported that three ports currently have such
centers, which are designed to have a unified command structure that can acton a
variety of incidents ranging from possible terrorist attacks to search and rescue and
environmental response operations. Several new interagency operational centers are
about to come on line, but in continuing the expansion, DHS may face such challenges
as creating effective working relationships and dealing with potential coordination
problems. We also reported that the Coast Guard has the authority to create area
committees—composed of federal, state, local, and industry members—that help to
develop the area pian for the port. Area committees serve as forums for port
stakeholders, facilitating the dissemination of information through regularly scheduled
meetings, issuance of electronic bulletins, and sharing key documents. As of June 2008,
the Coast Guard had organized 46 area committees, Each has flexibility to assemble
and operate in a way that reflects the needs of its port area, resulting in variations in the
number of participants, the types of state and local organizations involved, and the way
in which information is shared. The Coast Guard also reported that it had implemented a

itime monitoring system—known as the Common Operating Picture system—that

fuses data from different sources. According to the Coast Guard, this system is the
primary tool for Coast Guard commanders in the field to attain maritime domain
awarensss. For more information, see GAO-07-754T; Maritime Security: Information
sharing Efforts Are improving, GAQ-06-333T; Maritime Security: New Structures Have
Improved Information Sharing, but Security Clearance Processing Requires Further
Attention, GAQ-05-394; and GAO-05-448T.

DHS updated information: in March 2007, DHS provided us with updated information on
its efforis to establish operational centers to monitor threats and fuse intelligence and
operations at the regional/port level. DHS reported that at the port ievel, it is using pre-
existing, primarily Coast Guard, command centers to foster information sharing and
coordination of the operations of various federal and nonfederal participants. However,
DHS noted that in most locations, these efiorts are hampered by the limitations of
pre-9/11 technology and physical space constraints.
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Our assessment: We conclude that DHS has generally achieved this performance
expectation. The Coast Guard established two regional Maritime Intelligence Fusion
Centers, one on each coast. Further, the Coast Guard, with local federal port security
stakeholders, has established three interagency operational centers with several new
centers scheduled to come on line, and as of June 20086, the Coast Guard had organized
46 area committees.

14. Collect
information on
incoming ships to
assess risks and
threats

GAO findings and assessment: We conclude that DHS has generally achieved this Generally achieved
performance expectation. DHS has taken steps to collect information on incoming ships

to assess risks and threats. This includes information relating to, for example, crew,

passengers, and cargo. In March 2004, we reported that the Coast Guard had extended

the former 24-hour notice of arrival prior to entering a United States port to 96 hours, The

information provided with the notice of arrival includes details on the crew, passengers,

cargo, and the vessel itself. This increase in notice has enabled the Coast Guard to

screen more vessels in advance of arrival and allows additional ime to prepare for

boardings. For more information, see Coast Guard Programs: Relationship between

Resources Used and Resufts Achieved Needs to Be Clearer, GAC-04-432.

15. Develop a vessel
tracking system to
improve intelligence
and maritime domain
awareness on
vessels in U.S.
waters

GAQ findings and assessment: We conclude that DHS has generally achieved this Generally achieved
performance expectation. DHS has made progress in developing a vessel-tracking
system to improve intelligence/maritime domain awareness on vessels in U.S. waters.
The Nationwide Automatic ldentification System uses a device aboard a vessel to
transmit an identifying signal to a receiver located at the seaport and other ships in the
area. This signal gives seaport officials and other vessels nearly instantaneous
information and awareness about a vessel's identity, position, speed, and course. The
Coast Guard intends to provide Nationwide Automatic Identification System coverage to
meet maritime domain awareness requirements in alf navigable waters of the United
States and farther offshore. As of May 20085, the Coast Guard had Nationwide Automatic
identification System coverage in several seaports and coastal areas. For more
information, see GAO-05-448T and Maritime Security: Partnering Could Reduce Federal
Costs and Facilitate Implementation of Automatic Vessel Identification System,
GAO-04-868.

16. Develop a long-
range vessel-tracking
system to improve
maritime domain
awareness

GAO findings: While DHS has taken steps to develop a long-range vessel-tracking Generally not
system, more work remains. In May 2005 we testified that the Coast Guard was working  achieved
with the International Maritime QOrganization to develop functicnal and technical

requirements for iong-range tracking out te 2,000 nautical miles and had proposed an

amendment to the International Convention for Safety of Life at Sea for this initiative,

The International Maritime Organization adopted amendments for the long-range

identification and tracking of ships in May 2006. We have aiso reported that a recently

passed International Maritime Organization requirement calfs for most commercial

vessels, including tankers, to begin transmitting identification and tocation information on

or before December 31, 2008, to Safety of Life at Sea contracting governments under

certain specified circumstances. This will allow the vessels to be tracked over the course

of their voyages. Under this requirement, information on the ship’s identity, location,

date, and time of the position will be made available to the ship’s flag state, the ship’s

destination port state, and any coastal state within 1,000 mites of the ship’s route. For

more information, see GAO-05-448T,

DHS updated information: \n March, April, and June 2007, DHS provided us with
updated information on its efforts to develop a long-range vessel-tracking system to
improve maritime domain awareness. DHS reported that it has classified and
unclassified means available to perform long-range tracking. DHS stated that
unclassified systems, including the Nationwide Automatic Identification System, are
currently in the process of being fielded. DHS reported that the Nationwide Automatic
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identification System, when imp 1, will provide automatic identification system
coverage from commercial satellites in all U.S. waters and up to 2,000 miles offshore.
DHS stated that it expects initial capability in 2007. DHS aiso stated that it purchases
tracking data from commerciat sources in places where those capabilities are not
currently fielded by the United States Coast Guard. DHS reported that work is in
progress to establish a system through the international Maritime Qrganization that wilt
provide an unclassified globat tracking capability by 2008 as a part of an existing
International Maritime Organization convention and give the United States a system that
is compatible and interoperable with the Global maritime community. DHS reported that
the Coast Guard will need to establish the capability 10 receive signais and interact with
the International Maritime Organization’s international data center and that the Coast
Guard has funded various studies and demonstrations to address the implementation of
long-range-tracking. Further, DHS reported that the Coast Guard has developed rule-
making language that supports the international Maritime Organization rules regarding
implementation of long-range tracking under the recently approved Safety of Life at Sea
Chapter V. DHS stated that the proposed rule-making is in final development and is
expected to be published for comment later this year.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has some vessel-tracking capabilities and is working with the
international Maritime Organization to develop a long-range vessel-tracking system.
However, DHS did not provide evidence that it has developed a long-range vessel-
tracking system out to 2,000 nautical miles.

17. Collect GAQ findings and assessment: We conclude that DHS has generaily achieved this Generally achieved

information on performance expectation. DHS collects information on arriving cargo for screening

arriving cargo for purposes.” Pursuant to federal law, CBP required ocean carriers to electronically

screening purposes  transmit cargo manifests to CBP’s Automated Manifest System 24 hours before the
cargo is loaded on a ship at a foreign port. in March 2004 we reported that according to
CBP officials we contacted, although no formal evaluations had been done, the 24-hour
rule was beginning to improve both the quality and timeliness of manifest information.
CBP officials acknowledged, however, that aithough improved, manifest information had
not always provided accurate or reliable data for targeting purposes. For more
information see Container Security: A Flexible Staffing Model and Minimum Equipment
Requirements Would Improve Overseas Targeting and Inspection Efforts, GAO-05-557
and 04-5777.

18. Develop a system GAO and DHS IG findings and cur assessment: We conclude that DHS has generally Generally achieved

for screening and achieved this performance expectation. DHS has developed a system for screening

inspecting cargo for  incoming cargo for illegal contraband—cailed the Automated Targeting System.”

ilegal contraband However, our previous work has identified a number of challenges to the implementation
of this program. CBP employs its Autemated Targeting System computer model to
review documentation on ali arriving containers and help select or target containers for
additional scrutiny. The Automated Targeting System was originally designed to help
identify illegal narcotics in cargo containers, but was modified to help detect ail types of
ilegal contraband used by smugglers or terrorists. In addition, CBP has a program,
called the Supply Chain Stratified Examination, which supplements the Automated
Targeting System by randomly selecting additional containers to be physically examined.
We identified a number of challenges to the implementation of the Automated Targeting
System. For example, in March 2008 we testified that CBP did not yet have key controls
in place to provide reasonable assurance that the Automated Targeting Systern was
effective at targeting oceangoing cargo containers with the highest risk of containing
smuggled weapons of mass destruction. Further, we reportad that while CBP strove to
refine the Automated Targeting System 1o include intelligence information it acquires and
feedback it receives from its targeting officers at the seaports, it was not able to
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systematically adjust the system for inspection results. In November 20086, the DHS G
reported that national Automatic Targeting System performance measures were still
being developed to determine the effectiveness of the Automatic Targeting System
oceangoing container targeting system. The DHS 1G also found that that CBP did not
use all intelligence/information sources available for targeting purposes. In April 2007 we
reported CBP faced the challenge of implementing the program while internal controls
are being developed. CBP’s vital mission does not aflow it to halt its screening efforts
while it puts these controls in place, and CBP thus faces the challenge of ensuring that it
inspects the highest-risk containers even though it facks information to optimatly aliocate
inspection resources. For more information, see GAO-07-754T; Cargo Container
Inspections: Preliminary Observations on the Status of Efforts to improve the Automated
Targeting System, GAO-08-581T; and Homeland Security: Summary of Challenges
Faced in Targeting Oceangoing Cargo Containers for Inspection, GAO-04-557T. Also,
see Department of Homeland Security Office of Inspector General, Audit of Targeting
Oceangoing Cargo Containers (Unclassified Summary), 0iG-07-09 (Washington, D.C.
November 2006) and Depaniment of Homeland Security Office of Inspector General,
Audit of Targeting Oceangoing Cargo Containers (Unclassified Summary), O1G-05-26
{Washington, D.C.: July 2005).

19. Develop a GAO findings: While DHS has taken steps to develop a program to screen incoming Generally not

program to screen cargo for radiation, chalienges remain.” As of December 2005, DHS had deployed 670 of achieved

incoming cargo for 3,034 radiation portal monitors—about 22 percent of the portal monitors DHS plans to

radiation deploy. As of February 2006, CBP estimated that with these deployments CBP had the
ability to screen about 62 percent of all containerized shipments entering the United
States, and roughly 77 percent of all private vehicles. Within these total percentages,
CBP could screen 32 percent of all containerized seaborne shipments; 90 percent of
commercial trucks and 80 percent of private vehicles entering from Canada; and
approximately 88 percent of alt commercial trucks and 74 percent of all private vehicles
entering from Mexico, However, in March 2006 we reported that the deployment of portal
monitars had fallen behind schedule, making DHS’s goal of deploying 3,034 by 2008
uniikely. Further, in October 2006 we reviewed DHS's cost-benefit analysis for the
deployment and purchase of $1.2 billion worth of new portal monitors. We found that
DHS's cost-benefit analysis did not provide a sound analytical basis for the decision to
purchase and deploy new portal monitor technology. For example, DHS did not use the
results of its own performance tests in its cost-benefit analysis and instead relied on
assumptions of the new technology’s anticipated performance level. Further, the
department's analysis did not include alt of the major costs and benefits required by DHS
guidelines. Finally, DHS used questionable assumptions in estimating the costs of
current portal monitors. In March 2007 we reported that DHS has not yet collected a
comprehensive inventory of testing information on commercially available polyvinyi
toluene portal monitors. Such information—if collected and used-—could improve the
Domestic Nuclear Detection Office’s understanding of how well portal monitors detect
different radiological and nuclear materials under varying conditions. in turmn, this
understanding would assist the Domestic Nuclear Detection Office’s future testing,
development, deployment, and purchases of partal monitors. Further, while DHS is
improving its efforts to provide technical and operational information about radiation
portal monitors to state and local authorities, some state representatives with whom we
spoke, particularly those from states with less experience conducting radiation detection
programs, would like 1o see the Domestic Nuclear Detection Office provide more
prescriptive advice on what types of radiation detection equipment to depioy and how to
use it. For more information, see Combating Nuclear Smuggling: DHS’s Decision to
Procure and Deploy the Next Generation of Radiation Detection Equipmant Is Not
Supported by its Cost-Benefit Analysis, GAQ-07-581T,Combating Nuclear Smuggiing:
DNDQ Has Not Yet Collected Most of the National Laboratories” Test Results on
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Radiation Portal Monitors in Support of DNDO’s Testing and Development Program,
GAO-07-347R; Combating Nuclear Smuggling: DHS’s Cost-Benefit Analysis to Support
the Purchase of New Radiation Detection Portal Monitors Was Not Based on Available
Performance Data and Did Not Fully Evaluate All the Monitors’ Costs and Benefits,
GAQO-07-133R; and Combating Nuclear Smuggling: DHS Has Made Progress Deploying
Radiation Detection Equipment at U.S. Ports-of-Entry, but Concerns Remain,
GAQ-06-389.

DHS updated information: In March and April 2007, DHS provided us with updated
information on its efforts to develop a program to screen incoming cargo for radiation.
DHS reported that the Coast Guard continues to develop the procedures and capabilities
for detecting chemical, biological, radiological, nuclear and high-yieid explosive threats in
the maritime environment. DHS reported that through these efforts, the Coast Guard has
partnered with the Domestic Nuclear Detection Office and reported that it partnered with
the Federal Bureau of Investigation, Department of Energy, and Department of Defense.
DHS stated that the Coast Guard maintains three dedicated response teams, on call
365 days a year, to respond to and mitigate various environmental incidents. DHS
reported that the Coast Guard has distributed personal radiation detectors, hand-held
isatope identifiers, and radiation sensor backpacks to the field, and continues to pursue
procurement of additional equipment through a joint acquisition strategy with Domestic
Nuclear Detection Office. Further, DHS as of March 9, 2007, CBP had deployed

966 radiation portal monitors. DHS stated that these deployments provide CBP with the
capability to screen approximately 91 percent of containerized cargo and 88 percent of
personally owned vehicles entering the United States. DHS further stated that within
these totals, CBP could screen about 89 percent of seaborne containerized cargo;

91 percent of commercial trucks and about 81 percent of personaily owned vehicles
arriving from Canada; and 96 percent of commercial trucks and 91 percent of personaily
owned vehicles arriving from Mexico.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. in our prior work, we reported that DHS was unlikely fo reach its 2009 goal
for radiation portal depioyment. We also reported that in conducting its cost-benefit
analysis of the decision to purchase and deploy new portal monitor technology, DHS did
not include alt of the major costs and benefits required by DHS guidelines and did not
use the results of its own performance tests. The department instead relied on
assumptions of the new technology’s anticipated performance level. The lack of
adequate means for acquiring technology is a2 major impediment to the development and
implementation of the program.
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20. Develop a
program to work with
foreign governments
0 inspect suspicious
cargo before it ieaves
for U.S. ports

GAQ findings: DHS has developed a program to work with foreign governments to Generally achieved
inspect suspicious cargo before leaving for U.S. ports. Announced in January 2002, the
Container Security Initiative program was implemented to allow CBP officials to target
containers at foreign seaports so that any high-risk containers may be inspected prior to
their departure for U.8, destinations. The Security and Accountability for Every Port Act,
which took effect in October 2006, codified the Container Security Initiative. CBP first
solicited the participation of the 20 foreign ports that shipped the highest volume of
ocean containers to the United States. These top 20 ports are located in 14 countries
and regions and shipped a total of 66 percent of all containers that arrived in U.S.
seaports in 2001. CBP has since expanded the Container Security initiative to strategic
ports, which may ship lesser amounts of cargo to the United States but may also have
terrorism or geographical concerns. We identified a number of challenges to the
Container Security Initiative. For example, in April 2005 we reported that staffing
imbalances were impeding CBP from targeting all containers shipped from Container
Security Initiative ports before they leave for the United States. However, we reported
that CBP had been unable to staff the Container Security Initiative teams at the levels
called for in the Container Security Initiative staffing model because of diplomatic and
practical considerations. In terms of diplomatic considerations, the host government may
limit the overall number of U.8. government employees to be stationed in the country
and may restrict the size of the Container Security Initiative team. In terms of practical
considerations, the host governments may not have enough workspace available for
Container Security Initiative staff and may thus restrict the size of the Container Security
Initiative team. The U.S. Department of State would also have to agree to the size of the
Container Security Initiative teams, a decision that has to be balanced with the mission
priorities of the embassy, the programmatic and admini ive costs iated with
increases in staffing, and security issues related 1o the number of Americans posted
overseas. We reported that as a result of these staff imbalances, 35 percent of U.S.-
bound shipments from Container Security Initiative ports were not targsted and were
therefore not subject to inspection overseas. We also reported the existence of
fimitations in one data source Container Security Initiative teams use for targeting high-
risk containers. In April 2007 we reported that the number of seaports that participate in
the program had grown to 50, with plans to expand to a total of 58 poris by the end of
this fiscal year. We also identified several challenges to the Container Security initiative,
For example, we reported that there are no internationally recognized minimum technical
requirements for the detection capability of nonintrusive inspection equipment used fo
scan containers. Consequently, host nations at Container Security Initiative seaports use
various types of nonintrusive inspection equipment, and the detection capabilities of
such equipment can vary. Further, we reported that some containers designated as high-
risk did not receive an inspection at the Container Security Initiative seaport. Containers
designated as high-risk by Container Security Initiative teams that are not inspected
overseas {for a variety of reasons) are supposed to be referred for inspection upon
arrival at the U.S. destination port. However, CBP officials noted that between July and
September 2004, only about 93 percent of shipments referred for domestic inspection
were inspected at a U.8. seaport. According to CBP, it is working on improvements in its
ability to track such containers to ensure that they are inspected. We have ongoing work
to further assess the Container Security Initiative. For more information, see
GAQ-07-754T; Homeland Security: Key Cargo Security Programs Can Be Improved,
GAO-05-466T; Container Security: A Flexible Staffing Mode! and Minimum Equipment
Requirements Would Improve Overseas Targeting and inspection Efforts, GAQ-05-557;
Homeland Security: Summary of Challenges Faced in Targsting Oceangoing Cargo
Containers for inspection, GAQ-04-557T; and Container Security: Expansion of Key
Customs Programs Will Require Greater Attention to Critical Success Factors,
GAO-03-770.
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DHS updated information: In March and April 2007, DHS provided us with updated

information on its efforts to develop a program to work with foreign governments to

inspect suspicious cargo before it leaves for U.8. ports. DHS reported that in April 2005

the Container Security Initiative began implementing revisions to the Container Security

Initiative staffing model to have optimal levels of staff at Container Security Initiative

ports to maximize the benefits of targeting and inspection activities, in conjunction with

host nation customs officials, and to increase its staff at the National Targeting Center in

the United States to complement the work of targeters overseas. DHS stated that this

enabled Container Security Initiative ports to review and screen 100 percent of manifest

information for containers destined to the United States.

Our assessment: We conclude that DHS has generally achieved this performance
expectation. The depariment has developed a program to work with foreign governments
1o inspect suspicious cargo before it leaves for U.S. ports. DHS has developed the
Container Security initiative, and the program aliows CBP officials to target containers at
foreign seaports for inspection. However, our previous work has identified a number of
challenges to the implementation of this program, such as the detection capabilities of
host nations’ inspection equipment.

21. Develop a GAQ findings: DHS has developed a program to work with the private sector to improve  Generally achieved

program to work with  and validate supply chain security, but some challenges remain. Initiated in November

the private sectorto 2001, the Customs-Trade Partnership Against Terrorism is a voluntary program

improve and validate designed to improve the security of the international supply chain while maintaining an

supply chain security  efficient flow of goods. Under the Customs-Trade Partnership Against Terrorism, CBP
officials work in partnership with private companies to review their supply chain security
plans to improve members’ overall security, In retumn for committing to making
improvements to the security of their shipments by joining the program, Customs-Trade
Partnership Against Terrorism members may receive benefits that result in reduced
scrutiny of their shipments. The Security and Accountability For Every Port Act, which
took effect in October 2008, codified the program. In Aprit 2007, we reported that since
the inception of the Customs-Trade Partnership Against Terrorism, CBP has certified
8,375 companies, and as of March 2007, it had validated the security of 3,950 of them
{61.9 percent). We also reported that while CBP initially set a goal of validating alt
companies within their first 3 years as Customs-Trade Parinership Against Terrorism
members, the program’s rapid growth in membership made the goal unachievable. CBP
then moved to a risk-based approach 1o selecting rmembers for validation, considering
factors such as the company having foreign supply chain operations in a known terrorist
area or involving muitiple foreign suppliers. CBP further modified its approach to
selecting companies for validation to achieve greater efficiency by conducting "blitz”
operations to validate foreign elements of multiple members’ supply chains in a single
trip, Blitz operations focus on factors such as Customs-Trade Partnership Against
Terrorism members within a certain industry, supply chains within a certain geographic
area, or foreign suppliers to multiple Customs-Trade Partnership Against Terrorism
members. Risks remain a consideration, according to CBP, but the biitz strategy drives
the decision of when a member company will be validated. However, we identified a
nunber of challenges to Customs-Trade Partnership Against Terrorism. For example,
CBP's standard for validations—to ensure that members' security measures are reliable,
accurate and effective—is hard to achieve. Since the Customs-Trade Partnership
Against Terrorism is a voluntary rather than a mandatory program, there are limits on
how intrusive CBP can be in its validations. Further, challenges developing Customs-
Trade Partnership Against Terrorism outcome-based performance measures persist
because of difficulty measuring deterrent effect. CBP has contracted with the University
of Virginia for help in developing useful measures, We have ongoing work to further
assess the Customs-Trade Partnership Against Terrorism program. For more
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information, see GAQ-07-754T; Homeland Security: Key Carge Security Programs Can

Be improved, GAQ-05-466T; Cargo Security: Partnership Program Grants Importers

Reduced Scrutiny with Limited Assurance of Improved Security, GAO-05-404; and

Container Security: Expansion of Key Customs Programs Will Require Greater Attention

to Critical Success Factors, GAQ-03-770.

DHS updated information: In March and Aprit 2007, DHS provided us with updated
information on its efforts to develop a program to work with the private sector to improve
and validate supply chain security, For example, DHS reported that the Customs-Trade
Partnership Against Terrorism program now has a Web based portal system that aliows
data storage and statistical tracking of all participants and also allows for reponts to be
run ensuring that performance goals are being met. DHS also stated that the Customs-
Trade Partnership Against Terrorism reached its full staffing fevetl of

156 Supply Chain Security Specialists in December of 2006.

Qur assessment: We conclude that DHS has generally achieved this performance
expectation. The department has developed a program 10 work with the private sector to
improve and validate supply chain security. Through the Custorms-Trade Partnership
Against Terrorism, DHS officials work in partnership with private companies to improve
merbers’ overall security. Howeaver, our previous work has identified a number of
challenges to the implementation of this program. For example, because the Customs-
Trade Pannership Against Terrorism is a voluntary program, CBP is limited in how
intrusive its validations can be, and CBP also faces challenges in developing outcome-
based performance measures for the program,

22. Develop GAQ findings and assessment: We generally have not conducted work on DHS's efforts  No assessment
standards for cargo  to develop standards to better secure containers, and as a result we cannot make an made
containers to ensure  assessment of the extent to which DHS has taken actions fo address this performance

their physical security expectation.
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23. Develop an
internationat port
security program to
assess security at
foreign ports

GAQ findings and assessment: We conclude that DHS has generally achieved this
performance expectation. DHS has developed a program to assess security at foreign
ports, However, our previous work has identified a number of challenges 1o the
implementation of this program. To help secure the overseas supply chain, the Maritime
Transportation Security Act required the Coast Guard to develop a program to assess
security measures in foreign ports and, among other things, recommend steps
necessary to improve security measures in their ports. tn Aprit 2007, we reported that the
Coast Guard established this program, called the International Port Security Program, in
April 2004. Under this program, the Coast Guard and host nations review the
implementation of security measures in the host nations’ ports against established
security standards, such as the International Maritime Organization's International Ship
and Port Facility Security Code. Coast Guard teams have been established to conduct
country visits, discuss security measures implemented, and collect and share best
practices to help ensure a comprehensive and consistent approach to maritime security
in ports worldwide. The conditions of these visits, such as timing and locations, are
negotiated between the Coast Guard and the host nation. Coast Guard offictals also
make annual visits 10 the countries to cbtain additional observations on the
implementation of security measures and ensure deficiencies found during the country
visits are addressed, As of Aprit 2007, the Coast Guard reported that it has visited

86 countries under this program and plans to complete 29 more visits by the end of fiscal
year 2007. We are currently conducting a review of the Coast Guard's international
enforcement programs, such as the internationat Port Security Program. Although this
work is still in process and not yet ready 1o be included in this assessment, we have
completed a more narrowly scoped review required under the Security and
Accountability For Every Pont Act regarding security at ports in the Caribbean Basin. As
part of this work, we looked at the efforts made by the Coast Guard in the region under
the program and the Coast Guard's findings from the country visits it made in the region.
in this review we found a number of challenges concerning program implementation. For
example, for the countries in this region for which the Coast Guard had issued a final
report, the Coast Guard reported that most had “substantially implemented the security
code,” while one country that was just recently visited was found to have not yet
implemented the code and will be subject to a reassessment. At the facifity level, the
Coast Guard found several facilities needing improvements in areas such as access
controls, communication devices, fencing, and lighting. Because our review of the Coast
Guard's International Port Security Program is stilf ongoing, we have not yet reviewed
the results of the Coast Guard's findings in other regions of the world. While our larger
review is still not complete, Coast Guard officials have told us they face challenges in
carrying out this pragram in the Caribbean Basin. These challenges include ensuring
sufficient numbers of adequately trained personnel and addressing host nation
sovereignty issues. For more information, see GAQ-07-754T and GAQ-05-448T.

Generally achieved

Source: GAQ analysis.

Note: An of “gy i i indi that DHS has taken suffwcaent actions to satisfy

most of the jon. However, an

d” does not signify
cannot be

that no further action is requwed of DHS or that f i covered by the

further improved or enhanced. Conversely, “generally not achieved” indicates that DHS has not yet
taken suificient actions to satisfy most of the An of
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS 1G have not completed
work upen which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did r\ot enable usto c!early determine the extent to which DHS has

hi the p 1, we ind made.”
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“The terms “inspecting” and “screening” have been used interchangeably to denote some leve! of
examination of a person or good, which can entail a number of different actions, including manual
physical inspactions to ensure that carge does not contain weapons, explosives, or stowaways, or
inspectians using noninstrusive technalogies that do not require the cargo to be opened in order to be
inspacted. However, for this performance expectation, we use the term “inspect” 1o refer to this broad
range of activities and ing” to refer to an of the security risk posed by a container
based on avaifable information.

*The terms “inspecting” and “screening” have been used interchangeably to denote some level of
examination of a person or good, which can entail a number of different actions, including manual
physical inspections 1o ensure that cargo does not contain i or or

using jes that do not require the carao to be opened in order o be
inspected. However, for this performance expectation, we use the term “inspect” fo refer to this broad
range of activities and ing” to refer to an of the security risk posed by a container

based on available information.

“The terms “inspecting” and “screening” have been used interchangeably to denote some level of
examination of a person or good, which can entail a number of different actions, including manual
physical inspections to ensure that cargo does not contain plosives, or , o
inspections using noni i ies that do not require the cargo to be opened in order to be

For this p ion, we use the terms “screen” and “inspect” to refer to this
broad range of activities.

DHS Has Made Limited
Progress in Its Emergency
Preparedness and
Response Efforts

Several federal legislative and executive provisions support preparation
for and response to emergency situations. The Robert T. Stafford Disaster
Relief and Emergency Assistance Act (the Stafford Act)” primarily
establishes the programs and processes for the federal government to
provide major disaster and emergency assistance to state, local, and tribal
governments; individuals; and qualified private nonprofit organizations.
FEMA, within DHS, has responsibility for administering the provisions of
the Stafford Act. FEMA’s emergency preparedness and response efforts
include programs that prepare to minimize the damage and recover from
terrorist attacks and disasters; help to plan, equip, train, and practice
needed skills of first responders; and consolidate federal response plans
and activities to build a national, coordinated system for incident,
management. DHS's emergency preparedness and response efforts have
been affected by DHS reorganizations and, in the wake of the 2005 Gulf
Coast hurricanes, reassessments of some initiatives, such as the National
Response Plan and its Catastrophic Incident Supplement. DHS is
undergoing its second reorganization of its emergency preparedness and
response programs in about 18 months. The first reorganization was
initiated by the Secretary of Homeland Security in the sumuner of 2005 and
created separate organizations within DHS responsible for preparedness
and for response and recovery. The second reorganization was required by

*The Stafford Act is codified as amended at 42 U.S.C. § 5121 et seq.
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the fiscal year 2007 DHS appropriations act and largely took effect on

April 1, 2007.

As shown in table 28, we identified 24 performance expectations for DHS
in the area of emergency preparedness and response and found that
overall DHS has made limited progress in meeting those performance
expectations. In particular, we found that DHS has generally achieved 5
performance expectations and has generally not achieved 18 others. For 1
performance expectation, we did not make an assessment.

Table 28: Per Exp i and Prog Made in Emergency Preparedness and Response
Assessment
Generally Generally not No

Performance expectation achieved ieved made

1. Establish a comprehensive training program for national v
preparedness

2. Establish a program for conducting emergency v
preparedness exercises

3. Conduct and support risk assessments and risk v
management capabiiities for emergency preparedness

4. Ensure the capacity and readiness of disaster response v
teams

5. Develop a national incident management system v

6. Coordinate implementation of a national incident v
management system

7. Establish a single, all-hazards national response plan v

8. Coordinate implementation of a single, ali-hazards 7
response plan

9. Develop a complete inventory of federal response v
capabilities

10. Develop a national, ali-hazards preparedness goal v

11. Support citizen participation in national preparedness v
efforts

12. Develop plans and capabilities to strengthen nationwide v
recovery efforts

13. Develop the capacity to provide needed emergency v
assistance and services in a timely manner

14. Provide timely assistance and services to individuals and v
communities in response to emergency events

18. implement a program to improve interoperable v
communications among federal, state, and local agencies

16. Implement procedures and capabilities for effective v

interoperable communications
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Assessment
Generaily Generally not No
Performance expectation achieved hieved made
17. Increase the development and adoption of interoperability v
communications standards
18. Develop performance goals and measures 1o assess v
progress in developing interoperability
19. Provide grant funding to first responders in developing
and implementing interoperable communications v
capabilities
20. Provide guidance and technical assistance to first
responders in developing and implementing interoperable v
communications capabilities
21. Provide assistance to state and local governments to v
develop all-hazards plans and capabilities
22. Administer a program for providing grants and assistance v
to state and local governments and first responders
23. Allocate grants based on assessment factors that
account for population, critical infrastructure, and other v
risk factors
24, Develop a system for collecting and disseminating
lessons tearned and best practices to emergency v
responders
Total 5 18 1
Source: GAO analysis.
Note: An of hieved” indi that DHS has taken sufhcxent actions to satisfy
most of the ion. However, an it of does not signify
that no further action is required of DHS or that ions covered by the exp ion cannct be
further improved or enhanced. C not achleved” indicates that DHS has not yet
taken sufficient actions 10 satisfy most of the An of

“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS 1G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us o clearly determine the extent to which DHS has

i the per we 't ade.”

Table 29 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of emergency preparedness and response and our assessment of
whether DHS has taken steps to satisfy most of the key elements of the
performance expectation (generally achieved) or has not taken steps to
satisfy most of the performance expectation’s key elements (generally not
achieved).
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Tabie 29: Performance Exp i and A of DHS Prag| in gency Prepared) and Resp
Performance

p d y of findi Assessment
1. Establish a GAQ and DHS G findings: DHS has developed and impiemented various training programs, but  Generally not
comprehensive it is unclear how these programs contribute or link to a comprahensive training program for achieved
training program  national preparedness. In July 2005, we reported that according to DHS’s National Training and
for national Exercises and Lessons Learned implementation Plan, DHS intended to implement a system to
preparedness develop and maintain state and local responders’ all-hazards capabilities. The goal of this

system was to provide integrated national programs for training, exercise, and lessons leamed
that would reorient existing initiatives at all government levels in order to develop, achieve, and
sustain the capabilities required to achieve the National Preparedness Goal. As part of this
system, DHS intended to implement a national training program including providing criteria for
accreditation of training courses, a national directory of accredited training providers, and a
National Minimum Qualification Standards Guide. In March 2006, the DHS |G reported that
FEMA provided regular training for emergency responders at the federal, state, and local levels;
managed the training and development of FEMA employess internally; and provided disaster-
specific training through the Disaster Field Training Operations cadre. FEMA's Training Division
increased the size and number of classes it delivered, even as budgets decreased. The DHS 1G
found that courses provided by the Emergency Management Institute were one of FEMA’s
primary interactions with state and local emergency managers and responders. However, the
DHS G reported that the ability of Emergency Management Institute classes to improve
smergency management during a hurricane was not quantifiable with avaitable measurements.
The DHS 1G reported that employee development lacked the resources and organizational
alignment to improve performance. Specifically, the DHS G reported that FEMA had no
centralized and comprehensive information on employee training. FEMA used several
incompatible systems, including databases operated by the Employee Development branch,
Emergency Management Institute, Disaster Field Training Operations cadre, and information
technology security. Additional classes, inciuding classes provided at conferences, classes
provided by state or local entities, and leadership training courses, were not consistently tracked.
The DHS 1G reported that FEMA regional training managers maintained records on their own,
drawing from each of these systems. The DHS {G concluded that not only was this process
inefficient and susceptible to error, it also complicated efforts to monitor employee development
of mission-~critical skilis and competencies. For mere information, see Staternent by Comptrofier
General David M. Walker on GAO’s Preliminary Observations Regarding Preparedness and
Response to Hurricanes Katring and Rita, GAQ-06-365R and Homeland Security: DHS's Efforts
to Enhance First Responders’ Ali-Hazards Capabifities Continue to Evolve, GAQ-05-852. Also,
see Department of Homeland Security Office of Inspector General, A Performance Review of
FEMA'’s Disaster Management Activities in Response to Hurricane Katrina, OlG-06-32
{Washington, D.C.: March 2006).

DHS updated information: In March and April 2007, DHS provided us with updated information
on its efforts to establish a comprehensive training program for national preparedness. DHS has
developed a series of training programs on the National Response Plan and the National
Incident Management System fo improve national preparedness. In particular, DHS reporied that
more than 100 Office of Grants and Training-supported courses are available to emergency
responders and that in fiscal year 2006, there were more than 336,000 participants in Office of
Grants and Training courses. DHS has also developed and implemented a Multi-Year Training
and Exercise Plan designed to guide states in linking training and exercise activities. According
to DHS, states identify priorities in their state strategies, translate them into target capabilities
that they need o build, and then attend a workshop in which they build a schedule for training
and exercises to address the capabilities, DHS reported that course content in the National
Training Program is being aligned to target capabilities so that there is a direct link between the
capabilities a state needs to build and the courses that its responders need to take to build those
skills. In addition, DHS reported that the U.3. Fire Administration’s National Fire Academy and
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FEMA's Emergency Management Institute have coordinated to develop a curriculum for first
responder training across federal, state, local, and tribal governments and that in fiscal year
20086, more than 26,000 and 13,000 students attended training at the National Fire Academy and
the Emergency Management Institute, respectively. DHS noted that with the re-creation of the
National Integration Center in FEMA’s new National Preparedness Directorate, FEMA will be
coordinating development of a comprehensive national training strategy to ensure course
curriculum is consistent among training facilities and to avoid duplication or overlap.

Our assessment; Until DHS issues a comprehensive nationat training strategy, we conclude that
DHS has generally not achieved this performance expectation. Although DHS has developed
and implemented a variety of training programs related to national preparedness, specifically on
the National Response Plan and National Incident Managemsnt System, DHS did not provide us
with evidence on how these various programs have contributed to the establishment of a
comprehensive, national training program. Moreover, DHS reported that it is working to develop
a comprehensive national training strategy, but did not provide us with a target time frame for
completing and issuing the national strategy.

2. Establish a
program for
conducting
emergency
preparedness
exercises

GAOC and DHS 1G findings: DHS has taken actions 10 establish a program for conducting Generally
emergency preparedness exercises, but much more work remains. In July 2005 we reported that achieved
as part of its plan for national training, exercises, and lessons fearned, DHS intended to establish
a national exercise program. This program was intended to reorient the existing National
Exercise Program to incorporate the capabilities-based planning process and provide
standardized guidance and methodologies to schedule, design, develop, execute, and evaluate
exercises at all levels of government. This program was also intended to provide requirements
for the number and type of exercises that communities of varying sizes should conduct to meet
the National Preparedness Goal. in March 2006, the DHS 1G reported on the long-term
deterioration in FEMA’s exercise program. The DHS G reported that emergency management
exercises were developed to test and validate existing programs, policies, plans, and procedures
to address a wide range of disasters to which FEMA must respond. There were numerous types
of exercises, ranging from tabletop exercises, where participants discussed actions and
responses, to command post exercises, where specific aspects of a situation were exercised, to
large-scale exercises, which involved multiple entities and a significant planned event with
activation of personne! and resources. Further, the DHS 1G reported that FEMA no longer had a
significant role in the development, scope, and conduct of state exercises, though FEMA
personnel maintained a presence at state events. FEMA participated in exercises administered
by other agencies, but those exercises limited FEMA's abifity to choose which pians, objectives,
and relationships to test. For more information, see GAC-06-365R and GAD-05-652. Also, see
Department of Homeland Security Office of Inspector General, A Performance Review of
FEMA's Disaster Management Activities in Response o Hurricane Katrina, O{G-06-32
(Washington, D.C.: March 2008).

DHS updated information: In March and April 2007, DHS provided us with updated information
on its efforts to establish a program for conducting emergency preparedness exercises. DHS has
developed a Homeland Security Exercise Evaluation Program that, according to DHS, has been
adopted by every major federal agency involved in emergency preparedness. This program
provides a standardized methodology for exercise design, development, conduct, evaluation,
and improvement planning and provides guidance and doctrine for exercises that are conducted
with homeland security grant funding. According to DHS, all exercise grant recipients are
mandated to comply with Homeland Security Exercise Evaluation Program guidefines. DHS
reported that for exercises for which the department collected and analyzed information in fiscal
year 2006, 33 out of 48 Direct Support Exercises were compliant with the Homeland Security
Exercise Evaluation Program and 40 out of 110 state or locally funded grant exercises were
compliant. DHS noted that it has not evaluated regional and national exercises’ compliance with
the Homeland Security Exercise Evaluation Program. DHS has also developed a Homeland
Security Exercise Evaluation Program Toolkit, which is an online system that walks users
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P

through scheduling, planning, evaluating, and tracking corrective actions from an exercise. DHS
has also developed the Corrective Action Program to track and monitor corrective actions
following exercises and the National Exercise Schedule to facilitate the scheduling and
synchronization of national, federal, state, and local exercises. In addition, DHS reported that the
National Exercise Program charter was approved by the Homeland Security Council, and DHS
reponted that the National Exercise Program Implementation Plan has been approved by the
President and is scheduled to be released shortly.

Our assessment: We conclude that DHS has generally achieved this performance expectation,
The National Exercise Program charter has been established and approved. Moreover, DHS has
developed and begun to implement the Homeland Security Exercise Evaluation Program. This
program provides standardized guidance and methodologies for scheduling, devetoping,
executing, and evaluating emergency preparedness exercises.

3. Conduct and
support risk
assessments and
risk management
capabilities for
emergency
preparedness

GAQO findings: DHS has taken actions to support efforts to conduct risk assessments and Generally not
develop risk management capabilities for emergency preparedness, but much more work achieved
remains. In July 2005 we reported that, according to DHS’s Assessment and Reporting

implementation Plan, DHS intended to implernent an assessment and reporting system to collect
preparedness data to inform decision makers at all levels on the capabilities of the federal

government, states, local jurisdictions, and the private sector, According to the plan, DHS

intended to collect data from all governmental recipients of direct funding, using states to coliect

data from loca! jurisdictions and using federal requiatory agencies and other appropriate sources

to collect private sector data. According to DHS, aggregating these data at all levels would

provide information needed to aflocate resources, execute training and exercises, and develop

an annual status report on the nation’s praparedness. The purpose of the assessment and

reporting system was to provide information about the baseline status of national preparedness

and to serve as the third stage of DHS's capability-based planning approach to ensure that state

and focal first responder capabilities fully support the Nationai Preparedness Goal. For more

information, see Homeland Security: Applying Risk Management Principles to Guide Federal

Investments, GAQ-07-386T and GAO-05-652,

DHS updated information: In March 2007, DHS provided us with updated information on its
efforts to conduct and support risk assessments and risk management capabilities for
emergency preparedness. In particular, in Aprit 2007, DHS established the new Office of Risk
Management and Analysis to serve as the DHS Executive Agent for national-level risk
management analysis standards and metrics; develop a standardized approach to risk; develop
an approach to risk management to help DHS leverage and integrate risk expertise across
components and external stakeholders; assess DHS risk performance to ensure programs are
measurably reducing risk; and communicate DHS risk management in a manner that reinforces
the risk-based approach.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS did not provide us with documentation on its effonts to actually conduct risk
assessments and support risk management capabilities specifically for emergency
preparedness. Moreover, DHS has only recently established the new Office of Risk Management
and Analysis, and this office’s etfect on DHS's efforts to support risk management capabilities for
emetgency preparedness is not yet known.

4. Ensure the
capacity and
readiness of
disaster response
teams

GAQ and DHS G findings: DHS has faced chailenges in ensuring the capacity and readiness of Generally not
emergency response teams. In our work reviewing the response to Hurricane Katrina, we achieved
reported that while there were aspects that worked well, it appeared that logistics systems for

critical resources were often totally overwhelmed by the hurricane, with critical resources

apparently not available, properly distributed, or provided in a timely manner. We also reported

that the magnitude of the affected population in a major catastrophe calls for greater capabilities

for disaster response. in March 2008, the DHS IG reported that, historically, FEMA has

established a 72-hour time period as the maximum amount of time for emergency response
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teams to arrive on scene. However, the DHS 1G concluded that it was unclear whether this was
responsive 0 the needs of a state and the needs of disaster victims. The DHS IG reported that a
72-hour response time did not meet public expectations, as was vividly demonstrated by media
accounts within 24 hours after fandfall of Hurricane Katrina, The DHS G noted that shorter time
periods, such as 60 hours, 48 hours, or even 12 hours, had been mentioned. However, 1o meet
this Jeve! of expectation, several factors had to be addressed. According to the DHS iG, once
strategic performance measures and realistic expectations were established, other actions could
be taken to support those response goals. For more information, see GAC-08-365R. Also, see
Department of Homeland Security Office of Inspector General, A Performance Review of
FEMA's Disaster Management Activities in Response to Hurricane Katrina, Q1G-06-32
{Washington, D.C.: March 20086).

DHS updated information: in March and May 2007, DHS provided us with updated information
on its efforts to ensure the capacity and readiness of disaster response teams. DHS reported
that FEMA has completed efforts 1o identify and categorize more than 100 resources, including
teams and pieces of equipment, which are then grouped into eight disciplines, such as jaw
enforcement resources, emergency medical services, and search and rescue resources. DHS
also provided information on its varicus disaster response teams currently in use. DHS's
Emergency Response Teams-National are to be deployed in response to incidents of national

ignifi and major di to coordinate disaster response activities, coordinate and
deploy key naticnal response assets and resources, provide situational awareness, and maintain
connectivity with DHS operations centers and components. DHS's Emergency Response
Teams-Advanced are designed to be deployed in the early phases of an incident to work directly
with states to assess disaster impact, gain situational awareness, help coordinate disaster
response, and respond to specific state requests for assistance. DHS's Hapid Needs
Assessment Teams are small regional teams that are designed to collect disaster information to
determine more specific disaster response requirements. In addition, Federal Incident Response
Support Teams are designed to serve as the forward component of Emergency Response
Teams-Advanced to provide prefiminary on-scene federal management in support of the local
Incident or Area Commander. DHS has established readiness indicators for the Federal Incident
Response Support Teams and Urban Search and Rescue teams have their own indicators, but
FEMA officials stated that they have not yet developed readiness indicators for other types of
response teams. DHS reported that its Federal Incident Response Teams were tested during
Tropical Storm Ernesto and other events, such as tornadoes. In addition, FEMA reported that it
is developing a concept for new rapidly deployable interagency incident management teams
designed to provide a forward federal presence to facilitate managing the national response for
catastrophic incidents, called National incident Management and Regional incident Management
Teams.

Our assessment: We conclude that DHS has generslly not achieved this performance
expectation, Although DHS provided us with documentation on its various response teams and
efforts taken to strengthen teams’ readiness and capacity, DHS did not provide us with concrete
evidence to demonstrate that response teams’ readiness and capacity have improved since
Hurricanes Katrina and Rita. Although DHS has tested iis response team capabilities in several
small-scale disasters, they have not been tested in a large-scale disaster. in addition, DHS did
not provide us with documentation of the results of exercises, tests, or after-action reports on the
smali-scale disasters in which the response teams have been used that would indicate
enhancements in teams’ readiness and capacity. Moreover, DHS has not yet developed
readiness indicators for its disaster responses teamns other than Urban Search and Rescue and
Federal incident Response Support Teams.
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5. Develop a GAO findings: DHS has developed a national incident management system. The National Generally
national incident  Incident Management System is a policy document that defines roles and responsibilities of achieved
management federal, state, and local first responders during emergency events. The intent of the system
system described in the document is to establish a core set of concepts, principles, terminology, and

organizational processes to enable effective, efficient, and collaborative emergency event
ranagement at all levels. These concepts, principles, and processes are designed to improve
the ability of different jurisdictions and first responder disciplines to work together in various
areas—command, resource management, training, and communications. For more information,
see Catastrophic Disasters: Enhanced Leadership, Capabilities, and Accountability Controls Wil
Improve the Effectiveness of the Nation's Preparedness, Response, and Recovery System,
GAQ-06-818 and GAO-05-652.

DHS updated information: In March and Aprit 2007, DHS provided us with updated information
on efforts to further develop the National incident Management System. DHS reported that the
National Incident Management System has been undergoing review and revision by federal,
state, and local government officials; tribal authorities; and nongovernmental and private sector
authorities. According to DHS, the National Incident Management System document is under
review pending release of the revised National Response Plan, now the National Response
Framework. The current version of the National tncident Management System document
remains in effect during the 2007 hurricane season.

QOur assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has developed the National lncident Management System, and the system defines the
roles and responsibilities of varicus entities during emergency events.

6. Coordinate
implementation of
a national incident
management
system

GAO findings: Much more work remains for DHS to effectively coordinate implementation of the  Generally not
National incident Management System. Drawing on our prior work identifying key practices for ~ achieved
helping to enhance and sustain collaboration among federal agencies, key practices for

collaboration and coardination include, among other things, defining and articufating a common

outcome; establishing mutually reinforcing or joint strategies to achieve the outcome; identifying

and addressing needs by leveraging resources; agresing upon agency roles and responsibilities;
establishing compatible policies, procedures, and other means 10 operate across agency

boundaries; developing mechanisms to monitor, evaluate, and report the results of collaborative

efforts; and reinforcing agency accountability for collaborative efforts through agency plans and

reports. Homeland Security Presidential Directive 5 requires all federal departments and

agencies to adopt and use the system in their individual preparedness efforts, as well as in

support of all actions taken to assist state and local governments. However, in our work on

Hurricane Katrina, we reported on examples of how an incomplete understanding of the Nationat

Incident Management System roles and responsibilities led to misunderstandings, problems, and

delays. In Louisiana, for example, some city officials were unclear about federal roles. In

Mississippi, we were told that county and city officials were not implementing the National

Incident Management System because they did not understand its provisions. For more

information, see GAQ-06-618 and GAQ-05-652.

DHS updated information: In March and April 2007, DHS provided us with updated information
on efforts to coordinate implementation of the National Incident Management System, DHS
reported that in March 2004, it established the National Incident Management System integration
Center to coordinate implementation of the system. This center issues compliance guidelines to
state and local responders annually and collects data on efforts to coordinate implementation of
the National incident Management System. DHS reported that more than 1 million state and
{ocal responders have taken training following guidelines established by the center for National
incident Management System compliance and that about 5.4 milion students have received
National incident Management System-required training through the Emergency Management
institute as of February 2007. DHS aiso reported that the center, in conjunction with the
Emergency Management institute, reieased seven new National incident Management System
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training programs in fiscal year 2008, including courses on multiagency coordination, public
information systems, and resource management, among others. DHS has aiso developed
sample National Incident Management System-compliant tabletop, functionat, and command
post exercises for use by federal, state, and local government agencies in testing system
policies, pians, procedures, and resources in emergency operations plans. in addition, the
National Incident Management System specifies 34 requirements that state and local
governments must meet to be compliant with the system, and as of October 1, 2008, all federal
preparedness assistance administered by DHS became contingent on states’ compliance with
the system, including federal funding through the DHS Emergency Management Performance
Grants, Hormeland Security Grant Program, and Urban Area Security Initiative. DHS reparted
that during fiscal years 2005 and 2006, National incident Management System requirements,
including the compietion of training, were based on a self-certification process. For fiscal year
2007, DHS reported that the self-certification process will not be used; rather DHS provided
states a specific set of metrics for implementation of the National incident Management System,
and states are required to report on the establishment of these measurements.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation, In fiscal years 2005 and 2008, states self-certified that they had met National
Incident Management System requirements, and DHS has not fully verified the extent to which
states were compliant with system requirements during those years. DHS has provided states
with a specific set of metrics for fiscal year 2007, but the extent to which these metrics will
enhance DHS's ability to monitor states’ compliance with the National incident Management
System is not yet known. in addition, although DHS has taken actions, such as issuing
compliance guidefines, providing training, developing sample exercises, and collecting data on
implementation of the National Incident Management System, DHS did not provide us with
documentation demonstrating how these actions have contributed to DHS's effective
coordination of implementation of the system. For example, DHS did not provide us with
documentation on how these training and exercise programs have contributed to ensuring
effective coordination of National incident Management System implementation.

7. Establish a
single, all-hazards
national response
plan

GAQ findings: DHS has established a single ali-hazards naticnal response plan, but the planis  Generally not
undergoing revision. In December 2004, DHS issued the National Response Plan, which was achieved
intended to be an all-discipline, all-hazards plan establishing a single, comprehensive framework
for the management of domestic incidents where federal involvement is necessary. The Nationat
Response Plan is applicable to incidents that go beyend the state and local levels and require a
coordinated federal response, and the plan, operating within the framework of the National
incident Management System, provides the structure and mechanisms for nationat-level policy
and operational direction for domestic incident management. The plan also includes a
Catastrophic Incident Annex, which describes an accelerated, proactive national response to
catastrophic incidents. DHS revised the National Response Plan following Hurricane Katrina, but
we reported that these revisions did not fully address, or they raised new, challenges taced in
implementing the plan. For more information, see GAO-06-618.

DHS updated information: In March 2007, DHS provided us with updated information on efforis
to estabiish an all-hazards national response pian. DHS reported that the National Response
Plan is currently undergoing review and revision by federal, state, and local government officials;
tribal authorities; and nongovernmental and private sector officials. According to DHS, this
review includes ali major components of the National Response Plan, inciuding the base plan,
Emergency Support Functions, annexes, and the role of the Principal Federat Official, Federal
Coordinating Ofticer, and Joint Field Office Structure. A Catastrophic Planning Work Group is
examining the Catastrophic Incident Anniex and Supplement. DHS noted that this review is being
conducted in four phases, with the first phase focused on prioritization of key issues, the second
phase focused on the rewriting process, the third phase focused on releasing the revised
documents, and the fourth phase focused on providing a continuous cycle of training, exercises,
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and periodic reviews. DHS reported that, as of March 2007, it was in the rewriting phase and has
gathered input on key issues from internal and external stakeholders, after-action reports,
Hurricane Katrina reports, and other resources. According to DHS, the revised document is
renamed the National Response Framework and was released 1o internal stakeholders for
review at the end of July 2007. Based on the review, edits and updates will be made 1o the
document prior to its anticipated release on August 20, 2007 for a 30 day public comment pariod,
DHS reported that the current version of the Nationat Response Plan document remains in effect
during the 2007 hurricane season.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS issued the National Response Plan and a limited post-Katrina revision in May
2008, but we and others have identified concerns with those revisions, DHS also recognized the
need for a more in-depth, substantive review and revision of the plan and expects to issue the
{atest revision in August 2007. DHS has acknowledged that some complex issues have taken
more time than expected to assess and resolve. The changes made to the plan may affect roles
and responsibifities under the plan and federal, state, and local agencies’ training, exercises, and
implementation plans. Until the National Response Plan and its annexes and Catastrophic
Supplement are completed and distributed to all those with roles and responsibilities under the
plan, federal agencies and others that have new or amended responsibilities under the revised
plan cannot compiete their implementation plans and the agreements needed to make the
Nationat Response Plan, its annexes, and supplements fully operational.

8. Coordinate
implementation of
a single, all-
hazards response
plan

GAQ and DHS IG findings: Much more work remains for DHS 1o effectively coordinate Generally not
implementation of the National Response Plan. Drawing on our prior work identifying key achieved
practices for helping to enhance and sustain collaboration among federat agencies, key practices
for collaboration and coordination include, among other things, defining and articulating a
common outcome; establishing mutually reinforcing or joint strategies to achieve the outcome;
identifying and addressing needs by leveraging resources; agreeing upon agency roles and
responsibilities; establishing compatible policies, procedures, and other means to operate across
agency boundaries; developing mechanisms to monitor, evaluate, and report the results of
collaborative efforts; and reinforcing agency accountability for coliabarative efforts through
agency plans and reports. In March 2006, the DHS IG reported on FEMA's disaster
management activities in the wake of Hurricane Katrina. The DHS |G reported that during the
response, several significant departures from National Response Plan protocols occurred:

(1) DHS’s actions to apply National Response Plan protocols for Incidents of Nationat
Significance and catastrophic incidents were ambiguous; (2) DHS defined a new, operationat
role for the Principal Federal Officer by assigning the officer both Federal Coordinating Officer
and Disaster Recovery Manager authorities; and (3) the Interagency Incident Management
Group took an operational role not prescribed in the National Response Plan. As a backdrop to
these changes, the DHS IG reported that FEMA had not yet developed or implemented policies
and training for roles and responsibilities necessary to supplement the National Response Plan.
in reviewing DHS's response to Hurricanes Katrina and Rita, we also identified numerous
weaknesses in efforts to implement the plan. For example, in the response to Hurricane Katrina,
we reported in September 2006 that there was confusion regarding roles and responsibilities
under the plan. DHS revised the National Response Plan following Hurricane Katrina, but we
reported that these revisions did not fully address, or they raised new, challenges faced in
implementing the plan. For more information, see GAO-06-618. Also, see Department of
Homeland Security Office of Inspector General, A Performance Review of FEMA’s Disaster
Management Activities in Response to Hurricane Katrina, OiG-06-32 (Washington, D.C.;

March 2006).

DHS updated information: In March 2007, DHS provided us with updated information on efforts
to coordinate implementation of the National Response Plan. DHS reported that it developed and
released training programs to support the National Response Plan and that this training has
been required as a condition of certification of National Incident Management System
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compliance by state and iocal governments. DHS also reported that it is revising the National
Response Framework and intends to release the revised plan in August 2007.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS did not provide us with documentation on how its training programs have
contributed overall to the department's efforts to coordinate implementation of the National
Response Plan and could not demonstrate to us that the department has made progress in
improving its ability to coordinate plan implementation since Hurricane Katrina. As we previously
stated, the revised National Response Plan may require changes in federal, stats, and local
agencies’ training, exercises, and implementation plans. It is also unclear how the revised plan
will be implemented by states and first responders during the coming hurricane season, given
that these entities will not have had an opportunity to train and practice under the revised version
of the plan. We are concerned that if the revisions are not completed prior to the baginning of the
2007 hurricane season, it is unlikely that the changes resulting from these revisions could be
effectively implemented for the 2007 hurricane season.

9. Develop a
complete inventory
of federal
response
capabilities

GAO findings: DHS has undertaken efforts related to deveiopment of an inventory of federal Generally not
response capabifities, but did not provide us with evidence on the extent to which its efforts have achieved
resulted in the development of a complete inventory. In July 2005 we reported that DHS began

the first stage of the capabilities-based planning process identifying concerns using 15 National

Planning Scenarios that were developed by the Homeland Security Council. As it moved to the

step in the process of developing a sense of preparedness needs and potential capabilities, DHS

created a list of tasks that would be required to manage each of the 15 National Planning

Scenarios. Then, in consultation with federal, state, and local emergency response stakeholders,

it consolidated the list to eliminate redundancies and create a Universal Task List of over

1,800 discrete tasks. Next, DHS identified target capabilities that encompassed these critical

tasks. From this universe of potential tasks, DHS worked with stakehoiders to identify a subset of

about 300 critical tasks that must be performed during a farge-scale event to reduce loss of life

or serious injuries, mitigate significant property damage, or are essential to the success of a

homeland security mission. The final step of the first stage of DHS’s planning process was to

decide on goals, requirements, and metrics. To complete this step, DHS, working with its

stakeholders, developed a Target Capabilities List that identified 36 capabiiities needed to

perform the critical tasks for the events illustrated by the 15 scenarios. In December 2005, DHS

issued an updated version of the Target Capabiiities List. For more information, see

GAQ-05-652.

DHS updated information: in March and April 2007, DHS provided us with updated information
on its efforts to develop a complete inventory of federal response capabilities. For example, the
Catastrophic incident Supplement of the National Response Plan has been approved and
includes identified specific capabilities from federal agencies that will be deployed according to a
specified time frame in the event of a catastrophic incident (the Supplement may be revised
based on the ongoing review of the Nationat Response Plan and its annexes and supplements).
DHS also reported that the National Incident Management Systsm Incident Response
information System is currently undergoing development and testing. When testing is complate,
the system will be provided to all federal agencies involved in the Naticnal Response Pian for
collection of their inventory of National Incident Management System-typed resources. DHS
reported that it is preparing to issue information to federal agencies that are signatories fo the
National Response Plan for agencies’ use in creating an inventory of their resources. According
to DHS, the database of these resources and capabilities is expected to be operational by the
end of 2007. At this point, however, FEMA officials told us that the department does not have
one comprehensive inventory of response capabilities. In addition, DHS reported that the
Common Operating Picture Function in the Homeland Security information Network serves as a
communication tool that aliows the DHS National Operations Center to gain real-time situational
awareness of disaster response. During disaster response operations, automated reporting
templates are populated by appropriate federal departments and agencies as specified under the
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National Response Plan.

Our assessment; We conclude that DHS has generally not achieved this performance
expectation, DHS has taken a variety of steps to develop a complete inventory of federal
response capabilities, including finalizing the National Response Plan Catastrophic Incident
Supplement. DHS is also taking steps to develop the Naticnal Incident Management System
incident Response information System, but has not yet released the system. While DHS
provided us with information on its various tools for identifying and specifying federal capabilities
that will be deployed in the event of an incident, DHS reported that it does not yet have a
complete inventory of all federal capabilities.

10. Develop a
national, all-
hazards
preparedness goal

GAO findings: DHS has developed an interim, national, all-hazards preparedness goal, but has
not yet issued a final version of the goal. The December 2005 version of the National
Preparedness Goal defines both the 37 major capabilities that first responders should possess to
prevent, protect from, respond 1o, and recover from a wide range of incidents and the most
critical tasks associated with these capabilities. We reported that an inability to effectively
perform these critical tasks would, by definition, have a detrimental impact on effective
protection, prevention, response, and recovery capabilities. For more information, see
GAQ-06-618 and GAO-05-652,

DHS updated information: in March 2007, DHS reported to us that public release of the final
National Preparedness Goal was imminent, but did not provide us with a target time frame for
issuing the final version of the goal. DHS officials noted that the depariment has worked with
various federal, state, and local entities 1o develop, review, and get approval of the final National
Preparedness Goal.

Our assessment: Until the final version of the National Preparedness Goal is issued, we
conclude that DHS has generally not achieved this performance expectation. Although DHS has
developed and issued an interim National Preparedness Goal, it has not yet issued a final
version of the goal and did not provide a target time frame for doing so. Issuing a finat version of
the goal is important for finalizing the major capabilities required of first responders in preparing
tfor and responding to various incidents,

Generally not
achieved

11. Support citizen
participation in
national
preparedness
efforts

GAO findings and assessment: We have not completed work on DHS's efforts to support citizen
participation in national preparedness efforts, and DHS did not provide us with information on its
actions to meet this performance expectation. As a result, we cannot make an assessment of
DHS's progress for this performance expectation.

No
assessment
made

12. Develop plans
and capabilities to
strengthen
nationwide
recovery efforts

GAQ and DHS IG findings: DHS has faced challenges in developing plans and capabilities
needed 1o strengthen nationwide recovery efforts,” in February 2006 we reported that beginning
and sustaining community and economic recovery, including restoring a viable tax base for
essential services, calls for immediate steps so residents can restore their homes and
businesses. Removing debris and restoring essential gas, electric, oil, communications, water,
sewer, transportation and transportation infrastructure, other utilities, and services such as public
health and medical support are vital to recovery and rebuilding. However, these recovery efforts
in the aftermath of Hurricane Katrina were hindered by various factors, including the magnitude
and scope of the hurricane. For more information, see GAQ-06-365R.

DHS updated information: In March and May 2007, DHS provided us with updated information
on its efforts to develop plans and capabilities to strengthen nationwide recovery efforts. DHS
and the American Red Gross developed the National Sheltering System to provide a Web-based
data system to support sheiter management and reporting and identification activities. DHS also
issued a recovery strategy for mass sheltering and housing assistance in June 2006 to address
contingencies for providing sheltering and housing assistance for declared emergencies and
major disasters. FEMA also developed a Web-based Housing Portal to consolidate available
rental resources for evacuees from federal agencies, private organization, and individuals. In

Generally not
achieved
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addition, DHS reported making enhancements to its debris removal processes by, for example,
adjusting its debris removal policy to ensure cost sharing for federal contracting, establishing a
list of debris removal contractors, and developing guidance for local government debris removal
contractors. DHS reported that an interagency work group, initiated in 2005, is working to
develop federat contaminated debris policy and operational procedure guidance. In addition,
FEMA officials noted that the agency is using a cost estimating format to capture ali costs for
construction projects by taking into account allowances for uncertainties in the construction
process.

Our assessment: We conciude that DHS has generally not achieved this performance
expectation. DHS did not provide us with documentation on how its various initiatives have
contributed overall to develop the department's capabilities to strengthen nationwide recovery
efforts. DHS has taken steps to develop plans, policies, and guidance for recovery efforts.
However, DHS did not provide us with evidence of its capabilities for recovery efforts.

13. Deveiop the GAO and DHS 1G findings: DHS has faced difficulties in developing the capacity to provide Generally not
capacity to provide emergency services and assistance in a timely manner and has not provided us with achieved
needed documentation to demonstrate that it has effectively met this performance expectation. The
emergency various reports and our own work on FEMA's performance before, during, and after Hurricane
assistance and Katrina suggested that FEMA’s human, financial, and technological resources and capabilities
services in a were insufficient to meet the challenges posed by the unprecedented degree of damage and the
timely manner resulting number of hurricane victims, Our work pointed out that the National Response Plan did
not specify the proactive means or capabilities the federal government should use to conduct
damage assessments and gain situational awareness when the responsible state and locat
officials were overwhelmed. As a result, response efforts were hampered by the federal
government's failure to fully use its available assets to conduct timely, comprehensive damage
assessments in Louisiana and Mississippi. With regard to logistics, our work and that of athers
indicated that logistics systems-—the capability to identify, dispatch, mobilize, and demobilize and
to accurately track and record available critical resources throughout all incident management
phases—were often totally overwhelmed by Hurricane Katrina. Critical resources were not
available, properly distributed, or provided in a timely manner. The result was duplication of
deliveries, lost supplies, or supplies never being ordered. Reviews of acquisition efforts indicated
that while these efforts were noteworthy given the scope of Hurricane Katrina, agencies needed
additional capabilities to (1) adequately anticipate requirements for needed goods and services
(2) clearly communicate responsibilities across agencies and jurisdictions and (3) deploy
sufficient numbers of personnet to provide contractor oversight. For more information, see
Hurricanes Katrina and Rita: Unprecedented Challenges Exposed the Individuais and
Households Program to Fraud and Abuse; Actions Needed to Reduce Such Problems in the
Future, GAO-06-1013, and GAD-06-618. Also, see Department of Homeland Security Office of
inspector General, A Performance Review of FEMA’s Disaster Management Activities in
Response to Hurricane Katrina, 01G-08-32 (Washington, D.C.: March 2006).

DHS updated information: In March and April 2007, DHS provided us with updated information
on ts efforts to develop the capacity to provide needed emergency assistance and setvices in a
timely manner. For example, DHS reponied that FEMA and the American Red Cross have
developed and improved methods to better identify and more quickly assist individuals
evacuated to a shelter, including developing and implementing methods to identify and reunify
missing and separated family members during a disaster. DHS reported that it has developed
interim guidance regarding sending FEMA registration intake staff to Red Cross management
shelters following a disaster and plan to refine a formal standard operating procedure for this
activity. DHS also reported that it is pursuing contract and contingency surge capabilities that will
allow for the rapid expansion of FEMA’s registration intake capacity of up to 200,000 people per
day. {(FEMA surpassed 100,000 registrations per day foliowing Hurricanes Katrina and Rita.)
FEMA has also reported tripling its daily home inspection capacity through contracted firms from
7,000 to 20,000 per day. Furthermore, FEMA reported that it is working with federal, state, and
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local partners to provide mass evacuee support planning to assist state and local governments in
planning and preparing for hosting of large displaced populations. As part of these efforts, FEMA
reported that it is working to develop an evacuege registration and tracking capability,
implementation plans for federal evacuation support to states, and emergency sheltering
guidance and planning assistance for potential host states and communities. FEMA reported that
it plans to have a Mass Evacuation Management Unit operational by January 2008 and the
National Mass Evacuation Registration and Tracking System operational once requirements are
fully developed. In addition, DHS reported making enhancements 1o its logistics capabilities. For
example, DHS has developed an Internet-based system that provides FEMA with the ability to
manage its inventory and track the location of trailers carrying commodities. DHS officials also
reported that the department is undertaking an optimization planning initiative to, among other
things, identify best locations for logistics centers, but this planning effont is stilf in its early
stages. DHS also reported that its Pre-Positioned Disaster Supply and Pre-Positioned
Equipment Program provides equipment and supplies to emergency responders. DHS reported
that its Mobite Emergency Response Support Detachments are equipped with communications
capabilities to provide communication, logistics, operations, and power support for emergency
responders and disaster victims.

Our assessment: We conclude that DHS generally has not achieved this performance
expsctation. Although DHS has taken actions to strengthen its capacity to provide emergency
services and assistance, more work remains for DHS to achieve this performance expectation.
For example, although DHS has reported making improvements to its logistics capabilities, its
optimization planning efforts are still in the preliminary stages. Moreover, DHS did not provide us
with documentation on how it determined requirements for the prepositioning of disaster supplies
and equipment to assess whether FEMA has achieved its intended capacity. Furthermore,
although DHS reported that it is working to develop various emergency assistance capabilities,
such as evacuee registration, DHS generally did not provide us with documentation showing that
these capabilities are currently in place and can provide needed services in a timely and
accurate manner following an incident, In addition, none of DHS initiatives appear to have been
tested on a scale that reasonably simulates the conditions and demand they would face follawing
a maijor or catastrophic disaster. Thus, it is difficult to assess the probable results of these
initiatives in improving response to a major of catastrophic disaster, such as a category 4 or 5
hurricane.

14, Provide timely
assistance and
services to
individuats and
communities in
response to
emergency events

GAQ and DHS 1G findings: DHS has faced difficulties in providing assistance and services to
individuals and communities in a timely manner, particularly in response to Hurricanes Katrina
and Rita. For le, each of the its of the federal government's response to
Hurricanes Katrina and Rita we reviewed identified problems in FEMA's implementation of the
individuals and Households Program during and after the storms. Qur review and our
assessment of these reports showed that the agency's efforts to implement the program were
hindered by a lack of planning, trained staff, and program limitations, despite its new and revised
approaches for implementing the program. More broadly, we reported that aithough controls and
accountability mechanisms help to ensure that resources are used appropriately, during a
catastrophic disaster decision makers struggle with the tension between implementing controls
and accountability mechanisms and the demand for rapid response and recovery assistance. On
one hand, our work found many examples where quick action could not cccur due to procedures
that required extensive, time-consuming processes, delaying the delivery of vital supplies and
other assistance. On the other hand, we aiso found examples where FEMA's processes under
assistance programs to disaster victims left the federal government vulnerable to fraud and the
abuse of expedited assistance payments. We estimate that through February 2006, FEMA made
about $800 million to $1.4 billion in improper and potentially fraudulent payments to applicants
who used invalid information to apply for expedited cash assistance. DHS and FEMA have
reported a number of actions that are to be in effect for the hurricane season so that federal
recovery programs would have more capacity to rapidly handle a catastrophic incident but also

Generaily not
achieved

Page 187 GAQ-07-454 Homeland Security Progress Report



225

Performance

P

v of fi

Assessment

provide accountability. Examples include significantly increasing the quantity of prepositioned
supplies, such as food, ice, and water; placing glebal positioning systems on supply trucks to
track their location and better manage the delivery of supplies; an enhanced phone system for
victim assistance applications that can handte up to 200,000 calls per day; and improved
computer systems and processes for verifying the eligibility of those applying for assistance. We
reported that effective implementation of these and other planned improvements would be critical
to achieving their intended outcomes. In March 20086, the DHS 1G reported that while FEMA
made major efforts to coordinate with other agencies and improve its ability to provide housing
resources in its response to Hurricane Katrina, some of its efforts were more effective than
others. For example, the DHS IG reported that FEMA and the Red Cross experienced difficulty in
identifying the number and location of evacuees because both held different expectations for
coordinating the mass care function. FEMA was slow in identifying and establishing its direct
housing mission, so alternative housing resources, such as cruise ships, were initially used.

Also, it was hard for FEMA to staff its Disaster Recovery Centers with experienced personnel,
according to the DHS 1G. in addition, the DHS IG reported that during the response to Hurricane
Katrina, FEMA provided record levels of support to victims and emergency responders. Life-
saving and life-sustaining commodities and equipment were delivered to the affected areas;
personnel increased significantly in a short period of time to support response efforts and provide
assistance to victims; and assistance was provided quickly in record amounts, sometime through
innovative means. However, a lack of asset visibility in the resource-ordering process,
inexperienced and untrained personnel, unreliable communications, and insufficient internal
management controls demonstrated a continued need for improvement in how FEMA responds
and delivers assistance, according to the DHS 1G. For more information, see GAQ-06-618,
GAQ-08-1013, and GAO-08-652, Also, see Department of Homeland Security Office of Inspector
General, A Performance Review of FEMA’s Disaster Management Activities in Response to
Hurricane Katrina, O1G-06-32 (Washington, D.C.: March 2006).

DHS updated information: in March and April 2007, DHS provided us with updated information
on its efforts to provide timely assistance and services to individuais and communities in
response to emergency events. For example, FEMA reported that it has developed new policies
1o ensure that all types of temporary housing options are able to be provided for displaced
applicants with physical disabilities, FEMA also reported that it has developed updated policies
to improve and expedite determination of applicant eligibility for the Individuals and Households
Program and Expedited Assistance and has clarified policy on the appropriate authorization and
use of emergency sheltering funds and individual housing assistance funds for disaster victims,
DHS also reported taking steps to implement stronger controls in its registration and application
processes for disaster assistance programs. For example, DHS reported deploying a new
Internet registration application that does not aliow duplicate registrations, adding identity
proofing controls to the call center registration application for the Individuals and Households
Program, and flagging applications in FEMA’s database that fail identity proofing, are not
residential addresses, or include at-risk Social Security numbers. In addition, DHS reported that
it has five Mobile Registration intake Centers that can be deployed to provide an on-site
mechanism for disaster victims to register for FEMA assistance. According 1o DHS, these mobile
centers have been tested several times, including in June 2008, in August 2006 during Tropicat
Storm Ermesto, and in April 2007, DHS reported that issues were identified during the earlier
tests that indicated that improvements were needed, but noted that these issues have been
resolved.

Qur assessment: We conclude that DHS has generally not achieved this performance
expectation, Although DHS reported taking actions to provide timely assistance to individuals
and communities, with appropriate safeguards against fraud and abuse, DHS did not provide us
with documentation to demonstrate that these steps have improved the department’s provision of
assistance and services. For example, DHS did not provide us with documentation on the resuits
of its provision of assistance and services to individuals affected by emergency incidents and
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disasters since 2008. Furthermore, DHS did not provide with results of tests or exercises of its
emergency assistance and service capabilities. For example, although DHS stated that it has
resolved issues identified during tests of its Mobile Registration Intake Centers, DHS did not
provide us with information on these issues or evidence that the issues have actually been
resclved.

15. Implement a
program to
improve
interoperable
communications
among federal,
state, and local
agencies

GAO findings: DHS has faced challenges in implementing a program te improve interoperable Generally not
communications amaong federal, state, and local agencies. While DHS has implemented a achieved
program, referred to as SAFECOM, to improve interoperable communications, our past work
showed that problems defining the scope, establishing performance goals and standards, and
defining the roles of federal, state, locat government and other entities were the three principal
challenges to achieving effective interoperable communications for first responders. In Aprit 2007
we reported that while SAFECOM is intended to improve interoperable communications at all
fevels of government, the objectives that the program has been working toward do not include
improving interoperability between federal agencies and state and iocal agencies. For example,
when conducting their baseline national survey of first responders to determine the current fevel
of interoperability, program officials included state and local officials, but not federal officials. The
survey included an extensive list of questions in which respondents were asked to rate
interoperability (1) with other disciplines, (2) with other jurisdictions, and (3} between state and
focal governments. Respondents were also asked at the end of the survey to list federal
agencies they interoperate with; however, no effort was made to gauge the level of
interoperabifity with the federal government, as had been done for other disciplines and
jurisdictions and between state and local governments. In lieu of having communications
systems that enable direct interoperability between federal first responders and state and locat
first responders, first responders have resorted {o alternative means of communicating. For
example, state or local agencies may loan radios to federal first responders or physically pair a
federal first responder with a state or local responder so they can share information and relay it
back to their agencies. While approaches such as these may be effective in centain situations,
they can reflect a general lack of planning for communications interoperability. We reported that
using “work-arounds” such as these could reduce the efficiency and effectiveness of the overall
public safety response to an incident. SAFECCOM officials stated that the program’s focus has
been on state and local agencies because they consider them to be a higher priority, Further,
while they stated that it would be possible for federal agencies to make use of some of the
planning tools being developed primarily for state and local agencies, SAFECOM has not
developed any tools that directly address interoperability with federal agencies. However,
interoperability with federal first responders remains an important element in achieving
nationwide interoperability. We reported that until a federal coordinating entity such as
SAFECOM makes a concerted effort to promote federal interoperability with other governmentat
entities, overall progress in improving communications interoperability will remain limited. For
more information, see Project SAFECOM: Key Cross-Agency Emergency Communications Effort
Requires Stronger Collaboration, GAO-04-494 and First Responders: Much Work Remains to
Improve Communications Inter bility, GAQ-07-301.

DHS updated information: In March and June 2007, DHS provided us with information on its
efforts to implement a program for improving interoperable communications. For exampie, DHS
established the Office for interoperability and Compatibifity, of which SAFECOM is a part, to
strengthen and integrate interoperability and compatibility efforts. DHS also reported that
SAFECOM is developing tools, templates, and guidance documents for interoperability, including
field-tested statewide planning methodologies, online collaboration tools, communications
requirements, and an online library of lessons learmed and best practices. The department
established the Office of Emergency Communications to administer the responsibilities and
authorities of SAFECOM, the interoperable Communications Technical Assistance Program, and
the integrated Wireless Network, which are three programs focused on improving interoperable
communications. According to DHS, the mission of the Office of Emergency Communications is
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1o suppornt and promeote the ability of emergency response providers and government officials at
the local, tribal, state, and federal levels to continue to communicate in the event of disasters or
acts of terrorism, and to ensure, accelerate, and attain emergency interoperable communications
nationwide. Moreover, DHS noted that its focus on state and local interoperable communications
is proporticnat to the nature of the interoperability problem, as there are over 50,000 emergency
response agencies at the state and local level and 90 percent of communications infrastructure
is owned and operated at the state level. With regard to federal agencies, DHS noted that
SAFECOM has and will continue to partner with federal agencies, such as the Departments of
Justice and Defense, and that DHS participates in the Federal Partnership for interoperable
Communications, which is charged with addressing federal wireless communications
interoperability. In addition, DHS noted that is it in the process of conducting a baseline
assessment evaluating interoperable capabilities for all departments and agencies.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation, While DHS has made progress in implementing a program to improve interoperable
communications, these implementation efforts have focused primarily on improving
interoperability among state and local entities, and DHS is in the process of evaluating federal
agencies' interoperable communications’ capabilities through the recently established Office of
Emergency Communications. DHS did not provide us with documentation on the extent to which
it has taken actions to improve interoperability with federal agencies, which we reported is a key
part of communications interoperability, Moreover, while, SAFECOM officials stated that the
program’s focus has been on state and local agencies because there are more state and local
first responder agencies and most of the communications infrastructure is owned by state and
iocal agencies, interoperability with federal first responders remains an important element in
achieving nationwide interoperability and is part of SAFECOM's tasking under the Intelfigence
Reform and Terrorism Prevention Act of 2004. As we previously reported, until a more concerted
effort is made to promote federal interoperability with other governmental entities, overall
progress in improving communications interoperability would remain limited.

16. implement GAO findings: DHS has faced difficulties in implementing procedures for effective interoperable  Generally not
procedures and communications. in Aprit 2007, we reported that SAFECOM-—a DHS program intended to achieved
capabilities for sirengthen interoperable public safety communications at al levels of government—has provided
effective planning tools o state and local governments intended to help states and local agencies improve
interoperabie their procedures and capabilities to enable effective interoperable communications. However,
communications  based on our review of four states and selected localities, SAFECOM's progress in achieving its
goals of helping these states and {ocalities improve interoperable communications has been
limited. We often found that the states and local jurisdictions ither did not find the tools useful or
were unaware that the tools existed. These state and local officials did not find the tools and
guidance useful for various reasons, including that (1) the tools and guidance are too abstract
and do not provide practical implementation guidance on specific issues; (2) the documents are
tengthy and hard to use as reference tools; and (3) awareness of SAFECOM and its tools has
not reached all state and local agencies. To its credit, SAFECOM's Interoperability Cantinuum—
which is intended to provide a framework that emergency response agencies can use 0 baseline
their planning and implementation of interoperability solutions—was the most widely used and
recognized of its tools, Seven of the 15 states and localities we visited indicated that they used
the continuum to assess their interoperability status and plan impro . Another initiat
that had a significant impact was the Regional Communications interoperability Pilot. Officials
from Kentucky—one of the two states that participated in the pilot—indicated that the pilot was
very heipful in facilitating communications planning by identifying refevant stakehalders and
bringing those stakeholders together for extended discussions about interoperability. in Aprit
2007 we reported that one factor contributing to the limited impact that SAFECOM has had on
implementing procedures and capabilities to enable effective interoperable communications, is
that its activities have not been guided by a program plan. A program plan is a critical tool to
ensure a program meets its goals and responsibifities. Such a tool is used to align planned
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activities with program goals and objectives, as well as define how progress in meeting the goals
wift be measured, compared, and validated. Rather than using a program plan to guide their
activities, SAFECOM officials stated that they develop tools and guidance based on a list of
suggestions abtained from first responders. The SAFECOM Executive Committee—a steering
group composed of public safety officials from across the country—prioritized the {ist of
suggestions, but this prioritization has not been used to develop a pian. Instead, program
officials have made ad hoc decisions regarding which suggestions to implement based on
executive committee input, as well as the difficulty of implementation. We reported that while this
approach incorporates a degree of prioritization from first responders, it does not provide the
structure and traceability of a program plan. For more information, see Homeland Security:
Federal Leadership and Intergovernmental Cooperation Required to Achieve First Responder
interoperabie Communications, GAQ-04-740 and GACG-07-301.

DHS updated information: n March and June 2007, DHS provided us with information on its
efforts to implement policies and procedures for effective interoperable communications. DHS
reported that it developed the Statement of Requirements to define operational and functional
requirements for emergency response communications and the Public Safety Architecture
Framework to help emergency response agencies map interoperable communications system
requirements and identify system gaps. DHS also reported that it developed the Statewide
Communications Interoperability Planning Methodology to assist states in initiating statewide
interoperability planning efforts and that it is helping states develop their interoperability plans by
the end of 2007. DHS reported that SAFECOM's guidance and tools are driven by and
incorporate the input of emergency responders and that its Interoperability Continuum is, for
exampie, widely used as the model framework for defining and addressing the problem of
interoperability. In addition, DHS reported that it is conducting a national baseline assessment to,
among other things, define the range of interoperable and emergency capabilities needed;
assess the current available capabilities to meet needs; identify the gap between current
capabilities and defined requirements; and include a naticnal interoperable emergency
communications inventory to identify requirements for federal agencies. DHS noted that the
Office of Emergency Communications will develop a National Emergency Communications Plan
in fiscal year 2008 and is in the process of developing a strategic plan for fiscal years 2008
through 2013,

Qur assessment: We conclude that DHS has generally not achieved this performance
expectation, As we previously reported, officials from selected states and localities often found
that the key tools DHS issued such as the Statement of Requirement and the Public Safety
Architecture Framework which are intended to provide capabilities and procedures to state and
local agencies to help enable effective intsroperable communications were not helpful, or
officials were unaware of what assistance the program had to offer. We also found that DHS
does not have performance measures in place to determine how effective these tools are and to
make improvements based on feedback.

17. increase the
development and
adoption of
interoperability
communications
standards

GAO findings: More work remains for DHS to increase the development and adoption of Generally not
interoperability communications standards. In April 2007 we reported that until recently, little achieved
progress had been made in developing Project 25 standards—a suite of national standards that

are intended to enable interoperability among the communications products of different vendors.

We reported that although one of the eight major subsets of standards was defined in the

project’s first 4 years (from 1989 to 1883), from 1993 through 2005, no additional standards were
completed that could be used by a vendor to develop elements of a Project 25 compliant system.

QOver the past 2 years, progress has been made in developing specifications for three additional

subsets of standards. However, we reported that ambiguities in the published standards have led

to incompatibilities among products made by different vendors, and no format compliance testing

has been conducted to ensure vendors' products are interoperable. More recently, informal peer

testing among vendors has occurred. To address the fack of well-defined standards, users and
manufacturers have been revising the standards. To address the issue of a lack of formal
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compliance testing, SAFECOM, the National institute of Standards and Technology, and the
Project 25 steering committee, began developing a peer compliance assessment program for
Project 25 products In April 2005, We reported that this compliance assessment program is to
use various vendors’ approved laboratories to test Project 25 systems through a set of agreed-
upen tests that will validate that the systems from various vendors can successfully interoperate
and meet conformance and performance requirements. According to the National Institute of
Standards and Technology, the vendors will be expected to conduct the tests in compliance with
a handbook on general testing procedures and requirements, which the National Institute of
Standards and Technology is preparing to publish. For more information, see GAO-07-301. Also,
see Depariment of Homeland Security Office of Inspecter General, Review of DHS’ Progress in
Adopting and Enforcing Equipment Standards for First Responders, OiG-06-30 (Washington,
D.C.: March 2006).

DHS updated information: In March 2007, DHS reported that it has helped to develop initial
standards for six of the sight major system interfaces associated with Project 25, a suite of
standards for interoperability. In June 2007, DHS reported that its Office of Emergency
Communications is to establish requirements for interoperable communications capabilities in
coordination with the Office for Interoperability and Compatibility. DHS reported that it has
worked to promote the acceleration, completion, and deployment of interoperable
communications standards, but noted that DHS does not have the authority to set standards.
Specifically, DHS reported that it has worked with the National Institute of Standards and
Technology to establish a vision and key priotities for standards and that the Project 25
standards should be completed within 18 to 24 months.

Our assessment; We conclude that DHS has generally not achieved this performance
expectation. [n our prior work, we reported that there were ambiguities in published standards,
which led to incompatibilities among products made by different vendors. DHS has taken some
steps to address these challenges, but the effectiveness of these efforts is unclear. Moreover,
DHS reported that it has worked with its partners to develop the Project 25 standards but,
according to DHS, completion of these standards is many months away.

18. Develop GAQ findings: DHS nas not yet developed a sufficient set of performance goals and measures to  Generally not
performance goals  effectively assess progress in developing interoperability. For instance, in April 2007 we reported  achieved
and measures to  that since 2001, the management and goais of the SAFECOM program have changed several
assess progress in times. In 2003, the SAFECOM program was transferred to the Office of interoperability and
developing Compatibility within the Directorate of Science and Technology in DHS and is now within the
interoperability Office of Emergency Communications.” its goals included increasing interoperable
communications capacity of local, tribal, and state public safety agencies, and increasing the
number of states that have initiated or completed statewide plans. However, these goals do not
include improving interoperability between federal agencies and state and local agencies which
is part of SAFECOM’s tasking in accordance with the Intefligence Reform and Terrorism
Prevention Act of 2004. With regard 1o establishing performance measures, we reported that
SAFECOM program officials have established six perforrmance measures to assess progress,
including the percentage of fire, emergency medical services, and law enforcement
organizations that have established informal interoperability agreements with other public safety
organizations; the percentage of public safety agencies that report using interoperability to some
degree in their operations; the percentage of states that have completed statewide
interoperability plans; the percentage of grant programs for public safety communications that
include SAFECOM guidance; and the amount of reduction in the cycle time for nationat
interoperability standards development. However, we noted that several key aspects of the
program are not being measured. For example, one of the program’s goals is to increase the
development and adoption of standards. However, the only associated performance measure is
reduction in the cycle time for national interoperability standards development—not the extent to
which adoption of standards has increased or whether interoperability is being facilitated. Also, in
ing the growth of interoperable communications capacity at local, tribal, and state public
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safety agencies, SAFECOM’s measures—the percentage of states that have established
informal interoperability agreements with other public safety organizations and the percentage of
public safety agencies that report using interoperability to some degree in their operations —
addresses only twe of the five areas that SAFECOM has defined as key to improving
interoperability (it does not assess improvements made in governance, technology, of training).
Moreover, none of the program’s measures assess the extent to which the first responder
community finds the tools and assistance helpful or the effectiveness of program outreach
initiatives. Consequently, we reported that measures of the effectiveness of the program and
areas for improvement are not being coflected and are not driving improvements in the program,
contributing to its limited impact. According to SAFECOM officials, by mid-2007, they plan to
establish a measure to assess customer satisfaction. We reported that until DHS develops and
implements a program plan that includes goals focusing on improving interoperability among alt
levels of government, establishes performances measures that determine if key aspects of the
SAFECOM program are being achieved, and assesses the extent to which the first responder
community finds the tools and assistance helpful, the impact of its efforts to improve
interoperable communications among federal, state, and local agencies will likely remain limited.
For more information, see GAO-07-301.

DHS updated information: In March 2007, DHS reported that SAFECOM has goats for improving
interoperability among federal, state, local, and tribal agencies. It also reported that SAFECOM,
with the Office of Management and Budget, adopted a strategy, with metrics, based on user
needs to meet its mission as an e-government project. DHS also reporied that it is working to
establish quantifiable performance measures by the third quarter of 2007, In addition, DHS
reported that its Office of Emergency Communications has initiated a program planning and
performance measurement initiative to incorporate and build upon past performance measures
established by SAEFCOM and the Office of Management and Budget.

Our assessment: We conclude that DHS generally has not achieved this performance
expectation, While DHS officials indicate that the Office Emergency Communications plans to
better address this performance expectation, the office is not yet operational. For example, this
office was required 1o provide Congress with an initial plan for establishing this office by
February 1, 2007, and as of June this plan was not yet complete. In our prior work, we reported
that while DHS established performance measures for the SAFECOM program, key aspects of
the program were not being measured. We also reported that none of the program’s measures
assess the extent to which first responders find DHS tools and assistance helpful or the
effectiveness of outreach initiatives.

19. Provide grant
funding to first
responders in
developing and
implementing
interoperable
communications
capabilities

GAO findings: DHS has provided grant funding to first responders for developing and
implementing interoperable communications. in April 2007 we reported according to DHS,
$2.15 bilion in grant funding was awarded to states and localities from fiscal year 2003 through
fiscal year 2005 for communications interoperabllity enhancements. This funding, along with
technical assistance, has helped to make improvements on a variety of specific interoperability
projects. We reported that one of the main purposes of the DHS grants program is to provide
financial assistance to states and localities to help them fund projects to develop and implement
interoperable communications systems. We reported that, according to SAFECOM guidance,
interoperability cannot be solved by any one entity alone and, therefore, an effective and
interoperable communications system requires a clear and compelling statewide strategy
focused on increasing public safety effectiveness and coordination across all related
organizations. A statewide interoperabifity plan is essential for outlining such a strategy. We
reported that the narrow and specific use of DHS funding in the states we reviewed could be
traced in part to the lack of statewide plans; interoperability investments by individual locafities
have not been coordinated toward achieving a broader goat for the state. We reported that in
accordance with a previous recommendation, DHS has required grant recipients to develop and
adopt a statewide communications plan by the end of 2007. Additionally, the fiscal year 2007
DHS appropriations act states that DHS may restrict funding to a state if it does not submita

Generaily
achieved
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statewide interoperable communication plan. However, despite our other previous
recommendation that DHS should require that states certify that grant applications be consistent
with statewide plans, no process has yet been established for ensuting that states' grant
requests are consistent with their statewide plans and long-term objectives for improving
interoperability. We noted that DHS Grants and Training officials were considering instituting
such a process but they did not yet have specific plans 1o do so. We reported that because of
the lack of coordination, state and Jocal governments were investing significant resources,
inciuding DHS grant funds, in developing independent interoperabiiity solutions that do not
always support each others’ needs. Until the DHS-mandated statewide communications plans
are in place, and processes have been established for ensuring that each state's grant request is
consistent with its statewide plan and longer-term interoperability goals, progress by states and
locafities in improving interoperability is likely 10 be impeded. We also reported that in addition to
statewide plans, an overarching national plan is critical to coordinating interoperability spending,
especially where federat first responders are involved. For more information, see GAO-07-301.

DHS updated information: In March 2007, DHS reported that SAFECOM had developed
coordinated grant guidance that is required for ali grant programs that provide federal funds for
interoperable communications. DHS also reported that it is working ta ensure all grant funding is
tied to statewide interoperable communications plans.

Our assessment: We conciude that DHS has generally achieved this performance expectation,
as the department has provided grant funding to first responders for developing and
implementing interoperable communications capabifities.

20. Provide
guidance and
technical
assistance to first
responders in
developing and
implementing
interoperable
communications
capabilities

GAQ findings: While DHS has provided some guidance and technical assistance, the usefulness
of these efforts varies. For example, based on a previous review of four states and selected
iocalities, we often found that the selected states and locat jurisdictions either did not find key
tools usetul or were unaware that the tools existed. Selected state and local officials did not find
the tools and guidance useful for various reasons, including that (1) the tools and guidance are
too abstract and do not provide practical implementation guidance on specific issues; (2) the
documents are lengthy and hard to use as reference tools; and (3) awareness of SAFECOM and
its tools has not reached all state and local agencies. As we previously reported, recently,
SAFECOM has issued additional tools and guidance for state and local agencies to use,
however, we were unable to assess them during our previous review because these tools were
still new and we did not receive assessments of them from state and local officials. To its credit,
as we reported in April 2007, the interoperable Communications Technical Assistance Program,
which is intended to provide on-site assistance to Urban Area Security Initiative areas to, among
other things, assist with developing tactical interoperability plans, planning exercises, assessing
communication gaps, and designing interoperable systems, had been beneficial to each of the
four Urban Area Security Initiative areas we visited. DHS provided extensive assistance 1o the
urban areas in developing their tactical interoperability communications plans, However, DHS
curtailed the exercises that each urban areas was required to conduct to validate the robustness
and completeness of their plans, Due to the complexity of these exercises, the Urban Area
Securily Initiative areas were originally allotted 12 months to plan and execute robust, full-scale
exercises; DHS subsequently reduced this to 5 months. DHS officials indicated that they
accelerated the deadline so that they could use the results as inputs into the interoperability
scorecards that they published in January 2007. To compensate for the reduced time frame,
DHS reduced the requirements of the full-scale exercise, advising the Urban Area Security
Initiative areas to limit the scope and size of their activities. In reducing the scope of their
exercises, the Urban Area Security initiative areas had to reduce the extent to which they tested
the robustness and effectiveness of their interoperability plans. Without robust exercises to
validate tactical interoperability communications plans, the Urban Area Security Initiative areas
can only have limited confidence in the plans' effectiveness, and thus the value of DHS’s efforts
may continue to be limited. Similarly, the constraints placed on the exercises means that DHS's
scorecards of each of the Urban Area Security Initiative areas are based on questionable data.

Generally not
achieved
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In addition, we reported that SAFECOM's activities have focused primarily on providing planning
tools to state and iocal governments. For more information, see GAD-07-301.

DHS updated information: In March 2007, DHS reported that it has devetoped a variety of
guidance documents related to interoperability. These documents include the Statewide
Communications interoperability Planning Methodology and Brochure; Tabletop Methodology;
State Planning Guidebook; Migration Model; and guides on & creating a charter, writing a
memorandum of understanding, writing standard operating procedures, standards and
technology, and procurement. DHS also reported that by the end of fiscal year 2007, all states
and territories are to develop and adopt a Statewide Communicati interop ility Plan to be
reviewed by the Office of Emergency Communications. DHS reported that it will provide
technical assistance to states and territories in the development of their plans through the
interoperable Communications Technical Assistance Program. Morgover, DHS reported that it
has provided various assistance to state and local jurisdictions through the Interoperable
Communications Technical Assistance Program, including providing assistance in the
development Tactical Interoperable Communication Plans for 65 metropolitan areas;
participating in the plans’ exercise validation; and developing and providing assistance to
jurisdictions in using the Communication and Asset Survey Mapping Tool. In addition, DHS
reported that SAFECOM is in the process of developing performance measures to ensure its
t00is are being used throughout the emergency response community.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has provided various guidance and technical assistance to first responders in
developing and implementing interoperable communications. However, as we recently reported,
several states and iocalities were not aware of SAFECOM tools and guidance and did not find
the tools and guidance useful, In addition, DHS reported that it is developing performance
measures to assess use of its tools and guidance, but the department has not yet developed
these measures.

21. Provide GAO and DHS IG findings: Although DHS has taken actions to provide assistance to state and  Generally not
assistance to state local governments, this assistance has not always focused on the development of alkhazards achieved
and local plans and capabilities. In July 2005 we reported that because terrorist attacks share many
governments to commen characteristics with natural and accidentat disasters, many of the capabilities first
develop all- responders need to support national preparedness efforts are similar. Qur analysis of DHS's
hazards plans and Target Capabilities List and our discussions with first responders and other emergency
capabilities management stakeholders revealed that the capabilities required to address terrorist attacks and
to address natural and accidental disasters are most similar for protection, response, and
recovery, and differ most for prevention. More specifically at the time of our review, 30 of the
36 target capabilities yielded by DHS’s capabilities based planning process applied across all
types of emergency events. It is possible that terrorist attacks could be prevented through
actionable intelligence (i.e., information that ¢an lead to stopping or apprehending terrorists), but
there is no known way to prevent natural disasters, such as hurricanes, earthquakes, and
tornadoes. Natural or accidental disasters differ from terrorist attacks in that they are
unintentional and unplanned rather than the result of detiberate, planned action. it is the
defiberate, planned nature of terrorist attacks that makes preventive efforts for such attacks
principally the responsibility of intelligence and law enforcement agencies. In 2005 we also
reported that DHS grant programs have largely focused on enhancing first responders’
capabilities to respond to terrorist attacks based on Homeland Security Presidential Directive 8
and legislation that emphasize preparedness assistance for catastrophic terrorism as the highest
priority for federal funding. The priorities of some first responders we interviewed did not align
with DHS's priorities for enhancing capabilities. For example, during our interviews, 31 of 39 first
responder departments who replied to a question about DHS's training programs, exercise
activities, and grant funds disagreed that these were focused on all-hazards. In addition, officials
from four first responder departments went on to say that DHS required too much emphasis on
terrorism-refated activities in requests for equipment and training—for example, combating
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weapons of mass destruction and preventing and responding to terrorist attacks using chemical,
biological, radiological, nuclear, and explosive materials. However, responders said that they had
a greater need for assistance preparing for natural and accidental disasters. During our
interviews, 37 of the 69 first responder departments who responded to a question about the
programmatic challenges they face cited the need for additional flexibility from DHS or state
agencies in order to use grant funds to enhance their ability to respond to events that were more
likely to aeeur in their jurisdictions. In March 2006, the DHS 1G reported that the response to
Hurricane Katrina demonstrated that DHS's efforts to protect and prepare the nation for terrorist
evenis and natural disasters had not yet translated into preparedness for all hazards. State
emergency management staff interviewed said the majority of DHS preparedness grants were
spent on terrorism preparedness, which had not afforded sufficient support or funding for natural
hazards preparedness. Staff in the Hurricane Katrina affected states described a heavy
emphasis on terrorism funding and expressed bafflement at the lack of natural hazards funding.
Few perceived grants as “all-hazard.” The DHS iG reported that this perception may have been
fueled by the fact that all DHS preparedness grants were managed by an entity—the former
Oftice of Domestic Preparedness—whose mandate was originally terrorism preparedness.
Additionally, only 2 of the 15 National Planning Scenarios, a compilation of potential disasters
developed to support preparedness, involved natural disasters (a major hurricane and a major
earthquake). The DHS 1G found that although the documents in the National Preparedness
System addressed all hazards, the prevalence of terrorism-related items in them fostered a
perception that the preparedness for and response to a terrorist event is different from that of a
naturally occurring event. Further, the DHS IG reported that requirements associated with federal
emergency preparedness grants to states also supported the perception that terrorism
preparedness is separate from natural disaster preparedness. A majority of grants to states
emphasized preparedness for terrorism and weapons of mass destruction and fimited use of the
grants to terrorism-preparedness measures, such as the purchase of specific personal protective
equipment. Office of Domestic Preparedness staff said that state grantees were failing to take
advantage of the grants' flexibility and use them for all-hazards preparedness measures. State
emergency managers questioned grant packages that required so much spending on potential
events involving terrorism and weapons of mass destruction, when they received far less funding
to prepare for natural disasters that are certain to recur. For example, the DHS 1G found that the
Guif Coast region experienced 91 major disaster and emergency declarations from September 1,
1985, to September 1, 2005, all due to natural hazards such as hurricanes and flooding. Yet a
significant portion of the federal funding for these states was sarmarked for terrorism
preparedness to the exclusion of natural hazards preparedness. For more information, see
GAQ-05-652 and Homeland Security: Management of First Responder Grant Programs and
Efforts to Improve Accountability Continue to Evolve, GAD-05-530T, Also, see Department of
Homeland Security Office of Inspector General, A Performance Review of FEMA’s Disaster
Management Activities in Response to Hurricane Katrina, OlG-06-32 (Washington, D.C.

March 2006).

DHS updated information: in March 2007, DHS provided us with updated information on its
efforts to provide assistance to state and local governments in developing all-hazards plans and
capabilities. For example, DHS reported that its Office of Grants and Training conducted a series
of mobile implementation training team interviews with senior state and local officials to facilitate
the development of state and local all-hazards plans and capabifities. This office alsc completed
the Nationwide Plan Review, a national review of preparedness planning following Hurricane
Katrina. Moreover, DHS reporied that FEMA's Mitigation Division provides assistance to
communities in the development of hazard mitigation plans that include hazard identification and
risk assessment and identification and prioritization of potential mitigation measures. DHS noted
that the Mitigation Division reviews and approves these plans. DHS reported that FEMA has
approved over 13,500 community hazard mitigation plans, 54 tribal hazard mitigation plans,

50 state hazard mitigation plans, and 11 state enhanced hazard mitigation plans as of March
2007. In addition, FEMA reported that is has provided grants totaling over $110 million (since
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2002) to fund the development of more than 1,500 state and local hazard mitigation plans
through the Hazard Mitigation Grant Program and the Pre-Disaster Mitigation Grant Program.

Our assessment: We conclude that DHS generally has not achieved this performance
expectation. DHS did not provide us with evidence on the extent to which its assistance to state
and local governments has focused on ali-hazards, rather than just terrorism preparedness and
response or hazard mitigation. DHS aiso did not provide us with documentation that its
assistance to state and local governments has heiped these government agencies develop ali-
hazards capabilities, in addition to hazard mitigation plans.

22. Administer a GAO findings and assessment: We conclude that DHS has generally achieved this performance  Generally
program for expectation. DHS has developed and is administering programs for providing grants and achieved
providing grants  assistance to state and local governments and first responders. DHS provides grant funds to the

and assistance to 50 states, the District of Columbia, the Commonweaiths of Puerto Rico and the Northern

state and local Mariana islands, American Samoa, the Virgin Islands, Guam, and selected urban areas. For

governments and  more information, see Homeland Security: Management of First Responder Grant Programs Has

first responders Improved, but Challenges Remain, GAQ-05-121 and GAO-05-652,

23, Allocate grants  GAO findings and assessment: DHS has taken actions to aliocate grants based on assessment  Generally

based on factors that account for population, critical infrastructure, and other risk factors, and we conclude  achieved
assessment that DHS has generally achieved this performance expectation. From fiscal year 2008 through

factors that 2005, DHS used an approach for assessing risk based largely on indicators such as population

account for density combined with threat assessments. For fiscal year 2006, DHS adopted a more

population, critical  sophisticated risk assessment approach to determine both (1) which Urban Area Security

infrastructure, and  Initiative areas were eligible for funding, based on their potential risk relative to other areas, and

other risk factors  (2) in conjunction with a new effectiveness assessment, the amount of funds awarded to eligible
areas. As described by DHS officials, the fiscal year 2007 grant process included substantial
changes to the 2006 risk assessment model, simplifying its structure, reducing the number of
variables considered, and incorporating the intelligence community’s assessment of threats for
all candidate urban areas, which was used to assign the areas to one of four tiers, according to
their relative threat, with Tier | being those at highest threat. In fiscal years 2006 and 2007, the
risk assessment process has been used to assess threat, vuinerability, and the consequences of
various types of successful attacks for each urban area assessed. One difference in 2007 is that
DHS considered most areas of the country equally vuinerable to attack, given the freedom of
moverent within the United States, Jt focused its analysis on the expected impact and
consequences of successful attacks occurring in specific areas of the country, given their
population, population density, and assets. The risk assessment process is not perfect, is
evolving, and of necessity involves professional judgments, such as assigning the weights to be
used for specific factors in the risk assessment model. Aithough DHS has made progress in
developing a method of assessing relative risk among urban areas, DHS officials have said that
they cannot yet assess how effective the actual investments from grant funds are in enhancing
preparedness and mitigating risk because they do not yet have the metrics necessary to do so.
For more information, see GAQ-07-386T and Homeland Security Grants: Observations on
Process DHS Used to Allocate Funds to Selected Urban Areas, GAO-07-381R.
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24. Develop a GAD findings: DHS has taken actions to develop a system to effectively collect and disseminate  Generally not
system for lessons learned and best practices to emergency responders, but more work remains. DHS has  achieved

collecting and
disseminating
lessons learned
and best practices
te emergency
responders

established the Lessons Learned Information Sharing online portal. The portal states that it
seeks to improve preparedness nationwide by aliowing local, state, and federal homeland
security and response professionals to access information on the most effective planning,
training, equipping, and operating practices for preventing, preparing for, responding to, and
recovering from acts of terrorism. However, we reported in December 2006 that aithough the
Lessons Learned Information Sharing portal includes guidance and other emergency
preparedness information, officials from two of the five major cities and two of the four states we
visited told us that specific information is not easy to find, in part, because the portal is difficult to
navigate. Upon using the portal, we also found this to be true. For example, the search results
appeared to be in no particular order and were not sorted by date or relevant key terms, and
searched terms were not highlighted or shown anywhete in the abstracts of listed documents. In
addition, some studies were not avaitabie through the ponial, including studies from some of the
experts with whom we have spoken and who provided us with useful information on evacuation
preparedness for transportation-disadvantaged populations. In commenting on our December
2006 report, DHS officials told us that they had improved the overall functionality of DHS's
{essons Learned Information Sharing portal. We revisited the portal as of Decembsar 7, 2006,
and it appeared to have improved some of its search and organizational functions. We have
found, however, that some of the issues we previously identified still remained, including, when
using the portal’s search function, no direct link to key evacuation preparedness documents,
such as DHS’s Nationwide Plan Review Phase | and |l reports. For more inform
Transportation-Disadvantaged Populations: Actions Needed to Clarify Responsi
Increase Preparedness for Evacuations, GAQ-07-44 and GAD-05-652.

DHS updated information: In March 2007, DHS provided us with updated information on its
efforts to collect and disseminate lessons learned and best practices to emergency responders.
DHS reported that its Lessons Leamed Information Sharing System houses over 400 after-action
reports; 1,200 emergency operations plans; and 500 lessons learned and best practices that are
shared among the system’s more than 31,000 members. DHS reported that in a survey of
system users conducted in June 2008, 86 percent reported being “satisfied” or “very satisfied"
with the information provided. In addition, DHS reported that it is working to improve the
functionality of the Lessons Learned Information Sharing System and that enhancements to the
system, including an improved search engine, is expected to be implemented by the end of
September 2007.

Qur assessment: We conclude that DHS has generally not achieved this performance
expectation. Although DHS has developed and impiemented the Lessons Learned Information
Sharing System, it is not clear that this system is effectively coliecting and disseminating lessons
learned and best practices to emergency responders. In addition, DHS is taking some actions to
address the issues with the Lessons Learned information Sharing System that we previously
identified, but these actions are not yet complete.

Sourca: GAD analysis.

Note: An assessment of “generally achieved” indicates that DHS has raken sufficient actions to satisfy
most of the ion. However, an of hi i” does not signify
that no further acuan JS requlred of DHS or thal functions covered by the expectation cannot be
further i Y, not achi i that DHS has not yet
taken sufﬂclent actxons to satlsfy most of the L

hieved” may be even where DHS has put forth substamlal effort to satnsiy
some but not maost elements of an expectation. In cases when we or the DHS 1G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has

hieved the per . we indicated “no assessment made.”
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“We refer ta DHS's recovery efforts as the development, coordination, and execution of service and
site restoration plans through DHS assistance programs.

*The Post-Katrina Emergency Management Reform Act of 2008, Pub. L. No. 108-285, tit. Vi, 120
Stat. at 1394-62, transferred the responsibifities for administering SAFECOM to the Office of
Emergency Communications, which is under the Office of Cyber Security and Communications within
the Directorate for National Protection and Programs. The Office for Interoperability and Compatibility
retained responsibility for research, development, testing, evaluation, and standards-related elements
of SAFECOM. See id., § 671(b).

DHS Has Made Moderate
Progress in Strengthening
the Protection of Critical
Infrastructure and Key
Resources

Critical infrastructure are systems and assets, whether physical or virtual,
so vital to the United States that their incapacity or destruction would
have a debilitating impact on national security, national economic
security, and national public health or safety, or any combination of these
matters. Key resources are publicly or privately controlled resources
essential to minimal operations of the economy or government, including
individual targets whose destruction would not endanger vital systems but
could create alocal disaster or profoundly damage the nation’s morale or
confidence. While the private sector owns approximately 85 percent of the
nation’s critical infrastructure and key resources, DHS has wide-ranging
responsibilities for leading and coordinating the overall national critical
infrastructure and key resources protection effort.

The National Infrastructure Protection Plan identifies 17 critical
infrastructure and key resources sectors:

* agriculture and food;

» banking and finance;

+ chemical;

» commercial facilities;

» commercial nuclear reactors, materials, and waste;
» dams;

« defense industrial base;

» drinking water and water treatment systems;
+  emergency services;

* energy,;

+ government facilities;

« information technology;

+ national monuments and icons;

« postal and shipping;

« public health and healthcare;

» telecommunications; and

« transportation systems.
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DHS has overall responsibility for coordinating critical infrastructure and
key resources protection efforts.”” Within DHS, the Office of Infrastructure
Protection has been designated as the Sector-Specific Agency” responsible
for the chemical; commercial facilities; dams; emergency services; and
commercial nuclear reactors, materials, and waste sectors. TSA has been
designated as the Sector-Specific Agency for postal and shipping, and TSA
and the Coast Guard have been designated the Sector-Specific Agencies
for transportation systems. The Federal Protective Service within ICE has
been designated as the Sector-Specific Agency for government facilities.
The Office of Cyber Security and Telecommunications has been
designated the Sector-Specific Agency for Information Technology and
Telecommunications.

As shown in table 30, we identified seven performance expectations for
DHS in the area of critical infrastructure and key resources protection,
and we found that overall DHS has made moderate progress in meeting
those performance expectations. Specifically, we found that DHS has
generally achieved four performance expectations and has generally not
achieved three others.

#Other departments have major roles in critical infrastructure and key resource protection
as well, For example, the Department of Defense is active in this mission area, primarily in
areas of physical security of military and military-related activities, installations, and
personnel. The Department of Energy’s role involves the development and iraplementation
of policies and procedures for safeguarding the nation’s power plants, research labs,
weapons production facilities, and cleanup sites from terrorists. The Department of
Justice, primarily through work done by the Federal Bureau of Investigation and the
Computer Crime and Intellectual Property Section of the Criminal Division, is active in this
mission area in preventing, where possible, the exploitation of the Internet, computer
systers, or networks as the principal instruments or targets of terrorist organizations.

*The National Infrastructure Protection Plan defines the responsibility of Sector-Specific
Agencies as to implement the plan’s framework and guidance as tailored to the specific
characteristics and risk landscapes of each of the critical infrastructure and key resources
sectors designated in Homeland Security Presidential Directive 7.
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Tabie 30: Per EX i and Prog Made in Critical Infrastructure and Key Resources Protection
Assessment
Generally Generally not No assessment
Performance expectation achieved achieved
1. Develop a comprehensive national plan for critical v
infrastructure protection
2. Develop partnerships and coordinate with other federal
agencies, state and local, governments, and the private v
sector
3. improve and enhance public/private information sharing v
involving attacks, threats, and vulnerabilities
4, Develop and enhance natxonal analysis and warning v
cap for critical & ture
5. Provide and coordinate incident response and recovery v
planning efforts for critical infrastructure
6. identify and assess threats and vulnerabifities for critical v
infrastructure
7. Supportt efforts to reduce threats and vuinerabilities for v
critical infrastructure
Total 4 3 0

Source: GAQ analysis.

Note: An assessment of “generally achieved" indicates that DHS has taken sufficient actions to satisfy

most of the

1. However, an of “generally achieved” does not signify

that no further acnon is requcred of DHS or lhat functlons covered by 1he expectation cannot be

further i

not that DHS has not yet

ly.
taken sufficient actnons o sa!vsfy most efements of the performance expectation. An assessment of
“generally not achieved" may be warranted even where DHS has put forth substantial effort to satisty
some but not most elements of an expectation. In cases when we or the DHS IG have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
hieved the p , we indi "ne made.”

Table 31 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of critical infrastructure and key resources protection and our
assessment of whether DHS has taken steps to satisfy most of the key
elements of the performance expectation (generally achieved) or has not
taken steps to satisfy most of the performance expectation’s key elements
(generally not achieved).
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Table 31: Per p and A of DHS Prog in Critical Infrastructure and Key Resources
Protection
Performance

p i y of findi Assessment
1. Develop a GAO findings: DHS issued the National Infrastructure Protection Plan in June 20086, in October Generally
comprehensive 2008, we reported that the National Infrastructure Protection Plan serves as a road map for achieved

national plan for
critical infrastructure
protection

how DHS and other relevant stakeholders should use risk management principles to prioritize
protection activities within and across sectors in an integrated, coordinated fashion, We
reported that each of the 17 critical infrastructure sectors had provided a sector-specific plan to
DHS by the end of December 2006. In May 2007, DHS announced the completion of the

17 sector-specific plans. For more information see Critical Infrastructure Protection: Progress
Coordinating Govemment and Private Sector Efforts Varies by Sectors’ Characteristics,
GAQ-07-38; Risk A e W: Further Refir Needed to Assess Risks and Priotitize
Protective Measures at Ports and Other Critical infrastructure, GAO-06-91; and Homeland
Security: Much Is Being Done to Protect Agriculture from a Terrorist Attack, but Important
Challenges Remain, GAQ-05-214,

DHS updated information: In March and April 2007, DHS provided us with updated information
on its efforts to develop a comprehensive national plan for critical infrastructure protection.
DHS reported that each sector submitted by July 14, 2008, its sector Critical infrastructure and
Key Resources Protection Annual Report to DHS in which the sectors identified priorities and
goals for critical infrastructire and key resources protection based on risk, need, and projected
resource requirements, DHS also reported that on October 15, 2008, it finalized the National
Critical infrastructure and Key Resources Protection Annual Report, which is an aggregate of
the sector annual reports.

Cur assessment: We conclude that DHS has generally achieved this performance expectation
as DHS issued the National Infrastructure Protection Plan, which provides a comprehensive
national plan for critical infrastructure protection.

2. Develop
partnerships and
coordinate with other
federal agencies,
state and local
governments, and
the private sector

GAO findings: DHS has taken steps to develop pantnerships and coordinate with other federal  Generally
agencies, state and local governments, and the private sector. DHS is responsible for achieved
coordinating a national protection strategy, including formation of government and private
sector councils as a collaborating toel. The councils, among other things, are to identify their
most critical assets and identify protective measures in sector-specific plans that comply with
DHS's National infrastructure Protection Plan. in October 2006 we reported that aif 17 critical
infrastructure sectors established their respective government councils, and nearly all sectors
initiated their voluntary private sector councils in response to the National infrastructure
Protection Plan. In addition, DHS has undertaken numerous initiatives to foster partnerships
with other federal agencies, state and focal governments, and the private sector about cyber
attacks, threats, and vulnerabilities. For example, the National Cyber Response and
Coordination Group facilitates coordination of intragovernmental and public/private
preparedness and operations in order to respond to and recover from incidents that have
significant cyber consequences and also brings together officials from national security, law
enforcement, defense, inteligence, and other government agencies that maintain significant
cybersecurity responsibilities and capabilities. For more information see

GAQO-07-38; Critical Infrastructure Protection: DHS Leadership Needed to Enhance
Cybersecurity, GAO-06-10871, Homeland Security: DHS is Taking Steps to Enhance Security
at Chemical Facilities, but Additional Authority Is Needed, GAC-06-150; Critical Infrastructure
Protection: Challenges in Addressing Cybersecurity, GAQ-05-827T, Critical Infrastructure
Protection: Department of Homeland Security Faces Ct in Fulfifiing Cyb irity
Responsibilities, GAQ-05-434; and Protection of Chemical and Water infrastructure: Federal
Requirements, Actions of Selected Facilities, and Remaining Chaflenges, GAO-05-827.

DHS updated information: in March and April 2007, DHS provided us with updated information
on its efforts to develop partnerships and coordinate with other federal agencies, state and
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local governments, and the private sector. For example, DHS reported that its Protective
Security Advisor program has provided support to state and locai officials during incidents and
contingencies and has made over 13,000 liaison visits to local jurisdictions and facilities and
also established over 31,000 points of contact. DHS also reported that its Nuclear and
Chemical Sector-Specific Agencies have cultivated relationships with their respective
Government Coordinating Councils and Sector Coordinating Councils. DHS identified a
number of other efforts these Sector-Specific agencies made. For example, the Chemical
Sector-Specific Agency hosts biweekly Chemical Security teleconferences for senior chemical
industry security managers. It also sponsors classified briefings for industry representatives
and holds Government Coordinating Council meetings to discuss initiatives throughout the
government that affect the chemical sector. Similarly, the Nuclear Sector-Specific Agency
reported that it provides quarterly classified threat briefs by the Homeland Infrastructure Threat
and Risk Analysis Center to the sector. It has also signed a memorandum of understanding
with the Nuclear Sector Coordinating Council concerning the management and maintenance
of the Homeland Security Information Network-Nuclear Sector and standard cperating
procedures agreements with the Nuclear Energy institute and Constellation Energy for the
safeguard and protection of classified information. The Emergency Service Sector Sector-
Specific Agency reported that it uses the Emergency Services Regional Assessment Process
to gather and analyze information provided by state, local, and tribal communities to identify
capability weaknesses and protective measures for reducing or eliminating them,

Our assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has undertaken a number of efforts to develop partnerships and coordinate with other
federal agencies, state and local governments, and the private sector, such as coordinating
collaborative tools detailed in the National infrastructure Protection Plan.

3. improve and
enhance
public/private
information sharing
involving attacks,
threats, and
vulnerabilities

GAO and DHS 16 findings: While DHS has worked to improve and enhance public/private Generally not
information sharing involving attacks, threats, and vuinerabilities, a number of challenges achieved
remain. In 2004, DHS piloted the Homeland Security information Network, which is DHS's
primary conduit through which it shares information on domestic terrorist threats, suspicious
activity reports, and incident management. We reported in March 2006 that the Homeland
Security Information Network platform for critical sectors was being deveioped and offered to
each sector to provide a suite of information and communication tools to share critical
information within the sector, with DHS, and eventually across sectors. However, in June
2006, the DHS 1G reported that DHS had failed to take a number of key steps in planning and
implementing the Homeland Security Information Network. For example, DHS did not provide
adequate user guidance and had not developed specific performance measures for tracking
information sharing on the Homeland Security information Network. The DHS IG reported that
as a result the Homeland Security Information Network was not effectively supporting state
and locat information sharing. In April 2007, we reported that DHS did not fully adhere to key
practices in coordinating efforts on its Homeland Security Information Network with key state
and local information-sharing initiatives. For example, it did not work with the two key state and
lacal information-sharing initiatives (of the Regional Information Sharing System program) to
{ully develop joint strategies to meet mutual needs. It also did not develop compatible policies,
procedures, and other means to operate across organizational boundaries. DHS's limited use
of these practices is attributable in part to the department’s expediting its schedule to deploy
information-sharing capabilities after September 11, 2001, and in doing sa not developing an
inventory of key state and local information-sharing initiatives. We also reporied that DHS
officials have efforts planned and under way to improve coordination and collaboration,
including establishing an advisory committee to obtain state and local views on network
operations. DHS also plans to coordinate its efforts with the Administration's Information
Sharing Environment initiative that aims to improve information sharing among all levels of
government and the private sector. However, these aclivities have either just begun or are

being planned. Conseguently, until DHS develops an inventory of key state and local initiatives
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and fully implements coordination and collaboration practices, it is at risk that effective
information sharing is not occurring and that its Homeland Security Information Netwoerk may
be duplicating state and local capabilities. This also raises the issue of whether similar
coordination and duplication issues exist with the other homeland security networks, systems,
and applications under DHS's purview.

In April 2006 we reported that DHS had issued an interim rule that established operating
procedures for the receipt, care, and storage of critical infrastructure information, such as
vulnerability assessments and security methods, and the agency has created a program office
o administer the protected critical infrastructure information program. However, we noted that
DHS had not defined the specific information-—such as industry-specific vuinerabilities and
interdependencies—needed under the program, nor has it comprehensively worked with other
federal agencies with critical infrastructure responsibilities to find out what they need.

With regard to one critical infrastructure sector, the DHS iG reported in February 2007 that the
National Infrastructure Coordinating Center, the Homeland Security information Network Food
and Agriculture portal, the Homeland Infrastructure Threat and Risk Analysis Center, and the
Protected Critical Infrastructure Information program each had shortcomings concerning food
sector information sharing. For example, the DHS 1G reported that food sector experts
expressed concern that while the Homeland Security Information Network Food and
Agriculture portal had potential vaiue, it had limited utility for the sector's information sharing
purposes in its current form. For more information, see Information Technology: Homeland
Security Information Network Needs to Be Better Coordinated with Key State and Local
Initiatives, GAO-07-822T; Information Technology: Numerous Federal Networks Used to
Support Homeland Security Need to Be Better Coordinated with Key State and Local
Information-Sharing Initiatives, GAQ-07-455; GAQ-06-1087T; Securing Wastewaler Facilities:
Utilities Have Made Important Upgrades but Further Improvements to Key System
Coemponents May Be Limited by Costs and Other Constraints; GAO-06-380; Information
Sharing: The Federal Government Needs to Establish Policies and Processes for Sharing

Te ism-Related and itive but Unclassified Information, GAO-08-3885; Information
Sharing: DHS Should Take Steps to Encourage More Widespread Use of lis Program to
Protect and Share Critical infrastructure Information, GAQ-06-383; GAD-06-150; GAD-05-434;
Critical Infrastructure Protection: ishing Effective Ir ion Sharing with Infrastructure
Sectors, GAQ-04-699T; and Technology Assessment: Cybersecurity for Critical Infrastructure
Protection, GAO-04-321, Also, see Department of Homeland Security Office of inspector
General, Homeland Security Information Network Could Support information Sharing More
Effectively, OIG-06-38 (Washingten, D.C.: June 2006) and The Depariment of Homeland
Security’s Role in Food Defense and Critical Infrastructura Protection, OiG-07-33
{Washington, D.C.: February 2007).

DHS updated information: In March, April, and June 2007, DHS provided updated information
regarding its efforts to improve and enhance public/private information sharing involving
attacks, threats, and vulnerabilities. DHS reported that its Critical Infrastructure and Key
Resources Information Sharing Environment encompasses a number of mechanisms that
facilitate the flow of information, mitigate obstacles to voluntary information sharing by Critical
Infrastructure and Key Resources owners and operators, and provide feedback and
continuous improvement for structures and processes. DHS stated that the creation of an
effective and efficient information sharing environment encempasses five components:
governance (the sector partnerships), content, delivery vehicle (the Homeland Security
Information Netwark and the National infrastructure Coordination Center), relationship
management, and an adaptive legal and policy framework to address the unique requirements
of the critical infrastructure/key resources sectors. DHS stated the Homeland Security
information Network is a key enabler for information delivery. For example, in September 2006
testimony before the House Committee on Homeland Security, the Director of the Office of
Operations Coordination stated that the Homeland Security Information Network “is the
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primary, secure nationwide network through which DHS receives and shares critical
information, inciuding alerts and warnings, with ts components and its public- and private-
sector partners, including Federal, State, tocal, and tribal officials and the owners and
operators of critical infrastructures”. Yet DHS reported that the Homeland Security Information
Network represents only one of the parts of the whole.

With regard to other elements of information sharing, DHS stated that it has developed its
critical infrastructure/key resources information sharing environment strategy paper, a
roadmap that describes and provides the basis for developing process and outcome metrics.
DHS stated that this strategy has been accepted by the information sharing environment
program manager as the way ahead for sharing information with the critical infrastructure/key
resources sectors, DHS reported that within this framework, a critical infrastructure partnership
advisory council working group has been established between the information sharing
environment program manager and the private sector so the private sector can have direct
representation in the decision making process regarding public/private information sharing.
The department also reported that it had made a number of efforts to address concerns about
the Homeland Security Information Network. For example, DHS stated that it is coordinating
the implementation of the Homeland Security information Network in state and local fusion
centers and is implementing the DHS Common Operating Picture, which is a Web-based tool
available through the Homeland Security Information Network that is designed to provide a
common view of critical information to senior executive officials and other pariners during 2
crisis, DHS also reported that it is focusing training and outreach efforts on state and locat
government throughout the Gulf Coast and East Coast regions, which the department sees as
areas of high priority for hurricane season that would rely heavily on the Common Operating
Picture and Homeland Security Information Network during incident response. Further, DHS
stated that the National Infrastructure Coordination Center, which was established to maintain
operational awareness of the nation’s critical infrastructures and key resources, and provide a
process and mechanism for information sharing and coordination with government and
industry partners, has established processes to share routine and incident-driven information
with sectors via the Homeland Security information Network. DHS reported that the National
Infrastructure Coordination Center also serves as the recognized DHS hub for critical
infrastructure and key resources information during major incidents, facilitating daily interactive
teleconferences with sector stakeholders; colfecting, logging, and tracking information
requests from critical infrastructure and key resources owners and operators; and providing a
situation summary for stakeholders through the Common Operating Picture. DHS aiso stated
that the National Infrastructure Protection Plan provided a framework for developing metrics
for information sharing and that these metrics are in the process of being developed.

Further, DHS reported that its Technical Resource for Incident Prevention system—DHS's
online, collaborative, information sharing network for bomb squad, law enforcement, and
emergency services personnel to leamn about current terrorist improvised explosive device
tactics, techniques, and procedures—improves and enhances information sharing involving
improvised explosive device attacks and threats. DHS also reported that in fiscal year 2007 it
has had provided easier access to its Characteristics and Common Vuinerabilities, Potential
Indicators of Terrorist Attack, and Protective Measure papers, which are derived from
vulnerability assessments. DHS stated that in the past 6 months it has provide over

385 federal, state, local, and private sector stakehipiders access to these reports through a
web-based portal and that they are available on the Homeland Security Information Network.

DHS provided several examples of information sharing by the Nuclear Sector-Specific Agency,
the Dams Sector-Specific Agency, the Emergency Sector-Specific Agency, and the Chemical
Sector-Specific Agency. For example, DHS reported that every two weeks the Chemical
Sector-Specific Agency hosts a securily briefing teleconference for the chemical sector and
twice a year will sponsor a classified briefing for ali clear industry representatives. In addition,
the Coast Guard reported that it launched Homeport in October 2005. The Coast Guard stated
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that Homeport is an internet portal and the official Coast Guard information technology system
for maritime security. The Coast Guard reported that Homeport provides instant access to
information necessary to support increased information sharing requirements among federal,
state, focat and industry decision makers for security management and increased maritime
domain awareness and is publicly accessible, providing all users with current maritime security
information including DHS and Federal Bureau of investigation threat products.

Cur assessment; We conclude that DHS has generally not achieved this performance
expectation. DHS identified five components to its information sharing
environment—governance {the sector partnerships), content, delivery vehicle (the Homeland
Security information Network and the Nationat Infrastructure Coordination Center), relationship
management, and an adaptive legal and policy framework. According to the department, the
Hometand Security Information Network is a key part of its information sharing efforts and
serves as the primary mechanism for delivering information to its critical infrastructure
partners. For example, in September 2006 testimony before the House Committee on
Homeland Security, the Director of the Office of Operations Coordination stated that the
Homeland Security Information Network “is the primary, secure nationwide network through
which DHS receives and shares critical information, including alerts and warnings, with its
components and its public- and private-sector parntners, including Federal, State, focal, and
tribal officials and the owners and operators of critical infrastructures”, In previous work, we
and the DHS 1G identified a number of challenges to the Homeland Security Information
Network, such as coordination with state and local information sharing initiatives, and DHS did
not provide evidence demonstrating that it has addressed these challenges. Further, in
previous work, we aiso identified chalienges to DHS’s efforts to collect, care for, and store
critical infrastructure information through its protected critical infrastructure information
program. For example, DHS had not defined the specific information it needed nor had it
worked with other federal agencies to find out what they needed. DHS also was not able to
provide metrics indicating that its efforts have improved information sharing. As a result, it is
difficult for Congress, us, and other stakeholders to assess the extent to which DHS's various
initiatives have enhanced and improved information sharing related to critical infrastructure
and key resources protection

4. Develop and GAO and DHS IG findings: DHS has taken steps to develop and enhance national analysis Generally not

enhance national and warning capabilities for critical infrastructure, but more work remains. Qur work to date achieved

analysis and warning has primarily focused on cyber critical infrastructure protection and the DHS {G’s work on the

capabilities for food and agriculture sector. In the cyber area, in May 2005 we reported that DHS has

oritical infrastructure  collaborated on, developed, and worked to enhance tools and communication mechanisms for
providing analysis and warning of oceurring and potential cyber incidents. Through its
involvement in the U.S. Computer Emergency Readiness Team, DHS provides cyber analysis
and warning capabilities by providing continuous operational support in menitoring the status
of systems and networks. When a new vulnerability or exploit is identified, the U.S. Computer
Emergency Readiness Team evaluates its severity, determines what actions shouid be taken
and what message should be di inated, and provides information through the National
Cyber Security Division's multiple communications channels. However, we reported that DHS
faced the same challenges in developing strategic analysis and warning capabilities that we
reported on 4 years prior during a review of the National Cyber Security Division's
predecessor. At that time, we reported that a generally accepted methodology for analyzing
strategic cyber-based threats did not exist. We also reported that the center did not have the
industry-specific data on factors such as critical systems components, known vuinerabilities,
and interdependencies. in February 2007, the DHS 1G reported that while DHS is not the
designated lead for a number of key activities for food defense and critical infrastructurs,
Congress and the President have assigned DHS many important responsibiiities in this area.
The DHS |G identified several limitations in these efforts. For example, the DHS IG stated that
modeling and simulation of food contamination incidents has not developed to the extent
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desirable. The DHS |G reported that DHS currently funds modeling and simulation efforts of
the Critical Infrastructure Protection Decision Support System, the National Infrastructure
Simutation and Analysis Center, and the National Center for Food Protection and Defense and
that these programs have developed promising models in several areas of the food supply
chain. The DHS 1G reported that at the time of its fieldwork, these DHS-spensored programs
had developed detailed models or contamination scenarios for only the beef, dairy, corn, and
fresh vegetable supply chains. The DHS IG also stated that experts in alf three of the
programs acknowledged that their models for these supply chains needed further refinement
and could not account for the second- and third-order impacts of a major food contamination
incident. For more information see GAO-06-383 and GAQO-05-434. Also see Department of
Homeland Security Office of Inspector General, The Department of Homeland Security’s Role
in Food Defense and Critical Infrastructure Protection, 01G-07-33 (Washington, D.C.: February
2007).

DHS updated information: \n March, Apdl, and June 2007, DHS provided updated information
regarding its efforts to develop and enhance nationat analysis and warning capabilities for
critical infrastructure. DHS reported that over the past 2 years it has built out and continues to
build the Critical Infrastructure Waming Information Network. DHS stated that the Critical
infrastructure Warming Information Network is its critical, survivable network that connects
DHS with the vital sector entities {including federal, state, private sector, and Canada and the
United Kingdom) that are essential for restoring the nation's infrastructure during incidents of
national significance. DHS stated that the Critical Infrastructure Warning information Network
has 143 Critical Infrastructure Warning information Network members and provides both data
and voice cannectivity to allow its membership to exchange information, inciuding alerts and
notifications, as well as other routine information, DHS reported that it includes representation
from all the critical infrastructure sectors, including 68 private sector entities that own and
operate key concerns in the infrastructure sectors, as well as federal entities involved in
monitoring and protecting them. DHS also reported that the Critical Infrastructure Warning
Information Network connects the emergency operations centers of the 50 states and the
District of Columbia to the DHS National Operations Center and is aiso used to provide
classified connectivity and secure video teleconferencing between DHS and the states.
Further, DHS stated that DHS’s Office of Infrastructure Protection has sponsored a prompt
notification pilot program with the Nuclear Sector Coordination Counsel, DHS reported that the
pilot program demonstrated, for example, that DHS has the ability to ensure that nuclear
sector infrastructure is promptly notified if infrastructure other than nuclear assets comes
under attack nearby and that DHS can make notifications across its components, as well as to
senior officials.

Cur assessment: We conclude that DHS has generally not achieved this performance
expectation. While DHS has undertaken a number of efforis to develop and enhance national
analysis and warning capacities for critical infrastructure, our prior work has shown that the
department still faces a number of challenges. In the area of cybersecurity, for example,
issues concerning methodology and data continue to pose challenges while a lack of
collaboration creates challenges for its information gathering and/or analysis centers, These
methodological issues in the cyber sector raise concemns as to whether sound methodologies
exist for conducting analysis and waring in the other areas. Further, while DHS reported that
it has expanded the Critical Infrastructure Warning information Network, the department did
not provide evidence demonstrating that it has enhanced national warning capabilities.
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5. Provide and GAO and DHS IG findings: DHS has faced challenges in its efforts to provide and coordinate  Generally not
coordinate incident  incident response and recovery planning effons in cases when critical infrastructure and key ~ achieved
response and resources are attacked or otherwise affected by catastrophic events or disasters. Qur work to
recovery planning date has primarily focused on cyber critical infrastructure protection. In that area, we reported
efforts for critical in June 2008 that DHS had begun a variety of initiatives to fulfill its responsibility for
infrastructure developing an integrated public/private plan for Internet recovery, but these efforts were not

yet complete or comprehensive. Specifically, DHS developed high-level plans for infrastructure
protection and incident response, but the components of these plans that address the Internet
infrastructure were not yet complete. We noted that key challenges to establishing a pian for
recovering from an Internet disruption included (1) innate characteristics of the Internet {such
as the diffuse controf of the many networks that make up the Internet and the private sector
ownership of core components) that make planning for and responding to disruptions difficult,
(2) lack of consensus on DHS's role and when the department shouid get involved in
responding to a disruption, (3) legal issues affecting DHS's ability to provide assistance to
entities working to restore Internet service, {4) reluctance of many in the private sector to
share information on Internet disruptions with DHS, and (5) leadership and organizational
uncertainties within DHS. We reported that until these challenges were addressed, DHS would
have difficulty achieving results in its role as a focal point for heiping to recover the Internet
from a major disruption. In September 2008, we reported that the nation’s experience with
Hurricane Katrina demonstrated that enhanced capabilities for catastrophic response and
recovery were needed, particularly for capabilities such as the assessment of the disaster’s
effects, and communications. We noted that DHS had reported taking some actions ta improve
capabilities in response to findings in Congress’ and the administration’s reviews. However,
ongoing work was still needed by DHS to address significant human resource challenges. In
February 2007 the DHS 1G reported that food contamination exercises provide key tearning
opportunities for food sector representatives, and generate valuable iessons about how the
response to a food-refated incident is likely to proceed and that Sector Coordinating Coungil
and Government Coordinating Council representatives said that they found food contamination
exercises 10 be very instructive. The DHS G reported that DHS has provided fittle direct
support for or attention to exercises relating to food contamination. Since 2003, DHS has
provided direct support for only four post-harvest food-related exercises through Grants and
Training's Exercise and Training Division. DHS has sponsored six additional post-harvest food
contamination tabletop exercises through the Multi-State Partnership for Security in
Agriculture. And while the June 1, 2006, National Exercise Schedule listed a total of

226 exercises over the following vear, it did not register a single post-harvest food-related
exercise. For more information see Catastrophie Disasters: Enhanced Leadership,
Capabilities, and Accountability Controls Will improve the Effectiveness of the Nation's
Preparedness, Response, and Recovery System, GAO-06-618; Internet infrastructure: DHS
Faces Challenges in Developing a Joint Public/Private Recovery Plan, GAO-06-872;
GAQ-05-434; and GAO-05-214. Also see Department of Homeland Security Office of
Inspector General, The Department of Homeland Security’s Role in Food Defense and Critical
Infrastructure Protection, O1G-07-33 {Washington, D.C.: February 2007).

DHS updated information: In June 2007, DHS provided updated information regarding its
efforts to provide and coordinate incident response and recovery planning efforts for critical
infrastructure. DHS reported that it has led a coordinated effort with the Nuclear Regulatory
Commission, the Environmental Protection Agency, the Department of Health and Human
Services, the Department of Energy, and the Cccupational Safety and Health Administration to
develop interim Protactive Action Guides for Radiological Dispersal Devices and Improvised
Nugclear Device incidents. DHS stated that the objective of the proposed guidance is to provide
federal, state, local, and tribal dacision-makers with uniform federal guidance to protect the
public, emergency responders, and surrounding environments from the effects of radiation
foliowing an radiological dispersat devices or improvised nuclear device incident and 1o ensure
that local and federal first responders can address any issues or circumstances that may arise,
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DHS reported that use of this guidance in subseguent exercises has significantly improved the
federal and state governments' ability to provide sound guidance to the public. DHS also
reported that the Pandemic Flu Planning initiative for the Nuclear Sector is sponsored by the
Nuclear Sector Coordination Council, in cooperation with DHS.

Qur assessment: We conclude that DHS has generally not achieved this performance
expectation, While DHS has taken steps to provide and coordinate incident respanse and
recovery planning efforts for critical infrastructure, our previous work has shown that DHS
efforts to develop a public/private plan for Internet recovery were neither complete nor
comprehensive. We aiso reported that a number of challenges existed that make it difficult to
develop a plan. Further, in reviewing the nation’s experience with Hurricane Katrina, we
reported that enhanced capabilities for catastrophic response and recovery were needed.

6. ldentify and GAO and DHS iG findings: DHS has identified and assessed threats and vuinerabitities for Generally
assess threats and  critical infrastruciure. in December 2005 we reported that DHS has taken steps fo identify and  achieved
vulnerabilities for assess threats and vuinerabilities by, for example, establishing the National Asset Database,
critical infrastructure  an inventory of approximately 88,000 assets, and developing and analyzing various threat
scenarios. We also reported that DHS had begun work to develop threat scenarios and
analyze them, We found that the Homeland infrastructure Threat and Risk Analysis Center,
staffed by sector specialists and intelligence analysts with backgrounds from the intelligence
community, was responsible for generating these plausible threat scenarios and had
developed 16, such as a suicide bomber and a weapon of mass destruction. However, DHS
has faced challenges in, among other things, developing a way to differentiate the relative
probability of various threats and a strategy for identifying, prioritizing, and coordinating the
protection of critical infrastructure. In June 2008, the DHS IG reported that DHS was still in the
process of identifying and collecting critical infrastructure and key resources data for
populating the National Asset Database while also building the next version of it. The DHS IG
also found that the National Asset Database contained numerous assets whose criticality was
not obvious and found inconsistencies in what critical infrastructure and key resources states
reported. Further, the DHS 1G reported that the National Asset Database was not yet
comprehensive enough to support the role envisioned for it in the National infrastructure
Protection Plan. in February 2007 we reported that DHS developed a method to estimate the
relative risk of terrorist attacks to urban areas for the Urban Areas Security initiative, a
discretionary grant under the Homeland Security Grant Program. in fiscal year 2008, DHS
estimated the risk faced by urban areas by assessing the refative risk of terrorism as a product
of three components—threat, or the fikelihood that a type of attack might be attempted;
vuinerability, or the likelihood of a successtul attack using a particular attack scenario; and
consequence, or the potential impact of a particular attack. To estimate the refative risk, DHS
assessed risk from two perspectives, asset-based and geographic, and then combined the
assessments. To estimate asset risk, DHS computed the product of threat, vuingrability, and
conseguence by assessing the intent and capabilities of an adversary to successfully attack an
asset type, such as a chemical plant, dam, or commercial airpert, using one of 14 different
attack scenarios. Simultaneously, DHS assessed geographic risk by approximating the threat,
vulnerability, and consequences considering general geographic characteristics mostly
independent of the area’s assets, using counts of data such as reports of suspicious incidents,
the number of visitors from countries of interest, and population. For fiscal year 2007, DHS
officials stated that they will to continue to use the risk assessments to inform final funding
decisions. They also described changes that simplified the risk methodology, integrating the
separate analyses for asset-based and geographic-based risk, and included more sensitivity
analysis in determining what the finat results of its risk analysis should be. While DHS stated
that the department had made significant progress in developing its risk assessment methods.
DHS officials toid us that for the 2006 risk assessment process the department had limited
knowledge of how changes to its risk assessment methods, such as adding asset types and
using additional or different data sources, affected its risk estimates. For more information see
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Homeland Security Grants: Observations on Process DHS Used to Allocate Funds to Selected
Urban Areas, GAO-07-381R; GAQ-06-31; and GAQ-05-434. Also, see Department of
Homeland Security Office of Inspector General, Progress in Developing the National Asset
Database, O1G-06-40 (Washington, D.C.: June 2008).

DHS updated information: in March and April 2007, DHS provided us with updated information
on its efforts to identify and assess threats and vulnerabilities for critical infrastructure. For
example, DHS has conducted over 2,600 vulnerability assessments on every critical
infrastructure sector though the Comprehensive Review program, the Buffer Zone Protection
Program, and the Site Assistance Visit program. DHS describes the Comprehensive Review
as a structured, coliaborative government and private sector analysis of high value critical
infrastructure and key resources facilities. The purpose of the review is to explore exposure to
potential terrarist attacks, their conseguences, and the integrated prevention and response
capabilities of stakeholders.

Through the Buffer Zone Protection Program, and with the support of DHS, local authorities
develop Buffer Zone Protection Plans, which DHS reported have several purposes, including
identifying specific threats and vuinerabilities associated with the buffer zone and analyzing
the level of risk associated with each vulnerability. DHS describes the Site Assistance Visit
Program as an information gathering visit with several goals, such as better understanding and
priotitizing vuinerabilities of critical infrastructure and key resources and increasing awareness
of threats and vuinerabilities among critical infrastructure and key resources owners and
operators, DHS has conducted a total of 40 Comprehensive Reviews, 1,900 Buffer Zone
Plans, and 700 Site Assistance Visits and reported that more are scheduled throughout fiscal
year 2007,

The Coast Guard stated that it is a partner in the Comprehensive Review process and
reported that the resuits of the Comprehensive Reviews and Port Security Assessments were
entered into the Maritime Security Risk Analysis Mode! to prioritize risk according to a
combination of possible threat, consequence, and vulnerability scenarios. The Coast Guard
stated that under this approach, seaport infrastructure that was determined to be both a critical
agset and a likely and vuinerable target would be a high priority for funding security
enhancements while infrastructure that was vulnerable to attack but not as critical or that was
very critical but already well-protected would be lower in priority. Further, DHS reported that
through its Strategic Homeland Infrastructure Risk Assessment program, the Homeland
Infrastructure Threat and Risk Analysis Center has developed a methodology for comparing
and prioritizing risks across infrastructure sectors. According to DHS, the Center differentiates
the relative probability of various threats. DHS stated that the Strategic Homeland
infrastructure Risk Assessment was produced in 2006 and it served as the Nationa! Critical
infrastructure and Key Resources Risk Profile in the 2006 National Critical Infrastructure and
Key Resources Protection Annual Report. DHS reported that this risk assessment mode!
provides a machanism to capture threat estimates based on terrorist capability and the intent
to attach critical infrastructure and key resources. The Homeland Infrastructure Threat and
Risk Analysis Center provides sources for ali anaiyticat judgments and coordinates the threat
analysis with the Intelligence Community. These estimates provide the basis for differentiating
the relative probability of the threat for each scenario assessed in the Strategic Homeland
infrastructure Risk Assessment report. DHS also reported that the department uses
information contained within the National Asset Database, further informed by comprehensive
risk analysis, to facilitate prioritization of the support it provides to help secure the nation’s
infrastructure, DHS stated that in collaboration with the Sector-Specific Agencies and state
govemments, it has developed a list of the nation’s most important infrastructure to assets to
inform the 2007 grants program. DHS stated that this prioritization allows it to focus its
planning, stakeholder interaction, and resource allocation on those sites with the polential to
have a severe impact on public health, governance, the economy, or national security.
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Qur assessment: We conclude that DHS has generally achieved this performance expectation,
as DHS has taken a number of steps to identify and assess threats and vuinerabilities for
critical infrastructure. For example, DHS has conducted over 2,600 vulnerability assessments
on each of the 17 critical infrastructure sectors, and it has conducted a total of

49 Comprehensive Reviews, 1,800 Buffer Zone Plans, and 700 Site Assistance Visits and
reported that more are scheduled throughout fiscal year 2007, DHS has also assessed threats
and vulnerabilities through its risk estimates for the Urban Areas Security Initiative,

7. Support efforts to
reduce threats and
vulnerabilities for
criticat infrastructure

GAO findings: DHS has supported efforts 1o reduce threats and vuinerabiiities for critical Generally
infrastructure. Supporting efforts have included targeted infrastructure protection grants, achieved
research and development, and sharing best practices. DHS has funded research in different
critical infrastructure areas. in 2005, DHS released a national research and development plan
supporting critical infrastructure protection, but acknowledged at the time, though, that it was a
baseline plan and did not include an investment plan and road map that were to be added in
2008. In July 2005 we reported that in the area of cybersecurity DHS had initiated efforis to
reduce threats by enhancing collaboration with the faw enforcement community and to reduce
vulnerabilities by shoring up guidance on software and system security. However, we reported
that efforts were not completed and that vulnerability reduction efforts were limited untit the
cyber-related vulnerability assessments were completed. in February 2007 we reported that in
fiscal year 2006, DHS provided approximately $1.7 bitlion in federal funding to states,
focalities, and territories through its Homeland Security Grant Program to prevent, protect
against, respond to, and recover from acts of terrorism or other catastrophic events. In fiscal
year 2006, DHS awarded approximately $711 million in Urban Areas Security Initiative grants,
discretionary grants under the Homeland Security Grant Program—a 14 percent reduction in
funds from the previcus year—while the number of eligible urban areas identified by the risk
assessment decreased from 43 to 35. in March 2007 we reported that DHS had used various
programs 1o fund passenger rail security since 2003, For example, the fiscal year 2005 DHS
appropriations act provided $150 million for intercity passenger rait transit, freight rail, and
transit security grants. DHS used this funding to create and administer new programs focused
specifically on transportation security, including the Transit Security Grant Program and the
Intercity Passenger Rait Security Grant Program, which provided financial assistance to
address security preparedness and enhancements for passenger rail and transit systems.
During fiscal year 2006, DHS provided $110 milion 1o passenger rail transit agencies through
the Transit Security Grant Program and about $7 million to Amtrak through the Intercity
Passenger Rail Security Grant Program. While DHS has distributed hundrads of millions of
doltars in grants to improve passenger rail securily, issues have surfaced about the grant
process, As DHS works to refine its risk assessment methodologies, develop better means of
ing proposed ir using grant funds, and align grant guidance with the
implementation of broader emergency preparedness goals, such as implementation of the
National Preparedness Goal, it has annually made changes to the guidance for the various
grants it administers. As a result of these annual changes, awardees and potential grant
recipients must annually review and understand new information on the requirements for grant
applications, including justification of their proposed use of grant funds. Further, while funds
awarded through the Transit Security Grant Program can be used to supplement funds
received from other grant programs, allowable uses are not clearly defined. For more
information see Passenger Rail Security: Federal Strategy and Enhanced Coordination
Needed to Prioritize and Guide Security Efforts, GAO-07-583T; GAO-07-381R; Information
Security: Coordination of Federal Cyber Security Research and Development, GAO-06-811;
GAO-05-827T; GAC-05-434; and Homeland Security: Much Is Being Done to Protect
Agriculture from a Terrorist Attack, but important Challenges Remain, GAO-05-214.,
DHS updated information: In March, April, and June 2007 DHS provided us with updated

information on its efforts to support efforts to reduce threats and vuinerabilities for critical
infrastructure. Through the Buffer Zone Protection Program, DHS reported that it assists local
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taw enforcement 1o make it more difficult for terrorists to conduct surveillance or successfully
launch attacks from the immediate vicinity of critical infrastructure and key resources targets.
DHS reported that in fiscal years 2005 and 2006 Buffer Zone Protection Program grants
awarded to the states totaled approximately $140 million. DHS stated that the program
requires that funding be subgranted to the responsible jurisdictions in support of prevention
and protection focused activities. DHS stated that of the approximately $140 million awarded,
the majority, approximately $107 million, or approximately 76 percent, has gone to law
enforcement organizations as subgrantees. DHS reported that the remaining funding was
subgranted to other disciplines, such as emergency management, agriculture, and cyber
security, with emergency management receiving the second highest proportion of the funds,
approximately $18 million or 13 percent. DHS also reported that it is documenting, through the
Vuinerability Reduction Purchasing Plan, how sub-grantees are utilizing grant money to
reduce threats and vulnerabifities based on the Buffer Zone Plan, Butfer Zone Protection
Program guidance, and the Authorized Equipment list, a DHS reference tool. Further, in April
2007, DHS released the Chemical Facilities Anti-Terrorism Standards, which established risk-
based performance standards for the security of chemical facilities. DHS provided several
examples of how the Nuclear Sector-Specific Agency, the Dams Sector-Specific Agency, the
Chemical Sector-Specific Agency, and the Commercial Facilities Sector-Specific Agency have
supported efforts to reduce threats and vulnerabitities for critical infrastructure. For example,
DHS reported that the Dams Sector-Specific Agency is supporting a study on the
vulnerabilities of dams to terrorist attacks using large aircraft impact as the attack scenarios
and that the Nuclear Sector-Specific Agency has established the Comprehensive Review
Qutcomes Working Network to reach back to the sites whers Comprehensive Reviews were
conducted, identify the status of the gaps and potential enhancements identified by the team,
and continue the open and candid dialogue between the government, industry, and Stateflocal
emergency services organizations. in addition, DHS reported that the department's Office for
Bombing Prevention conducts capabilities assessments of public safety bomb squads,
explosives detection canine teams, and public safety dive teams.

Cur assessment: We conclude that DHS has generally achieved this performance expectation.
DHS has funded research in different critical infrastructure areas and, in the area of
cybersecurity, initiated efforts to reduce threats by enhancing cotlaboration with the law
enforcement community and to reduce vuinerabilities by shoring up guidance on software and
system security, However, while DHS has taken steps to support efforts to reduce threats and
vulnerabilities for criticat infrastructure, our prior work has shown that chalienges remain. For
example, DHS has issued different targeted infrastructure protection grants, but allowable
uses of some of these grants are not clearly defined. Further, DHS has released the Chemical
Facilities Anti-Terrorism Standards, but it is too early to evaluate their impact.

Source: GAD analysis.

Note: An of ‘ " indi that DHS has taken sufficient actions to satisfy
most of the ion. However, an of “generally achieved” does not signify
that no further action is required of DHS or that functions covered by the expectation cannot be
further improved ar enhanced. Conversely, “generally not achieved” indicates that DHS has not yet
taken sufficient actions o satisfy most of the pi P ion. An of

y not achieved” may be even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS {G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us o clearly determine the extent to which DHS has

hieved the p ion, we indi “no made.”
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DHS Has Made Limited
Progress in the Area of
Science and Technology

DHS’s Science and Technology Directorate was established to coordinate
the federal government’s civilian efforts to identify and develop
countermeasures to chemical, biological, radiological, nuclear, and other
emerging terrorist threats to our nation. To coordinate the national effort
to protect the United States from nuclear and radiological threats, in April
2005, the President directed the establishraent of the Domestic Nuclear
Detection Office within DHS. The new office’s mission covers a broad
spectrum of responsibilities and activities, but is focused primarily on
providing a single accountable organization to develop a layered defense
system. This system is intended to integrate the federal government's
nuclear detection, notification, and response systems. In addition, under
the directive, the Domestic Nuclear Detection Office is to acquire, develop,
and support the deployment of detection equipment in the United States,
as well as to coordinate the nation’s nuclear detection research and
development efforts.

As shown in table 32, we identified six performance expectations for DHS
in the area of science and technology, and we found that overall DHS has
made limited progress in meeting those performance expectations. In
particular, we found that DHS has generally achieved one performance
expectation and has generally not achieved five other performance
expectations.
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Table 32: Per Exp i and Prog Made in Sci and Tech gy
Assessment
Generally Generally not No assessment
Performance expectation achieved achieved
1. Develop a plan for departmental research, development, v
testing, and evaluation activities
2. Assess emerging chemical, biological, radiclogical, and v

nuclear threats and homeland security vulnerabilities

3. Coordinate research, development, and testing efforts to
identify and develop countermeasures to address v
chemical, biological, radiological, nuclear, and other
ererging terrorist threats

4. Coordinate deployment of nuciear, biological, chemical,

and radiological detection capabilities and other v
countermeasures
5. Assess and evaluate nuclear, biological, chemical, and
radiological detection capabilities and other v
countermeasures
6. Coordinate with and share homeland security
technologies with federal, state, local, and private sector v
entities
Total 1 5 [
Source: GAG analyss.
Note: An of achisved” indi that DHS has taken sufficient actions to satisfy
most elements of the exp ion. However, an t of “gt hi " does not signify
that no further action is required of DHS or that ions covered by the ion cannot be
further improved or C y, “g! ly not achi " indi that DHS has not yet

taken sufficient actions o satisfy most elements of the performance expectation, An assessment of
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS {G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us 1o cleady determine the extent to which DHS has
achieved the performance ion, we indi “no made.”

Table 33 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of science and technology and our assessment of whether DHS has
taken steps to satisfy most of the key elements of the performance
expectation (generally achieved) or has not taken steps to satisfy most of
the performance expectation’s key elements (generally not achieved).

Page 164 GAO-07-454 Homeland Security Progress Report



252

Tabie 33: Per D and A of DHS Prog in Sci and Technology
Performance

(s i y of findi Assessment
1. Develop a plan for GAO and DHS IG findings: DHS has not yet developed a plan for its research, development, Generally not
departmental testing, and evaluation activities to achieve this performance expectation. in 2004, we achieved
research, reported that DHS was still developing a strategic plan to identify priorities, goals, objectives,
development, and policies for the research and development of countermeasures to nuclear, biclogical,
testing, and chemical, and other emerging terrorist threats. We reported that completion of this strategic

evaluation activities  plan was delayed because much of the time since DHS's March 2003 creation had been
spent organizing the Science and Technology Directorate, developing policies and
procedures, and hiring necessary staff. In addition, the DHS 1G has reported that the Science
and Technology Directorate had to contend with a set of administrative and logistical
challenges similar to those encountered by other startup ventures, including the inability to
hire personnel quickly who can work in a secure environment, the lack of centralized space,
and the lack of consistent information technology systems and procurement support. For
more information, see Homeland Security: DHS Needs to improve Ethics-Related
Management Controls for the Science and Technology Directorate, GAO-08-2086;
Transportation Security R&D: TSA and DHS Are Researching and Developing Technologies,
but Need to Improve R&D Management, GAO-04-880; and Homeland Security: DHS Needs
a Strategy to Use DOE’s Laboratories for Research on Nuclear, Biological, and Chemical
Detection and Response Technologies, GAO-04-653. Also, see Department of Homeland
Security Office of inspector General, Survey of the Science and Technology Directorate,
0IG-04-24 (Washingten, D.C.: March 2004).

DHS updated information: In March and April 2007, DHS provided us with updated
information on its efforts to develop a plan and strategy for research, development, testing,
and evaluation activities. The department reported that it has put into place a combined
organization and research portfolio strategy within the Science and Technology Directorate
aimed at identifying and transitioning homeland security capabilities to customers. As part of
these efforts, DHS developed its FY2007-2008 Science and Technology Execution Plan,
which details the Science and Technology Directorate’s research, development, testing, and
evaluation activities planned for those years. The plan includes an overview of the mission,
strategy, and function of each Science and Taechnology Directorate division. DHS has also
developed and released its Technology Development and Transfer report, which provides
information on the department’s strategy and approach to homeland security research,
development, testing, and evaluation. In June 2007, DHS released the Science and
Technology Directorate Strategic Plan, which included the Science and Technology
Directorate Five-Year Research and Development Plan (fiscal years 2007 through 2011).

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Since our prior work, DHS has developed plans and reports that, according to
the department, reflect its overall strategy for research, development, testing, and evaluation
activities. However, our assessment of these plans and reports shows that they do not
include key elements of a sirategic plan, such as goals, measures, and milestones, For
example, the FY2007-2008 Science and Technalogy Execution Plan discusses activities fora
2-year period and does not include performance measures and goais for the department’s
research, development, testing, and evaluation activities. The report on Technology
Development and Transfer provides a framework for how the Science and Technology
Directorate plans to conduct its activities but does not define the work to be undertaken by
the directorate. The Science and Technology Directorate Strategic Pian and associated Five-
Year Research Development Plan provide information on deliverables and milestones for
fiscal years 2007 through 2011, However, these plans do not include goals and measures for
the department's science and technology activities. In addition, according to the department,
these plans do not address the requirement in the Homeland Security Act of 2002 for the
department to develop a national policy and strategic plan for identifying priorities, goals,
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objectives, and policies for, and coordinating the federal government's civilian efforts 1o
identify and develop countermeasures to chemical, biclogical, and other emerging terrorist
threats, upon which this performance expectation is, in part, based.

2. Assess emerging
chemical, biological,
radiclogical, and
nuclear threats and
homeland security
vuinerabilities

GAO findings: In 2004, we reported that DHS was in the process of conducting risk Generally not
assessments of various critical infrastructure sectors. We reported that in the absence of achieved
completed risk assessments, DHS officials were using available threat intelligence, expert

judgment, congressional mandates, mission needs, and information about past terrorist

incidents to select and prioritize their research and development projects. For more

information, see GAO-04-880.

DHS updated information: in March and April 2007, DHS provided us with updated
information on its efforts to assess emerging chemical, biological, radiclogical, and nuclear
threats and homeland security vuinerabilities. in fiscal year 2008, DMS completed and
distributed the Bioterrorism Threat Risk Assessment that calculates risk for 28 biological
threats agents considered in the context of numerous possible scenarios, including aerosol
dissemination and food and water contamination. According to DHS, the process used for
determining bioterrorism risks included estimating the probabilities of ccourrence for the
scenarios under consideration and then calculating consequences for those scenarios should
they occur. DHS reported that the Bioterrorism Threat Risk Assessment has been used as a
basis for other assessments, the definition of intelligence collection requirements, and
technology development and to help decision makers evaluate possible risk mitigation
strategies. The Science and Technology Directorate is currently updating this assessment to
include agricultural and economic effects and plans to reissue it in fiscal year 2008. DHS
reported that it is currently conducting a Chemical Threat Risk Assessment and the
Integrated Chemical, Biclogical, Radiological, and Nuclear Assessment 10 be delivered in
June 2008. DHS is aiso conducting four chemical threat assessments, and these threat
assessments are known as Population Threat Assessments. Each Population Threat
Assessment depicts a plausible, high-consequence scenario and addresses aspects of an
attack process, including the possible acquisition, preduction, and dissemination of agents
that could result in a high consequence event. The assessment then provides an estimate of
the number of people potentially exposed to different doses of the threat. The Population
Threat Assessments are intended to assess potential human exposures from a chemical,
biotogical, radiological, or nuclear event and provide population exposure estimates to
perform consequence modeling studies. Moreover, according to DHS, the Biodefense
Knowledge Center and the Chemical Security Analysis Center assess known and emerging
threats and issue Technical Bulletins on threats and vulnerabiiities.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has completed some assessments on biological and chemical threats and
vulnerabiiities. However, DHS is still in the process of completing assessments in the
chemical sector as well as its Integrated Chemical, Biclogical, Radiclogical, and Nuclear
Assessment. Although DHS plans 1o take actions to assess threats and vulnerabilities over
time, including updating past s, DHS's 1t efforts overall appear to be
the early stages, and substantial more work remains for DHS to mare fully conduct
assessments of chemical, biological, radiclogical, and nuclear threats,
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3. Coordinate GAO findings: In prior work we reported that with the creation of the Domestic Nuclear Generally not
research, Detection Office in Aprit 2005, DHS took an important step in coordinating national research  achieved
development, and efforts to address emerging threats. Among other responsibilities, the Domestic Nuclear
testing efforts to Detection Office is taking the lead in deveioping a “global architecture,” an integrated

identify and develop  approach to detecting and stopping nuclear smuggling. However, we reported that because
countermeasures to  the Domestic Nuclear Detection Office was created so recently, these efforts are in their early
address chemical, stages of development and implementation. With regard to radiation portal monitors, in March
biological, 2006 we reported that DHS has sponsored research, development, and testing activities that
radiological, nuclear, attempt to improve the capabilities of existing radiation portal monitors and to produce new,
and other emerging  advanced technologies with even greater delection and identification enhancements,
terrorist threats However, we noted that much work remained for the agency to achieve consistently better
detection capabilities. For example, DHS sponsored the development of a software package
designed to reduce the number of false alarms from portal monitors already in widespread
use. Further, we found that DHS was testing advanced portal monitors that use a technology
designed to both detect the presence of radiation and identify its source. In addition, we
reported that DHS has sponsored a long-range research program aimed at developing
innovative technologies designed to improve the capabilities of radiation detection equipment.
More recently, in October 2006 we reporied that the Domestic Nuclear Detection Office’s
cost-benefit analysis for the acquisition and deployment of new portal monitors did not
provide a sound analytical basis for the office’s decision to purchase and deploy new portal
monitor technology. Specifically, we reported that the Domestic Nuclear Detection Office did
not use the results of its own performance tests in its cost-benefit analysis and instead relied
on assumptions of the new technology’s anticipated performance fevel. Furthermore, the
analysis did not include the resuits from side-by-side tests that the Domestic Nuclear
Detection Office conducted of the advanced portal monitors and current portal monitors, The
cost-benefit analysis for acquiring and deploying portal monitors was also incomplete
because it did not include all of the major costs and benefits required by DHS guidelines. in
patticular, the Domestic Nuclear Detection Office did not assess the likelihood that radiation
detection equipment would either misidentify or fail to detect nuclear or radiological material.
Rather, it focused its analysis on reducing the time necessary to screen traffic at border
checkpoints and reduce the impact of any delays on commerce. In March 2007, we reported
that the Domestic Nuclear Detection Office had not yet collected a comprehensive inventory
of testing information on commercially available portal monitors. Such information-—if
collected and used—could improve the office’s understanding of how well portal monitars
detect different radiological and nuclear materials under varying conditions. In turn, this
understanding would assist the Domestic Nuclear Dstection Office's future testing,
development, deployment, and purchases of portal monitors. We also reported that the
Domestic Nuclear Detection Office has been improving its efforts to provide technical and
operational information about radiation porial monitors to state and local authorities. For
example, the office helped to establish a Web site that, among other things, includes
information for state and local officials on radiation detection equipment products and
performance requirements. However, some state representatives, particularly those from
states with less experience conducting radiation detection programs, would like to see the
Domestic Nuclear Detection Office provide more prescriptive advice on what types of
radiation detection equipment to deploy and how to use it. For more information, see
Combating Nuclear Smuggling: DNDQ Has Not Yet Coflected Most of the National
Laboratories’ Test Resuits on Radiation Portal Monitors in Support of DNDO’s Testing and
Development Program, GAQ-07-347R; Combating Nuclear Smuggling: DHS Has Made
Progress Deploying Radiation Detection Equipment at U.S, Ports-of-Entry, but Concerns
Remain, GAO-06-389; Combating Nuclear Smuggling: DHS’s Cost-Benefit Analysis to
Support the Purchase of New Radiation Detection Portal Monitors Was Not Based on
Available Performance Dala and Did Not Fully Evaluate Alf the Monitors’ Costs and Benefits,
GAO-07-133R; and GAQ-04-658.
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DHS updated information: in March and Aprit 2007, DHS provided us with updated
information on its efforts to coordinate research, development, and testing efforts to identify
and develop countermeasures to address threats, According to DHS, the Science and
Technology Directorate is currently developing and testing several systems to provide the
technology needed to counter the use of chemical and biclogical weapons. There are
currently 6 projects under development as chemical countermeasures and 10 projects for
biological counter measures. These countermeasures include sensors, detection capabilities,
and identification systems. DHS also reported that the interagency Technical Support
Working Group has worked with the DHS Science and Technology Directorate to identify
technologies that could assist DHS customers in addressing their capability gaps. The DHS
Science and Technology Directorate also noted that it has taken steps, such as establishing
an intermnational Program Division, to coordinate efforts with international partners, DHS also
reported that it works with other federal agencies and entities to coordinate research and
development activities, including the National Science and Technotogy Council's Committes
on Homeland and National Security; the National Nuclear Security Administration; the
Departments of Defense, Energy, Health and Human Services; the Food and Drug
Administration; the Centers for Disease Control; and the Environmental Protection Agency.
DHS reported that in 2004 it started four Regional Technology integration pilots to test
chemical and biological explosives detection systems; planning and exercise tools to
evaluate performance; and technologies for credentialing emergency responders and
verifying victims’ identities during an incident.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has taken some actions to coordinate research, development, and testing
efforts to identify and develop countermeasures to address various threats. Specifically, DHS
has taken actions to develop and test various capabilities to detect the presence of radiation
in cargo entering the United States, DHS has also coordinated research, development, and
testing activities for detecting and identifying biological and chemical threats. However, DHS
has not always comprehensively collected testing shared information with regard to radiation
portal monitors, and some state officials have identified concerns in the advice on the
monitors provided by DHS. Moreover, as previously discussed, DHS has completed some
assessments of threats and vuinerabilities and is in the processing of conducting others. Until
these assessments are completed across the nuclear, radiological, biclogical, and chemical
sectors, DHS may not fully know what technologies or countermeasures and associated
requirements are needed to address identified threats and vuinerabilities.

4. Coordinate
deployment of
nuclear, biological,
chemical and
radiclogical detection
capabilities and
other
countermeasures

GAO findings: In prior work, we reported on the progress DHS has made in coordinating the  Generally not
deployment of capabillities for screening containerized shipments entering the United States.  achieved

As of February 2008, CBP estimated that it had the ability to screen about 82 percent of all

containerized shipments entering the United States and roughly 77 percent of all private

vehicles. However, we reported that CBP and Pacific Northwest National Laboratory were

behind schedule in deploying radiation portal monitors and would have to increase the speed

of deployment by almost 230 percent in order to meet their September 2009 program

completion date. For more information, see GAO-06-389 and GAQ-04-830.

DHS updated information: In March and April 2007, DHS provided us with updated
information on its efforts to coordinate the deployment of nuclear, biclogical, chemical, and
radiological detection capabilities and countermeasures. For example, DHS reported as of
March 2007, it was scanning 91 percent of containerized cargo entering the United States by
land and sea for radiation, deploying 283 new portal monitors in fiscal year 2006 and bringing
the total number of deployed portal monitors to 966 as of March 9, 2007. DHS has deployed
the BioWatch system, a biological and chemical aerosol monitoring system, in more than 30
cities nationwide to provide early warning of a bio-attack. DHS also reported that it is piloting
the Biclogical Warning and Incident Characterization system to better and more rapidly
characterize the public health effects of a BioWatch positive indication. DHS also reported
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that it has deployed the Rapidly Deployable Chemical Defense Systems tc multipie national
security special events. This system is a network of chemical ground-based detectors and
aerial surveillance monitors that can identify specific chemical compounds and image the
impact of a downwind chemical hazard. DHS has also deployed the Program for Response
Options and Technology Enhancements for Chemicatl Terrorism that detects the release of
toxic chemical agents in subway systems. In addition, through the Public Health Actionable
Assays project, DHS is working to establish sampling evaluation and biodetection standards
by developing a mechanism for rigorous, independent evaluation and validation of Assay
Technologies.

Our assessment: We conclude that DHS has generally not yet achieved this performance
expectation. DHS has taken actions to coordinate the deployment of various chemical,
biological, radiological, and nuclear detection capabiiities and countermeasures. in particular,
DHS has deployed various systems to ports of entry, for example, to detect possible nuclear
or radiological matersials entering the United States. DHS has also deployed systems to
detect the presence of biological or chemical agents in the air and to provide warning of the
presence of these agents. Howsver, DHS generally did not provide us with documentation on
its efforts to coordinate the deployment of countermeasures beyond radiation detection
capabilities at ports of entry and monitoring of possible aerosol-based attacks. Moreover, as
previously discussed, DHS has completed some assessments of threats and vulnerabilities
and is in the processing of conducting others. Until these assessments are completed across
the nuclear, radiological, biological, and chemical sectors, DHS may not fully know what
technologies or countermeasures and associated requirements are needed to address
identified threats and vuinerabilities. Although we see progress in DHS's activities for
deploying capabilities and cot ires, much more work is needed for us to conclude
that DHS has generally achieved this performance expectation.

5. Assess and
evaluate nuclear,
biological, chemical,
and radiological
detection capabilities
and other
countermeasures

GAO findings: In prior work we reported on the effort to test radiation detection equipment.
We reported that in February 2005, DHS sponsored testing of commercially available portal
monitors, isotope identifiers, and pagers against criteria set out in American National
Standards Institute standards. These standards provided performance specifications and test
methods for testing radiation detection equipment, including portal monitors and handheld
devices. The actual testing was performed by four Department of Energy laboratories, with
coordination, technical management, and data evaluation provided by the Department of
Commerce's National institute for Standards and Technofogy. The laboratories tested a total
ot 14 portal monitors from eight manufacturers against 29 performance requirements in the
standards. Overall, none of the radiation detection equipment, including the portal monitors
and handheld devices deployed by CBP, met all of the performance requirements in this first
round of testing. However, according to Science and Technology Directorate officials, many
of the limitations noted in CBP's equipment were related to withstanding environmental
conditions—not radiation detection or isotope identification. Mors recently, in March 2007 we
reported that the Domestic Nuclear Detection Office had not yet collected a comprehensive
inventory of testing information on commercially available polyvinyl toluene portal monitors,
which detect the presence of radiation but cannot distinguish batween benign, naturally
oceurring radiological materials, such as ceramic tile, and dangerous materials, such as
highly snriched uranium, We reported that such information—if collected and used—could
improve the Domestic Nuclear Detection Office’s understanding of how well portal monitors
detect different radiological and nuclear materials under varying conditions. In turn, this
understanding would assist the Domestic Nuclear Detection Office’s future testing,
development, deployment, and purchases of portal monitors. Radiation detection experts with
the national laboratories and industry told us that, in their view, the Domestic Nuclear
Detection Office should collect and maintain all the national laboratory test reports on
commercially available portal monitors because these reports provide a comprehensive
inventory of how well portal monitors detect a wide variety of radiological and nuciear

Generally not
achieved
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materials and how environmental conditions and other factors may affect performance. For
more information, see GAC-07-347R and GAO-06-388.

DHS updated information: In March and Aprii 2007, DHS provided us with updated
information on its efforts to assess and evaluate nuclear, biological, chemical, and
radialogical detection capabilities and countermeasures. DHS reported that the Domestic
Nuclear Deatection Office has conducted a variety of tests on radiation portal monitors. In
addition, DHS reported that the Domestic Nuclear Detection Office has worked with various
partners to develop a global nuclear detection architecture that identifies vulnerabilities and is
used by DHS and its partners as a basis for assessing gaps in detection capabilities and
identifying possible paths from the original source of the radiological or nuclear material to
targets within the United States. DHS also reported that it has evaluated the capabilities it
has depioyed 1o address chemical and biclogical threats, including BioWatch and Rapidly
Deployable Chemical Detection Systems. in addition, DHS has participated in efforts to
develop and assess a set of procedures, plans, and technologies to rapidly restore
transportation nodes foliowing a biological attack, with a focus on major internationat airports.

Our assessment: We conclude that DHS has generally not yet achieved this performance
expectation. DHS has undentaken efforts to assess its chemical, biclogical, radiclogical, and
nuclear detection capabilities, including radiation portal monitors and BioWatch. However, we
identified concerns about DHS's efforts to collect and analyze data on the results of testing of
radiation mortal monitors, and DHS did not provide us with evidence on the results of its
efforts to assess countermeasures deployed to addrass chemical, biological, radiclogical, and
nuclear threats. Although we see progress in DHS's activities for assessing deployed
capabifities and countermeasures, much more work is needed for us to conclude that DHS
has generally achieved this performance expectation.

6. Coordinate with GAO and DHS IG findings: DHS has taken actions to coordinate with homeland security Generally

and share homeland partners. For example, DHS has coordinated with some interagency groups, including the achieved

security technologies National Security Council's Policy Coordinating Committee for Counterterrorism and National

with federal, state, Preparedness. DHS also cochairs a standing committee on Homeland and National Security

{ocal, and private in the White House’s Office of Science and Technology Policy. This committee identifies key

sector entities areas requiring interagency coordination in the formulation of research and development
agendas. DHS has also worked with the Technical Support Working Group—an interagency
working group of representatives from over 80 federal agencies that is jointly overseen by the
Departments of State and Defense. DHS also coordinated some of its research and
development projects with other faderal agencies. For example, DHS is responsible for
BioWatch, a federal program that monitors about 30 major cities for chemical and biological
threats. BioWatch is executed jointly by DHS, Department of Energy’s laboratories, the
Environmental Protection Agency, and the Centers for Disease Control and Prevention. In
March 2007, we reported that with regard to radiation portal monitors, the Domestic Nuclear
Detection Office has been improving its efferts to provide technical and operational
information about radiation portal monitors to state and local authorities, For example, the
Domestic Nuclear Detection Office recently helped to establish a Web sjte that, among other
things, includes information for state and local officials on radiation detection equipment
products and performance requirements. However, some state representatives with whom
we spoke, particularly those from states with less experience conducting radiation detection
programs, would like to see the Domestic Nuclear Detection Office provide more prescriptive
advice on what types of radiation detection equipment to deploy and how to use it. For more
information, see GAO-07-347R, GAQ-04-653, and GAC-04-890.

DHS updated information: In March and April 2007, DHS provided us with updated
information on its efforts to coordinate with and share homeland security technologies with
federal, state, local, and private sector entities. For example, DHS reported that the Domestic
Nuclear Detection Office has supported the Domestic Nuclear Defense Research and
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Development Working Group to develop a coordinated research and development roadmap
for domestic nuclear defense efforts. Specifically, this working group coordinates research
and development strategies for demestic nuclear defense, the identification and filling of
technology gaps, efforis to develop and sustain capabilities through appropriate investments
in science and research, interagency funding for science and technology, and collaboration
and exchange of research and development information. DHS reported that this working
group's initial report was compieted in January 2006 and that the roadmap is currently being
updated, with a scheduled completion date of September 2007. The DHS Science and
Technology Directorate reported that its Technology Clearinghouse and TechSoiutions
initiatives provide direct support to emergency responders. The Technology Clearinghouse is
designed to provide access to technology information for federal, state, and local public
safety and first responder entities. TechSolutions provides a Web-based mechanism for first
responders to provide information on their capability gaps. The Science and Technology
Directorate responds by identifying existing technology that could meet the need or, if no
existing technology is available, to prototype a possible solution. DHS has also signed a
memarandum of understanding with the Department of Health and Human Services, the
Department of Defense, the Department of Justice, and the U.S. Postal Service for the
coerdination of air monitoring programs and, among other things, the development a national
architecture and joint technology roadmap for investing in technologies for monitoring
biological threats. Moreover, the Science and Technology Directorate has established
centers for analysis and development efforts with other federal agencies. In addition,
metropolitan subway systems have taken over operation of the Program for Response
Options and Technology Enhancements for Chemical Terrorism, a system that detects
releases of toxic chemicat agents.

Our assessment: We conclude that DHS has generatly achieved this performance
expectation. DHS has taken actions to coordinate with and share homeland security
technologies with a wide variety of pariners.

Source: GAC analysis.

Note: An of “g i ” indi that DHS has taken sufficient actions to satisfy

y
most of the ion. However, an

d" does not signify

cannot be

that no further action is required of DHS or that jons coverad by the
further improved or C ly, ) i indi

not that DHS has not yet

taken sufficient actions to satisfy most elements of the performance expectation. An assessment of

“generally not achisved” may be warranted even where DHS has put forth substantial effort to satisty
some but not most elements of an expectation. In cases when we or the DHS G have not compieted
work upon which to base an assessment of DHS actions to satisty a performance expectation, and/or

the information DHS provided did not enable us to clearly determine the extent to which DHS has

achieved the performance expectation, we indicated “no assessment made.”

DHS Has Made Modest
Progress in Acquisition

Management

Federal agencies use a variety of approaches and tools, including
contracts, to acquire goods and services needed to fulfill or support the
agencies’ missions. DHS has some of the most extensive acquisition needs

within the U.S. government. In fiscal year 2004, for example, the
department obligated $9.8 billion to acquire a wide range of goods and
services—such as information systems, new technologies, weapons,
aircraft, ships, and professional services. In fiscal year 2006, the
department reported that it obligated $15.6 billion to acquire a wide range
of goods and services. The DHS acquisitions portfolio is broad and
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complex. For example, the departiment has purchased increasingly
sophisticated screening equipment for air passenger security; acquired
technologies to secure the nation's borders; purchased trailers to meet the
housing needs of Hurricane Katrina victims; and is upgrading the Coast
Guard’s offshore fleet of surface and air assets. DHS has been working to
integrate the many acquisition processes and systems that the disparate
agencies and organizations brought with them when they merged into DHS
in 2003 while still addressing ongoing mission requirements and
emergency situations, such as responding to Hurricane Katrina.

As shown in table 34, we identified three performance expectations for
DHS in the area of acquisition management and found that overail DHS
has made modest progress in meeting those expectations. Specifically, we
found that DHS has generally achieved one and not achieved two of the
three performance expectations.

Tabie 34: Pertormance Expectations and Progress Made in Acquisition Management

Assessment
Generaily Generally not No assessment

Performance expectation achieved achieved made
1. Assess and organize acquisition functions to meet v

agency needs
2. Develop clear and transparent policies and processes for v

all acquisitions
3. Develop an acquisition workforce to implement and v

monitor acquisitions
Total 1 2 0

Source: GAC analysis.

Note: An of “generally hi that DHS has taken sufﬂmem actions to satisfy
most of the However, an d” does not signify
that no further action is requnred of DHS or that funchons covered by the expectation cannot be
further imp: or Cr " indicates that DHS has not yet

taken sufficient actions to satisfy most elemer\ts of the performance expectation. An assessment of
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. in cases when we or the DHS G have not completed
work upon which to base an assessment of DHS actions o satisfy a performance expectation, and/or
the information DHS provided did not enabte us to clearly determine the extent to which DHS has
achieved the performance expectation, we indicated *no assessment made.”

Table 35 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of acquisition v nent and our t of whether DHS has
taken steps to satisfy most of the key elements of the performance
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expectation (generally achieved) or has not taken steps to satisfy most of
the performance expectation’s key elements (generally not achieved).

Tabie 35: Performance Exp and A of DHS Prog in Acqui A
Performance
p i y of finding Assessment
1. Assess and GAO findings: DHS has taken positive steps to assess and organize acquisition functions  Generally achieved
organize within the department to meet agency needs, but more work remains. For example, the
acquisition department has developed an acquisition oversight plan that it expects to be fully
functions to meet  implemented during fiscal year 2007. The Chief Procurement Officer has taken several
agency needs actions ta implement the plan—which generally incorporates basic principles of an

effective and accountable acquisition function. The plan monitors acquisition performance
through four recurring reviews: self-assessment, operational status, on-site, and
acquisition planning. Each component has completed the first self-assessment, which has
helped components to identify and prioritize acquisition weaknesses. In addition, each
component has submitted an initial operational status report 1o the Chief Procurement
Officer and on-site reviews are being conducted. However, the plan is in the process of
being implemented, and is just one of the mechanisms 1o oversee DHS acquisitions. For
example, there is a separate investment review process established to oversee major,
complex acquisitions. Regarding the organization of the acquisition function, the October
2004 management directive entitled “Acquisition Line of Business integration and
Management” provided the department's principal guidance for “leading, governing,
integrating, and managing” the acquisition function. This directive states that DHS will
create departmentwide acquisition policies and procedures and continue to consclidate
and integrate the number of systems supporting the acquisition function. However, our
prior work found that the Chief Procurement Officer’s enforcement authority over
procurement decisions at the component agencies was unclear. In addition, according to
the directive, the Coast Guard and Secret Service were exempt from complying with the
management directive. DHS officials have stated that they are in the process of modifying
the fines of business management directive to ensure that no contracting organization is
exempt. DHS stated that the Under Secretary for Management has authority as the Chief
Acquisition Officer to monitor acquisition performance, establish clear lines of authority for
making acquisition decisions, and manage the direction of acquisition policy for the
department. They further stated that these authorities devoive to the Chief Procurement
Officer. In addition, DHS reported significant progress in staffing of the Office of the Chief
Procurement Officer and stated that these additional personnel will significantly contribute
10 improvement in the DHS acqulsmon and comrac!mg enterpnse For more information,
see Progress and Cf ting the Dep. 's Acquisition Oversight
Plan, GAQ-07-900; Ongoing Challenges in Creating an Effective Acquisition Organization,
GAO-07-948T, Interagency Contracting: Improved Guidance, Planning, and Oversight
Would Enable the Department of Homefand Security to Address Risks, GAO-06-996;
Homeland Security: Further Action Needed to Promote Successful Use of Special DHS
Acquisition Authority, GAO-05-136; Homeland Security: Chalienges in Creating an
Effactive Acquisition Organization, GAO-06-1012T; and Homeland Security: Successes
and Challenges in DHS's Efforts to Create an Effective Acquisition Organization,
GAO-05-179.

DHS updated information: DHS provided additional information on its efforts to assess
and organize acquisition functions. For example, DHS reported the Chief Procurement
Officer has some means to influence components compliance with procurement policies
and procedures. DHS aiso reported that the Chief Procurement Officer meets monthly
with the Component Heads of Contracting Activities to discuss and address issues and
common problems, According to DHS, the Chief Procurement Officer has asked the
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component heads to align their performance goals with the Chief Procurement Officer
goals and has direct input into compenents’ performance assessments, DHS reported that
the Chief Procurement Officer is developing a series of common metrics to assess the
status of acquisition activities within DHS. In addition, the Under Secretary for
Management testified that he is examining the authorities of the Chief Procurement

Officer to determine whether any change is needed.

Our assessment: We conclude that DHS has generally achieved this performance
expectation. Modifying the acquisition lines of business management directive to ensure
that no DHS contracting organization is exempt is a positive step. However, until DHS
formally designates the Chief Acquisition Qfficer, and modifies applicable management
directives to support this designation, DHS's existing poficy of dual accountability between
the component heads and the Chief Procurement Officer leaves unclear the Chief
Procurement Officers authority to enforce corrective actions to achieve the depariment’s

acquisition goals.

2. Develop clear
and transparent
policies and
processes for all
acquisitions

GAOQ findings: DHS has not yet developed clear and transparent poficies and processes  Generally not
for all acquisitions. For example, DHS put into place an investment review process that achieved
adopts many acquisition best practices 1o heip the department reduce risk and increase

the chances for successtul investment in terms of cost, schedule, and performance.

However, in 2005, we found that the process did not include critical management reviews

to help ensure that the design for the product performs as expected and that resources

match customar needs before any funds are invested. Our prior work on large DHS

acquisition programs, such as TSA's Secure Flight program and the Coast Guard's

Deepwater program, highlight the need for improved oversight of contractors and

adherence to a rigorous management review process. The investment review process is

still under revision and the depanment's performance and accountability report for fiscal

year 2006 stated that DHS will incorporate changes to the process by the first quarter of

fiscal year 2008. In addition, we found that DHS does not have clear guidance for all types

of acquisitions, such as how to manage the risks of interagency contracting. The

management of this contracting method was identified as a governmentwide high-risk

area in 2005 as a result of improper use. For more information, see GAO-07-948T;

GAO-06-996; GAC-06-1012T; and GAC-05-179,

DHS updated information: DHS provided us with updated information on its efforts to
develop clear policies and processes for acquisitions. DHS reported that the department
has been working to integrate its organizations through common policies and procedures
under the Homeland Security Acquisition Regulation and the Homeland Security
Acquisition Manual. DHS also reported that the Chief Procurement Officer works with the
Component Heads of Contracting Activities to ensure all acquisitions are handied

according to DHS policies and procedures.

Our assessment; We conclude that DHS has generally not achieved this performance
expectation. DHS did not provide us with documentation of its efforts to ensure that all
acquisitions follow DHS's poficies and procedures and address challenges we previously
identified in DHS’s acquisition process. For example, DHS did not report progress on
efforts to address weaknesses we identified in its investment review process, including the
fack of critical management reviews to help ensure that the design of the product performs
as expected and that resource match customer needs. We also reported that DHS lacked
guidance for managing certain types of acquisitions, such as how to manage interagency
contracting risks, and DHS did not provide us with updated guidance.
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3. Develop an GAO findings: DHS has taken initial steps needed to develop a workforce to ensure that ~ Generally not
acquisition acquisitions are effectively implemented and monitored, but more work remains. Our achieved

workforce to
implement and
monitor
acquisitions

reviews have found staffing shortages led the Office of Procurement Operations to rely
extensively on outside agencies for contracting support in order to meet confracting needs
of several component organizations. Our work on contracting issues following Hurricane
Katrina indicated that the number of contract monitoring staff available was not always
sufficient, nor were they effectively deployed to provide sufficient oversight. Based on
work at the U.S. Immigration and Naturalization Service, in July 2003, we recommended
that DHS develop a data-driven assessment of the department’s acquisition personnel,
resulting in a workforce pian that would identify the number, location, skills, and
competencies of the workforce. In 2005, we reported on disparities in the staffing levels
and workload imbalance among the component procurement offices. We recommended
that DHS conduct a departmentwide assessment of the number of contracting staff, and if
a workioad imbatance were to be found, take steps to correct it by realigning resources. in
2006, DHS reported significant progress in providing staff for the component contracting
offices, though much work remained to fili the positions with qualified, trained acquisition
professionals. DHS has established a goal of aligning procurement staffing levels with
contract spending at its various components by the last quarter of fiscal year 2009. For
more information, see Catastrophic Disasters; Enhanced Leadership, Capabilities, and
Accountability Controls Will Improve the Effectiveness of the Nation's Preparedness,
Response, and Recovery System, GADO-06-618; Contract Management: INS Contracting
Weaknesses Need Attention from the Department of Homeland Security, GAO-3-799;
GAQ-06-996; and GAO-05-179.

DHS updated information: DHS provided us with additional information on its efforts to
develop an acquisition workforce, DHS reported that it authorized the Office of the Chief
Procurement Officer 25 full-time equivalents for fiscal year 2007 and has requested an
additional 25 full-time equivalents for fiscal year 2008. According to DHS, these additional
full-time equivalents will aliow the Chief Procurement Officer to complete staffing of its
procurement oversight and management functions and provide staff for other acquisition
functions, such as program management and cost analysis. in addition, DHS reported that
it requested funding in fiscal year 2008 to establish a centrally managed acquisition intern
program and provide acquisition training to the DHS acquisition workforce.

Our assessment; We conclude that DHS generally has not achieved this performance
expectation. DHS has much work to fill approved positions and has not corrected
workload imbalances among component organizations.

Source: GAO analysis.

Note: An assessment of “generauy achieved" indicates that DHS has taken sufﬁment actions to satisfy
of the

most 1. However, an of “generally achi does not signify
that no further action is required of DHS or that i covered by the exp ion cannot be
further improved or enhanced. Gt ) not i  indi tha( DHS has not yet
taken sufficient actions to satisfy most of the of

“generalty not achieved” may be warranted even wnere DHS has put forth subs\annal effort to satisfy
some but not most elements of an expectation. in cases when we or the DHS IG have not completed
waork upon which to base an assessment of DHS actions to salisfy a performance expectation, andfor
the information DHS provided did not enable us to clearly determine the extent to which DHS has

the ion, we indicated “no assessment made.”
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DHS Has Made Modest
Progress in Financial
Management

Effective financial management is a key element of financial
accountability. With its establishment by the Homeland Security Act of
2002, DHS inherited a myriad of redundant financial management systems
from 22 diverse agencies, along with about 100 resource management
systems and 30 reportable conditions identified in prior component
financial audits. Additionally, most of the 22 components that transferred
to DHS had not been subjected to significant financial statement audit
scrutiny prior to their transfer, so the extent to which additional
significant internal control deficiencies existed was unknown. DHS's
Office of the Chief Financial Officer is responsible for functions, such as
budget, finance and accounting, strategic planning and evaluation, and
financial systems for the department. The Office of the Chief Financial
Officer is also charged with ongoing integration of these functions within
the department. For fiscal year 2006, DHS was again unable to obtain an
opinion on its financial statements, and nwmerous material internal
control wealmesses continued to be reported. DHS’s auditor had issued a
disclaimer of opinion on DHS’s fiscal years 2003, 2004, and 2005 financial
statements.

As shown in table 36, we identified seven performance expectations for
DHS in the area of financial management and found that overall DHS has
made modest progress meeting those performance expectations.
Specifically, we found that DHS has generally achieved two performance
expectations and has generally not achieved five others.
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Table 36: Per Exp i and Progl Made in Fi M
Assessment
Generally not No assessment
Performance expectation y achi jieved made
1. Designate a department Chief Financial Officer who is
appointed by the President and confirmed by the v
Senate
2. Subject all financial statements fo an annual financial v
statement audit
3. Obtain an unqualified financial statement audit opinion v
4. Substantially comply with federal financial
management system requirements, applicable federal v
accounting standards, and the U.S. Standard General
Ledger at the transaction leve!
5. Obtain an unqualified opinion on internal control over v
financial reporting
8. Prepare corrective action plans for internal control v
weaknesses
7. Correct internal control weaknesses
Total 2 5 0
Soute: GAQ analyss.
Note: An of “g ly achi " indi that DHS has taken sufficient actions to satisfy
most of the on, However, an of “ Hy achieved” does not signify

that no further action is required of DHS or that functions covered by the expectation cannot be
further improved or enhanced. Conversely, “generaily not achieved” mdxcates that DHS has not yet
taken sufficient actions to satisfy most ef of the An of
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. in cases when we or the DHS G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
hieved the we i “no 1t made.”

Table 37 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of financial 1 and our nent of whether DHS has
taken steps to satisfy most of the key elements of the performance
expectation (generally achieved) or has not taken steps to satisfy most of
the performance expectation’s key elements (generally not achieved).
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Table 37: Performance fons and A of DHS Progress in Financial Management
Performance

p y of i Assessment
1. Designate a GAO and DHS IG findings and our assessment: DHS has designated a Chief Financiat Generally

department Chief
Financial Officer
who is appeinted by
the President and
confirmed by the
Senate

Officer appointed by the President on January 18, 2006, and confirmed by the Senate on achieved
May 26, 2008. in July 2004, we noted that with the size and complexity of DHS and the many
significant financial management challenges it faces, it is important that DHS's Chief
Financial Officer be qualified for the position, displays leadership characteristics, and is
regarded as part of DHS's top management. This is because the Chief Financial Officer Act
requires, among other things, that the agency's Chief Financial Officer develop and maintain
an integrated accounting and financial management system that provides for complets,
refiable, and timely financial information that facilitates the systematic measurement of
performance at the agency, the development and reporting of cost information, and the
integration of accounting and budget information. The Chief Financial Officer is also
responsible for all financial management personnel and all financial management systems
and operations, which in the case of DHS would include the component Chief Financial
Officers and their staff. For more information, see Department of Homeland Security:
Financial Management Challenges, GAQ-04-945T.

2. Subject all
financial statements
1o an annual
financial statement
audit

GAQ and DHS IG findings: DHS has not subjected all financial statements to an annual Generally not
financiat statement audit, According to DHS's fiscal year 2006 Performance and achieved
Accountability Report, the DHS 1G engaged an independent auditor to audit the September

30, 2006, balance sheet and statement of custodial activity only. According to the

independent Auditor's Report, DHS is to represent that its balance sheet is fairly stated and

obtain at least a qualified opinion before it is practical to extend the audit to other financial

statements. The Office of Financial Management, Coast Guard, TSA, FEMA, ICE, and the

DHS Management Directorate were unable to provide sufficient evidence to support account

balances presented in the financial statements and collectively contributed to the auditors’

inability to render an opinion for fiscal year 2006. According to the DHS's financial audit

results, many of the department’s difficulties in financial management and reporting could be

attributed 1o the original stand-up of a Jarge, new, and complex executive branch agency

without adequate organizational expertise in financial management and accounting. DHS

recently committed to obtaining additional human resources and other critical infrastructure

necessary to develop reliable financial processes, policies, procedures, and internal controls

10 enable management to represent that financial statements are complete and accurate, For

more information, see Department of Homeiand Security Office of Inspector General,

Independent Auditors’ Report on DHS' FY 2006 Financial Statements, OIG-07-10

{Washington, D.C.: November 20086).

DHS updated Information: DHS did not provide updated information relating to this
performance expectation. in March 2007, DHS officials indicated that they generally agreed
with our assessment and noted that the department has determined that it is not an effective
use of resources to subject all financial statements to an annuaf audit until its balance sheet
receives an unqualified opinion.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. According to the DHS fiscal year 2008 Performance and Accountabifity Report
and audits conducted by the DHS G and independent auditors that DHS has not subjected
all of its financial statements fo an annual financial statement audit.
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3. Obtain an GAQ and DHS 1G findings: For fiscal year 2006, DHS was unable to obtain an opinion on its  Generally not
unqualified financial financial statements, and numerous material internal control weaknesses continued to be achieved

statement audit
opinion

reported. Independent auditors under contract with the DHS G issued a disclaimer of
opinion on DHS's fiscal year 2004, 2005, and 2006 financial statements. The disclaimer of
opinion was due primarily to financial reporting problems at four component agencies and at
the department level. in September 2003, we noted that although many of the larger
agencies that transferred to DHS had been able to obtain ungualified, or “clean,” audit
opinions on their annual financial statements, most employed significant effort and manual
workarounds to do so in order to overcome a history of poor financial management systems
and significant internal control weaknesses, For more information, see Department of
Homeland Security Office of Inspector General, Fiscal Year 2006 DHS Performance and
Accountability Report (Washington, D.C.: 2008) and Department of Homelfand Security:
Challenges and Steps in Establishing Sound Financial Management, GAC-03-1134T,

DHS updated information: In March 2007, DHS provided updated information about progress
component agencies had made in audits of their financial statements. DHS stated that CBP
underwent a full scope, standalone audit of its fiscal year 2006 financial statements and
received an unqualified audit opinion, and that the Federal Law Enforcement Training Center
achieved an unqualified opinion of its first balance sheet audit, However, DHS officials stated
that the department will likely not be able to obtain an unqualified opinion on its financial
statements, primarily because of material weaknesses at the Coast Guard. According to the
DHS Office of the Chief Financial Officer, the Coast Guard has a material weakness in
virtually every category and has not yet addressed many of the root causes of these
weaknesses, including insufficient policies and procedures and lack of effective controt
systems. With regard to other DHS components, the Office of the Chief Financial Officer
noted that in the fiscal year 2006 audit report, the auditors dropped several material
conditions that were reported in the fiscal year 2005 report, indicating that DHS has made
progress in addressing some material weaknesses. For example, during fiscal year 2008, the
Office of the Chief Financial Officer noted that ICE and TSA made significant progress in
addressing their material weaknesses and are projected to make more progress in fiscal
year 2007, According to DHS officials, the Coast Guard also established a Financial
Management Transformation Task Force in July 2006 through which the Coast Guard
developed milestones to address its financial management challenges. In addition, the Office
of the Chief Financial Officer noted that the depariment has faced challenges in ensuring the
development and implementation of effective control systems due to the muttiple
departmental reorganizations since its establishment 4 years ago. For more information, see
Department of Homeland Security Office of Inspector General, Independent Auditors’ Report
on CBP's FY 2006 Consofidated Financial Statements, O1G-07-19 (Washington, D.C.:
December 2006) and Department of Homeland Security Cffice of inspector General, Special
Report: Letter on Information Technology Matters Related to TSA’s FY 2005 Financial
Statements (Redacted), O1G-07-18 (Washington, D.C.: December 2006},

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. Some DHS components have recently made progress in their component
financial statement and balance sheet audits, but substantial more work remains, as DHS
has not yet obtained an unqualified opinion on its financial statement.
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4. Substantiafly GAO and DHS 1G findings: DHS has not yet ensured that it substantially complies with the Generally not
comply with federal  Federal Financial Management Systems Requirements, Federal Accounting Standards, and  achieved
financia the U.S. Standard General Ledger at the transaction level. In 2006, we reported that the
management eMerge2 program was supposed to provide DHS with the financial system functionality to
system consolidate and integrate the department’s financial accounting and reporting systems,
requirements, including budget, accounting and reporting, cost management, asset management, and

tederal accounting  acquisition and grants functions, thereby helping the department comply with the Federal

standards, and the  Financial Management Systems Requirements, Federal Accounting Standards, and the U.8.

U.8. Standard Standard General Ledger at the transaction level. We noted that DHS officials stated that a

General Ledger at  systems integrator was hired in December 2003, and the project was expected to be fully

the transaction level deployed and operational in 2006, According to DHS officials, because the project was not
meeting its performance goals and timefine, DHS officials began considering whether 1o
continue the project and in spring 2005 started looking at another strategy. Further, we
reported that DHS officials decided to change the strategy for the eMerge? program in
QOctober 2005 and focus on leveraging the systems already in place. DHS planed to continue
eMergeZ using a shared services approach. According to DHS officials, although a
departmentwide concept of operations and migration plan were stil under development, they
expected progress to be made in the next 5 years. We reperted that DHS officials said that
they had decided to develop a new strategy for the planned financial management systems
integration program because the prior strategy was not meeting its performance goals and
timeline. For more information, see Financial Management Systems: DHS Has an
Opportunity to Incorporate Best Practices in Modernization Efforts, GAQ-06-653T. Also, see
Department of Homeland Security Office of Inspector General, Fiscal Year 2006 DHS
Performance and Accountability Report (Washington, D.C.: 2006).

DHS updated information: in March 2007, DHS provided us with updated information on
components’ efforts to comply with Federal Financial Management System Reguirements,
Federal Accounting Standards, and the U.S. Standard General Ledger at the transaction
lgvel. In October 2004, CBP successfully implemented, on schedule, its third and last phase
of its financial system. According to DHS, the system replaced several legacy systems and
provides CBP with a fully integrated system for budget, acquisition, finance, and property
and therefore helping to ensure CBP's compliance with the Federal Financial Management
Systems Requirements, Federal Accounting Standards, and the U.S. Standard Generaj
Ledger at the transaction level. DHS further noted that this successful implementation was
an integral part of CBP obtaining an unqualified audit opinion.

Cur assessment: We conclude that DHS has generally not achieved this performance
expectation, DHS is still in the process of developing a new strategy for integrating its
financial management systems, but departmentwide has not yet substantially compiled with
Federal Financial Manag 1t System Requi s, Federal Accounting Standards, and
the U.S. Standard General Ledger at the transaction level.
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5. Obtain an GAO and DHS IG findings: DHS is required by the DHS Financial Accountability Act to Generally not
ungualified opinion  obtain an opinion on its internat control over financial reporting. According to DHS's fiscal achieved

on internal controf
over financial
reporting

year 2006 Performance and Accountability Report, the DHS 1G issued an adverse opinion.
During fiscal year 20086, the auditors identified the following reportable conditions, which are
considered material weaknesses: financial management oversight (entity level controls);
financial reporting; financial systems security; fund batance with Treasury; property, plant,
and equipment; operating materiais and supplies; legal and other liabilities; actuarial
Hiabilities; budgetary accounting; and intragovernmental and intradepartmental balances. For
more information, see Department of Homeland Security Office of Inspector General, FY
2006 Audit of DHS' Internal Contrel Over Financial Reporting, OG-07-20 (Washington, D.C.:
December 2006) and Department of Homeland Security Office of Inspector General, Review
of FEMA Internal Controls for Funding Administrative Cost Under State Management Grants,
OIG-07-21(Washington, D.C.: December 2007).

DHS updated information: DHS did not provide us with updated information on its efforts to
obtain an unqualified opinion on internal control over financial reporting.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation, as DHS has not yet obtained an unqualified opinion on internal control over
financial reporting.

6. Prepare
corrective action
plans for internal
control weaknesses

GAO and DHS 1G findings: DHS has taken steps to prepare corrective action plans for Generally
internal control weaknesses. According to the fiscal year 2006 DHS Performance and achieved
Accountability Report, during 2006, DHS reported formalizing the corrective action planning
process through a management directive, guidance, and training; implementing an
automated corrective action tracking system to ensure progress is tracked and management
is held accountable for progress, developing a corrective action strategic planning process
for improving financial management at DHS; working with the Office of Management and
Budget to monitor corrective action plans; establishing ongoing reporting by the DHS IG that
assesses and complements management's corrective action efforts through pertormance
audits; and executing the first phase of the Office of Management and Budget-approved
muitiyear plan to implement a comprehensive internal control assessment pursuant to the
Office of Management and Budget Circular No, A-123, Appendix A, Management's
Responsibility for internal Control, guidelines. However, according to the fiscal year 2006
DHS Performance and Accountability Report, DHS and its components did not fully develop
corrective action plans to address all material weaknesses and reportable conditions
identified by previous financial statement audits. in the past, the DHS 1G noted that some
corrective action plans lacked sufficient detail, such as clearly defined roles and
responsibilities, actions to be taken, timetables for completion of actions, and documented
supervisory review and approval of completed actions. For more information, see
Department of Homeland Security Office of Inspector General, Audit of DHS' Corrective
Action Plan Process for Financiaf Reporting, Report No. 4, O1G-07-29 (Washington, D.C.:
February 2007) and Audit of DHS' Corrective Action Plan Process for Financial Reporting -
Report No. 3, O1G-07-13 (Washington, D.C.: December 2006).

DHS updated information: in Aprit 2007, DHS provided us with updated information on its
efforts to develop corrective action plans. According to DHS, a departmentwide committee
has been working since January 2006 to develop its first departmentwide Corrective Action
Plan, which it refers to as its Internal Controls over Financial Reporting Playbook Fiscat Year
2007. The department started its corrective action planning process in November 2008 by
holding internal meetings and initiating the procurement process to obtain a contractor to
develop a tracking system for the department's corrective action plans. Additionally,
beginning in December 2005, DHS held meetings with its components, including the Coast
Guard and ICE, fo develop corrective action plans and estabtlish financial management
remediation issues for fiscal year 2008, Throughout 2006, the DHS Chief Financial Officer
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held approximately 12 corrective action plan workshops with the component agencies
regarding areas of focus for improving financial management and stressing the importance of
identifying and addressing the root causes of component agencies’ financial management
weaknesses. Additionally, the department has developed reports to illustrate progress in
corrective action planning on a quarterly basis.

Our assessment: We conclude that DHS has generally achieved this performance
expectation. DHS has taken actions to develop corrective action plans by, for example,
developing and issuing a departmentwide plan for the corrective action plan process and
holding workshops or corrective action plans.

7. Correct internal
controt weaknesses

GAO and DHS 1G findings: DHS and its components have not fully implemented corrective  Generalily not
action plans to address ail material weaknesses and reportable conditions identified by achieved
previous financial statement audits. in its fiscal year 2006 Performance and Accountability

Report, DHS reported on planned corrective actions to address materials weaknesses in

internal controls over financial reporting and established target dates for completing the

corrections. In addition, the DHS {G reported that progress in implementing corrective action

plans among DHS component agencies was mixed. For more information, see Department

of Homeland Security Office of Inspector General, Audit of DHS’ Corrective Action Plan

Process for Financial Reporting, Report No. 4, 0IG-07-2¢ (Washington, D.C.: February

2007) and Audit of DHS’ Corrective Action Plan Process for Financial Reporting - Report No.

3, OIG~07-13 {(Washington, D.C.: December 2006).

DHS updated information: DHS did not provide updated information relating to this
performance expectation but DHS officials indicated that they generally agreed with our
assessment, and that DHS has not yet corrected its internal control weaknesses. The Office
of the Chiet Financial Officer noted that while DHS addressed many weaknesses during
fiscat year 2006 and, as shown in the Intemal Controls over Financial Reporting Playbook,
plans to address these weaknesses through fiscal year 2010, it will likely take DHS until
fiscal year 2010 to address all of its weaknesses because of pervasive financial
management problems at the Coast Guard. According to DHS officials, the Coast Guard has
made some progress, establishing a Financial Management Transformation Task Force in
July 2006 through which the Coast Guard developed milestones to address its financial
management challenges. Office of the Chief Financial Officer officials stated that DHS has
developed goals and milestones for addressing its material weaknesses and reportable
conditions in the Electronic Program Management Office, a project management tool that is
supposed 1o help improve communication on activities in component offices, ensure
accountability, and enhance the department's ability to react quickly to meet mission-critical
objectives.

QOur assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has not yet corrected internal control weaknesses, according to the
department, the DHS 1G, and independent auditors.

Source: GAO analysis.

Note: An assessment of generaily achieved” indicates that DHS has taken suff«czent actions to satisfy
most of the 1. However, an of "generally achieved® does not signify
that no further action is required of DHS or that functions covered by the expectation cannot be
further improved or enhanced. Conversely, “generally not achieved” mdlca(es that DHS has not yet
taken sufficient actions to satisfy most of the per of

“ not achieved” may be even where DHS has put forth substanhai effort to satisfy
some but not most elemenls of an expectation. in cases when we or the DHS |G have not compieted
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
achieved the p we i “no made.”
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DHS Has Made Limited
Progress in Managing
Human Capital

Key human capital manageraent areas for all agencies, including DHS, are
pay, performance management, classification, labor relations, adverse
actions, employee appeals, and diversity management. Congress provided
DHS with significant flexibility to design a modern human capital
management system. DHS and the Office of Personnel Management jointly
released the final regulations on DHS’s new human capital system in
February 2005. The final regulations established 2 new human capital
system for DHS that was intended to ensure its ability to attract, retain,
and reward a workforce that is able to meet its critical mission. Further,
the human capital system provided for greater flexibility and
accountability in the way employees are to be paid, developed, evaluated,
afforded due process, and represented by labor organizations while
reflecting the principles of merit and fairness embodied in the statutory
merit systeras principles. Although DHS intended to implement the new
personnel system in the surmer of 2005, court decisions enjoined the
department from implementing certain labor ranagement portions of it.
Since that time, DHS has taken actions to irnplement its human capital
system and issued its Fiscal Year 2007 and 2008 Human Capital
Operational Plan in April 2007.

As shown in table 38, we identified eight performance expectations for
DHS in the area of human capital management and found that overall DHS
has made limited progress in meeting those performance expectations.
Specifically, we found that DHS has generally achieved two performance
expectations and has generally not achieved six other expectations.
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Tabie 38: Per Exp and Prog Made in Human Capital Management
Assessment
Generally Generally not No assessment
Performance expectation achieved achieved made
1. Develop a results-oriented strategic human capital plan v
2. lmplement a human capital system that links human v
capital planning to overall agency strategic planning
3. Develop and implement processes to recruit and hire v
employees who possess needed skills
4. Measure agency performance and make strategic human v
capital decisions
5. Establish a market-based and more performance- v
oriented pay system.
8. Seek feedback from employees to aflow for their v
participation in the decision-making process
7. Create a comprehensive plan for training and v
professional development
8. implement training and development programs in support v
of DHS's mission and goals
Total 2 ] 0
Soutos: GAO analysis.
Note: An of ily achieved” indi that DHS has taken sufficient actions to satisfy
most el of the ion, However, an “gf ly achieved” does not signify
that no further action is required of DHS or !ha( functi covered by \he icn cannot be
further improved or enhanced. C: A lly niot achi " indi that DHS has not yet
taken sufficient actions to satisfy most of the ps . An of

“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expeciation. In cases when we or the DHS IG have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
achieved the per , we i made.”

Table 39 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of human capital t and our ass: t of whether DHS
has taken steps to satisfy most of the key elements of the performance
expectation (generally achieved) or has not taken steps to satisfy most of
the performance expectation’s key elements (generally not achieved).
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Performance
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1. Develop a results- GAO findings: DHS has developed a results-oriented strategic human capital plan and  Generally
orlented strategic human issued its human capital strategic pfan in October 2004. In September 2005 we reported  achieved
capital plan that the plan includes selected training strategies, such as developing a leadership

curriculum to ensure consistency of organizationat values across the department and

using training to support the implementation of the DHS human capital management

system. We also reported that it provides an illustration of one way to communicate

finkages between goals and strategies contained in the plan and the broader

organizational goals they are intended to support. For more information see Department

of Homeland Security: Strategic Management of Training Important for Successful

Transformation, GAO-05-888 and Human Capital: DHS Faces Challenges In

Implementing Its New Personnel System, GAO-04-780.

DHS updated information: in March and April 2007, DHS provided us with updated
information related to this performance expectation. In addition to its strategic human
capital plan, DHS has deveioped a fiscal year 2007 and 2008 Human Capital
Operational Plan, which provides specific measurable goals that the department is using
to gauge the effectiveness of the its human capital efforts

Our assessment; We conclude that DHS has generally achieved this performance
expectation, as it has developed a strategic human capital plan,

2. implement a human  GAQ findings: DHS has taken steps 1o implement a human capital system that links Generally not
capital system that links  human capital planning to overall agency strategic ptanning, but more work remains. For achieved
human capital planning  example, federal court decisions have enjoined the department from implementing the
to overalf agency {abor management portions of its human capital system. We reported in September
strategic planning 2005 that human capital management system, known at that time as MAX'™,
represented a fundamental change in many of the department’s human capital poticies
and procedures that would affect a large majority—approximately 110,000—of its civilian
employees. MAX™ covered many key human capital areas, such as pay, performance
management, classification, [abor refations, adverse actions, and empioyee appeals. For
more information see GAQ-05-888; Human Capital: Observations on Final DHS Human
Capital Regulations, GAQ-05-391T; GAQ-04-790; and Human Capital: DHS Personnet
Syséem Design Effort Provides for Collaboration and Employee Participation,
GAO-03-1099,

DHS updated information: \n March and April 2007, DHS provided us with updated
information on its efforts to implement a human capital system that finks human capital
planning to overall agency strategic planning. DHS has developed the Human Capitat
Operational Pian, which identifies five department priorities—hiring and retaining a
talented and diverse workforce; creating a DHS-wide culture of performance; creating
high-guality learning and development programs for DHS employees; implementing a
DHS-wide integrated leadership system; and being a model of human capital service
excellence. DHS told us that the Human Capital Operational Plan encompasses the
initiatives of the previous human capital management system, MAX'", but represents a
more comprehensive human resources program, The Human Capital Operational Plan
identifies 77 goals for the department to achieve throughout fiscal years 2007 and 2008,
and DHS has met the 8 goals with target dates of Aprit 30, 2007, or earlier. For example,
DHS has developed a hiring modsl, developed a communication plan for the Human
Capital Operational Plan, and equipped compoenents with a service level agreement
model. DHS also reported that its Performance Management Program has been
expanded and continues to be expanded across the department and is an integral part
in DHS's strategy for building a single, unified department and finking individual
performance with specific organizational goals. DHS stated that since deployment of the

Page 185 GAO-07-454 Homeland Security Progress Report



273

Performance

y of findi Assessment

Performance Management Program to bargaining unit employees will require callective
bargaining, further expansion is proceeding as appropriate and that once negotiation is
complete at the component level, the new program will be rolled out to both bargaining
unit and non-bargaining unit employees at the same time.

Our assessment: We conclude that DHS has generally not achieved this expectation.
While DHS has taken actions to implement a human capital system that links human
capital planning to overall agency strategic planning, more work remains. DHS has
issued the Human Capital Operational Plan, which identifies department priorities and
goals for fiscal years 2007 and 2008. While DHS has met goals with target dates of April
30, 2007, or earlier, the vast majority of goals set out in the Human Capitat Operational
Plan have target dates after April 30, 2007. DHS reported that it is on track to meet
future goals, but the goals have not yet been met.

3. Develop and
implement processes to
recruit and hire
employees who possess
needed skills

GAO findings: DHS has faced difficulties in developing and implementing processes o Generally not
recruit and hire employees who possess needed skills. We have noted that hiring or achieved
staffing difficulties have adversely affected DHS operations in various areas, including
border security and immigration enforcement, aviation securlty, emergency
preparedness and response, and acquisition management. For example, in May 2005
we reported that ineffective DHS management processes have impeded the
depanment’s ability to hire employees and maintain contracts. in September 2006 we
reported that concerns regarding staffing for disaster response management have been
longstanding, and we noted that FEMA officials cited the lack of agency and contractor
staffing as a difficulty. We also reported that DHS's Office of the Chief Procurement
Officer has not focused on oversight due in part to fimited staffing. In addition, in January
2007 we reported that FEMA facks a strategic workforce plan and related human capital
strategies—such as suceession planning or a coordinated training effort. Such tools are
integral to managing resources, as they enable an agency to define staffing levels,
identify the critical skills nesded to achieve its mission, and eliminate or mitigate gaps
between current and future skilis and competencies. For more information see Budget
issues: FEMA Needs Adequate Data, Plans, and Systems to Effectively Manage
Resources for Day-to-Day Operations, GAO-07-139; Critical Infrastructure Protection:
DHS Leadership Needed to Enhance Cybersecurity, GAO-06-1087T; Homeland
Security: Visitor and Immigrant Status Program Operating, but Management
Improvements Are Still Needed, GAQ-06-318T; immigration Benefits: Improvements
Needed to Address Backlogs and Ensure Quality of Adjudications, GAQ-06-20; Critical
Infrastructure Protection. Department of Homeland Security Faces Challenges in
Fulfiling Cybersecurity Responsibilities, GAQ-05-434; Information Technalogy:
Homeland Security Should Better Balance Need for System Integration Strategy with
Spending for New and Enhanced Systems, GAQ-04-509; and Homeland Security: Risks
Facing Key Border and Transportation Security Program Need to Be Addressed,
GAO-03-1083.

DHS updated information: in March, April, and May 2007, DHS provided us with updated
information on its efforts to develop and implement processes to recruit and hire
smployees who possess needed skills. in the Human Capital Operational Plan, DHS
identifies a number of goals and target dates conceming hiring and recruitment, such as
implementing DHS-wide recruitment strategies and establishing an intern program for
specific occupations. DHS has met two of the plan's hiring goals and associated target
dates—developing/benchmarking a hiring model and developing training on the hiring
modei. DHS's 45-day hiring model has 20 steps, such as posting a vacancy
announcement and checking references, and 8 of the steps are measured for the
purposes of the 45-day target.

DHS stated that the hiring model has been provided to ali components and that it
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receives regular reporting from components against the 45-day hiring target. DHS
reported that it is on track to meet the July target date for assessing hiring practices
against the hiring model and stated that it is on schedule to meet target dates for other
future goals as well. For example, DHS stated that it is in the process of developing e-
Recruitment, an enterprise-wide tool for application processing and workforce planning.

Our assessment; We conclude that this performance expectation has generally not been
achieved. While DHS has taken steps to develop processes to recruit and hire
employees who possess needed skills, more work remains. For example, DHS has
developed a hiring model, but the department has not yet assessed the component's
practices against it. DHS is also stilt in the process of meeting other recruitment and
hiring goals, such as the deployment of e-Recruitment and the establishment of an
intern program in specific occupations.

4. Measure agency GAO findings: DHS has not yet taken the steps needed to measure performance and Generally not
performance and make make strategic human capital decisions. In June 2004, we reported that DHS achieved
strategic human capital  headquariers has not yet been systematic or consistent in gathering relevant data on the
decisions successes or shortcomings of legacy component human capital approaches or current

and future workforce challenges, despite the potential usefulness of this information to

strategic human capital planning activities. We reported that efforts were under way to

gather such data. For more information see GAQ-05-391T and GAO-04-790.

DHS updated information: In March, April, and May 2007, DHS provided us with updated
information on its efforts to measure agency performance and make strategic human
capitat decisions. Specifically, DHS stated that its human capital accountability plan has
been distributed, approved by the Office of Personnel Management, and is operational
but not final. This plan will outline the depariment’s strategy for monitoring and
evaluating its human capital policies and programs and for conducting cyclical
compliance audits of human resources management operations. DHS also reported that
it has identified component representatives to serve on audit teams for accountability
that will specialize in human resources issues. DHS plans to audit the Coast Guard this
year, Further, DHS stated that it is currently working with components to develop metrics
for human capital management. DHS stated that these metrics wilt revolve around hiring,
talent, leadership, and accountability. DHS reported that the department has put
together an Initial framework for these metrics and hopes to have some in use by
October 2007. DHS also stated that since 2005, the DHS Human Capital Office has
setved on the DHS Chief Financial Officer's Internal Controls Committee. DHS reported
that GAQO's Internal Control Management Tool has been used each year to colfect and
review DHS-wide responses and develop corrective action plans, including data on the
many Human Capital-related questions within this tool. DHS stated that DHS Chief
Financial Officer tracks and reports the compiled data to the Office of Management and
Budget.

Our assessment: We conclude that DHS has generaily not achieved this performance
expectation. DHS has made efforts to measure agency performance and make strategic
human capital decisions. However, these efforts are not yet compiete. For example,
DHS’s human capital acc bility plan is op ional but not yet final, and the
department has not finalized metrics it will use for human capital management.
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5. Establish a market~ GAO findings: DHS has not yet established a market-based and more performance- Generally not
based and more oriented pay system. in 2005 we testified that the final regulations on DHS's human achieved
performance-oriented capital system provided for a fiexible, contemporary, performance-oriented, and market-
pay system based compensation system. Specifically, DHS planned to establish occupationat

clusters and pay bands and may, after coordination with the Office of Personne!
Management, set and adjust pay ranges—1aking into account mission requirements,
labor market conditions, availability of funds, and other relevant factors. White the final
regulations contained many elements of a market-based and performance-oriented pay
system, there were several issues that we identified that DHS needed to continue to
address as it moved forward with the implementation of the system. These issues
included linking organizational geals to individual performance, using competencies to
provide a fuller assessment of performance, making meaningtul distinctions in employee
performance, and continuing to incorporate adequate safeguards to ensure fairness and
guard against abuse. For more information, see GAQ-05-391T

DHS updated information: In March and April 2007, DHS provided us with updated
information on its efforts to establish a market-based and more performance-oriented
pay system. DHS reported that it is developing impiementation plans to conduct a
performance-based pay pilot program in a component or organization in order to
validate, measure, and refine the pay band models and processes developed. DHS
stated that the steps required for implementation of a pilot program have been identified
and reported that as an initial step in that process it is identifying a group that would
sefve as a reasonable sample for an assessment of DH8's pay band model and pay
administration procedures. Further, DHS stated that it is assessing the budget
implications for implementation and taking the steps necessary to ensure availability of
sufficient funding. DHS also told us that it has developed competencies for

115 occupations. DHS stated that the competencies will be validated by August 2007
and implemented in Septermnber 2007.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. While DHS has taken steps to develop a market-based and more
performance-oriented pay system, the department has not yet established such a
system. The department reported that it is developing a pilot program but that this
program is still in the planning stages.

6. Seek feedback from  GAO findings: While DHS has taken steps to seek feedback from employees to allow Generally not
employees to allow for  them 1o be involved in the decision-making process, more work L In hieved
their participation inthe 2003, for example, we reporied that empioyee eerspectlves on the desngn of the DHS
decision-making human capital system, formerly known as MAX™, were sought through many
process. mechanisms. Activity updates were provided in the DHS weekly newsletter, an e-mail

rmailbox for employees to submit their suggestions and comments was used, and

multiple town hall meetings and focus groups conducted between the end of May and

the beginning of July 2003 were heid in 10 cities across the United States. However, in

June 2004 we pointed to challenges in implementing the human capital system in a

coltaborative way, We reported that regardless of whether it is a part of collective

bargaining, involving employees in such important decisions as how they are deployed

and how work is assigned is critical to the successful operation of the department. This

is likely to be a significant challenge in light of employee responses to the 2006 U.S.

Office of Personnel Management Federal Human Capitat Survey in which about

30 percent of DHS employees indicated a feeling of personal empowerment, which is

less than the governmentwide response of about 42 percent. Additionally, about

39 percent of DHS employees reported satisfaction with their involvement in decisions

that affect their work, compared to about 54 percent governmentwide. For more

information, see GAC-05-331T; GAD-04-790; and GAO-03-1099.
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DHS updated information: in March and April 2007, DHS provided us with updated
information on its efforls to seek feedback from employees to allow for their participation
in the decision-making process. DHS reported that it is expanding its communication
strategy, including an enhanced DHS human capital Web site. Further, DHS reported
that in consultation with the Undersecretary for Management, component heads, and the
DHS Human Capital Council, it developed an overall strategy for addressing employee
concerns as reflected in the Federal Human Capital Survey results, and the department
reported that it has already completed a number of actions to address the issues raised
in the 2006 Federal Human Capital Survey, as well as the findings of the Common
Culture Task Force. For example, DHS stated that it is continuing ongeing focus groups
and surveys.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has taken a variety of steps to seek feedback from employees to allow
for their participation in the decision-making process, but it continues to face challenges.
For example, during the design of MAX™, DHS took actions to obtain employees’
perspectives through focus groups and town hall meetings. However, the results of the
U.8. Office of Personnel Management Federal Human Capital Sutvey indicate that DHS
employees do not perceive that they have had sufficient invelvement in decision making
at DHS. While DHS reported that it is taking actions to address the concemns raised in
the Federal Human Capital Survey, it is too early to evaluate their effectiveness.

7.Create a
comprehensive plan for
training and professional
development

GAQ findings: DHS has created a comprehensive plan for training and development.
DHS’s department-level training strategy is presented in its human capital and training
strategic plans. Issued in October 2004, its human capital strategic plan includes
selected training strategies, such as developing a leadership curriculum to ensure
cansistency of organizational values across the department and using training to suppornt
the implementation of the DHS human capital management system. in July 2005, DHS
issued its first departmenta training plan, the Department of Homeland Security
Learning and Development Strategic Plan, which provides a strategic vision for
deparimentwide training, We reported that this plan is a significant and positive step
toward addressing departmentwide training challenges. For more information, see
GAO-05-888.

DHS updated information: In March and Aprit 2007, DHS provided us with updated
information on its efforts to create comprehensive plans for training and professional
development. DHS has fitted the position of Chief Learning Officer and has developed a
draft Learning and Development Strategy. The draft plan provides a strategy for how the
department will institutionalize and standardize employee training, education, and
professional development, and it also identifies the four pillars of the DHS University
System, which include the Leadership institute, the Preparedness Center, the Homeland
Security Academy, and the Center for Academic and Interagency Programs.

Our assessmani: We conclude that DHS has generally achieved this performance
expectation as the department has created a training and professional development
plan.

Generally
achieved
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8. implement training GAQ findings: While DHS has taken steps to implement training and development Generally not
and development programs in support of DHS's mission and goals, it continues to face difficulties. In achieved

programs in support of
DHS’s mission and
goals

September 2005, we reported that under the overall direction of the Chief Human
Capital Officer office, DHS has established a structure of training councils and groups
that cover a wide range of issues and include representatives from each organizational
component within DHS. The Training Leaders Council plays a vital role in DHS's efforts
1o foster communication and interchange among the department's various training
communities. DHS has also established a Chief Learning Officer. However, the
formation of DHS from 22 legacy agencies and programs has created challenges to
achieving departmentwide training goals. Of particular concern to the training officials we
spoke with were the lack of common management information systems and the absence
of commonly understood training terminology across components. For more information,
see GAO-05-888.

DHS updated information: in March, April, and May 2007, DHS provided us with updated
information on its efforts to implement training and development programs in support of
DHS's mission and goals. Specifically, DHS has established an Office of Personnel
Management-approved Senior Executive Service Candidate Development Program and
held the orientation for its initial Senior Executive Service Candidate Development
Program class in March 2007, DHS also reported that it has created and launched the
National Capital Region Homeland Security Academy. The Academy will offer a fully
accredited graduate degree in Homeland Security Studies and, when combined with the
West Coast program, will matriculate 200 students annually. Further, DHS reported that
it is conducting academic and outreach partnerships with National Defense University,
Minority Servicing Institutions, and educational consortiums, such as the National
Security Education Consortium and the Homeland Security and Defense Education
Consortium. DHS aiso stated that it is developing electronic courses for employees in
need of specific training and plans to roll out these courses in the near future. DHS
reported that the DHS Training Leaders Council, a councit of training representatives
from DHS Components, created a Training Glossary that is used across the department.
DHS also reported that on February 5, 2007, the department successfully taunched its
ieaming management system, DHScovery. DHS stated that ultimately DHScovery will
deliver and track DHS departmentwide empioyee training events,

Our assessment: We conclude that DHS generally has not achieved this performance
expectation. DHS has made progress in implementing training and development
programs in support of DHS's mission and goals, However, most of DHS's training and
development goals identified in the Human Capital Operational Plan have not yet been
fully implemented,

Source: GAQ analysis.

Note: An assessment of “generally achieved” indicates that DHS has taken sufficient actions 1o satisfy

most of the However, an of does not signify
that no further action is required of DHS or that i covered by the ign cannot be
further improved or enhanced. Ct a not aghi " indi that DHS has not yet
taken sufficient actions to satisfy most of the ion, An of

“generaily not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. In cases when we or the DHS 1G have not completed
work upon which 1o base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
achieved the performance ion, we indi “no made.”
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DHS Has Made Limited
Progress in Information
Technology Management

DHS has undertaken efforts to establish and institutionalize the range of
information technology management controls and capabilities that our
research and past work have shown are fundamental to any organization’s
ability to use technology effectively to transform itself and accomplish
mission goals. Among these information technology management controls
and capabilities are

« centralizing leadership for extending these disciplines throughout the
organization with an empowered Chief Information Officer,

« having sufficient people with the right knowledge, skills, and abilities
to execute each of these areas now and in the future;

« developing and using an enterprise architecture, or corporate
blueprint, as an authoritative frame of reference to guide and constrain
system investments;

« defining and following a corporate process for informed decision
making by senior leadership about competing information technology
investment options;

« applying system and software development and acquisition discipline
and rigor when defining, designing, developing, testing, deploying, and
maintaining systems; and

« establishing a comprehensive, departmentwide information security
program to protect information and systems;

Despite its efforts over the last several years, the department has
significantly more to do before each of these management controls and
capabilities is fully in place and is integral to how each syster investment
is managed.

As shown in table 40, we identified 13 performance expectations for DHS
in the area of information technology management and found that overall
DHS has made limited progress in meeting those expectations. In
particular, we found that DHS has generally achieved 2 performance
expectations and has generally not achieved 8 others. For 3 other
performance expectations, we did not make an assessment.
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Table 40: Performance Expectations and Progress Made in Information Technology Management

Assessment
Generaily Generally not No
Performance expectation achieved feved made
1. Organize roles and responsibilities for information v
technelogy under the Chief information Officer
2. Develop a strategy and plan for information technology
management
3. Develop measures o assess performance in the
management of information technology
4, Strategically manage information technology human v
capital
5. Develop a comprehensive enterprise architecture v
8. Implement a comprehensive enterprise architecture
7. Develop a process to effectively manage information
technology investments
8. Implement a process to effectively manage information
technology investments
9. Develop policies and procedures for effective information
systems development and acquisition
10. implement policies and procedures for effective
information systems development and acquisition
11. Provide operational capabilities for information v
technology infrastructure and applications
12. Develop policies and procedures to ensure protection of v
sensitive information
13. implement policies and procedures to effectively
safeguard sensitive information
Totat 2 3
Source: GAD aralysis.
Note: An of “generally achi " indi that DHS has taken sufficient actions io satisfy
most of the ion. However, aft achieved” does not signify
that no further action is required of DHS or that ion cannot be
further imp: ar ly, “generally not achxeved" xndncates that DHS has not yet
taken sufficient actions to satnsfy most elements of the e An of

“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisty
some but not most elements of an expectation. In cases when we or the DHS 1G have not completed
wark upon which to base an assessment of DHS actions o satisfy a performance expectation, and/or
the information DHS provided did nm enabie us to clearly determine the extent to which DHS has
achigved the p we indi “no made.”

Table 41 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of information technology 1 ent and our t of
whether DHS has taken steps to satisfy most of the key elements of the
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performance expectation (generally achieved) or has not taken steps to
satisfy most of the performance expectation’s key elements (generally not

achieved).
Table 41: Performance Exp i and A of DHS Prog! in info ion Technology
Performance
P i y of findi Assessment

1. Organize roles GAO findings: In May 2004, we reported that the DHS Chief Information Officer did not have  Generally
and responsibilities  the authority and control over departmentwide information technology spending. Control over  achieved

for information the department’s information technology budget was vested primarily with the Chief
technology under the information Officer organizations within each DHS component. As a result, DHS's Chief

Chief information Information Officer did not have authority to manage information technology assets across the
Officer depariment. For more information, see Homeland Security Progress Continues but Challenges

Remain on Department’s Management of Information Technology, GAG-06-598T.

DHS updated information: In March and April 2007, DHS provided us with updated information
on its efforts to organize roles and responsibilities under the Chief Information Officer.
Specifically, in March 2007 DHS issued a management directive that expanded the authorities
and responsibilities of its Chief Information Officer. The directive gives the Chief Information
Officer responsibility for and authority over information technology resources, including funding
and human capital of DHS’s components.

Qur assessment: We conclude that DHS has generally achieved this performance expectation.
DHS's March 2007 management directive is consistent with our 2004 recommendation that
the department strengthen the Chief Information Officer's authority and control over
departmentwide information technology spending.

2. Develop a GAQ findings: In 2004 we reported DHS's draft information resource mar strategic G ily not
strategy and plan for plan dated March 2004 fisted the pricrities of the department’s and component agencies’ Chief achieved
information information Officers for 2004. We also reported that the department was in the process of

technology developing what it termed as road maps for each of these priority areas that included

management descriptions of the current condition of the area, the need for change, the plannsd future state,

initiatives, and barriers. However, we reported that neither DHS’s draft information resource
managerment strategic plan nor the draft priority area road maps developed by DHS contained
sufficient information regarding the department’s information technotogy goals and
performance measures, when the department expected that significant activities would be
completed, and the staff resources necessary to implement those activities. For more
information, see GAO-06-598T and Department of Homeland Security: Formidable information
and Technology Management Challenge Requires Institutional Approach, GAO-04-702.

DHS updated information: in March 2007, DHS provided us with updated information on its
efforts to develop a strategy for information technology management. in particular, DHS
provided us with a document titled the Office of the Chief Information Officer Strategic Plan,
Figcal years 2007-2011. This plan lays out five goals for the department’s information
technology capabilities and includes information on strategic objectives linked to those goals.
The plan's five goals are (1) continuing cyber security improvements; (2) driving information
technology operational efficiencies, improvements; and resiliency; (3) aligning information
technology planning and budgeting with procurement activities and the enterprise architecture;
(4) establishing a foundation for information sharing, data collection, and integration; and

(5) establishing and governing a portfolio of cross-departmental information technology
capabilities 1o support DHS mission and management objectives. The plan also aligns the
Office of the Chief Information Officer’s information technology goals to DHS’s mission
priorities.

Qur assessment: We conclude that DHS has generally not achieved this performance
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expectation. DHS's Office of the Chief Information Officer Strategic Pian represents a starting
point for DHS in its efforts to develop a strategy and plan for information technology
management. However, the plan does not include well-developed milestones and clearly
defined roles and responsibilities for executing initiatives, which we have previously reported
are key elements of a good strategic plan.

3. Develop GAO findings: In 2004 we reported that neither DHS's draft information resource management Generally not
measures o assess  strategic plan nor the draft priority area road maps developed by DHS contained sufficient achieved
performance inthe  Information regarding the department's information technelegy goals and performance
management of measures. We reported that leading organizations define specific goals, objectives, and
information measures; use a diversity of measurement types; and deseribe how information technology
technoiogy outputs and outcomes affect organizational customer and agency program delivery

reguirements, in addition, we reported that the Paperwork Reduction Act and the Clinger-

Cohen Act of 1996 requires agencies to establish goals and performance measures on how

information and technology management contributes to program productivity, the efficiency

and effectiveness of agency operations, and service to the public. More recently, DHS has

taken actions consistent with the expectation. Specifically, DHS established key information

technology initiatives and associated goals as part of its 2005-2006 Information Technology

Strategy. This strategy linked key information technology initiatives and goals to DHS's

overarching mission and goals, such as providing service to the public and increasing the

sfficiency and effectivensss of agency operations and program productivity. For more

information, see GAO-04-702.

DHS updated information: In March and April 2007, DHS provided us with updated information
on its efforts to develop performance measures for information technology management. DHS
reported that it uses the Office of Management and Budget's Program Assessment Rating
Tool to measure the performance if individual information technology programs. DHS also
reported that performance measures for major programs are tracked in the Office of
Management and Budget Exhibit 300 business cases.

Qur assessment: Untit DHS provides evidence that it has developed measures for assessing
the department’s management of information technology, we conclude that DHS has generally
not achieved this performance expectation. DHS reported using various tools to measure
performance of individual information technology programs. However, we believe that while
the Program Assessment Rating Tool and the Exhibit 300 business cases can help provide
important information for the department on the management of individual investments, these
tools do not provide tor routinely ing overall information technology
management performance.

4. Strategically GAO findings and assessment: We have not conducted work on DHS's information technology No
manage information  human capital management and DHS did not provide us with information on its efforts to assessment
technology human  achieve this performance expectation that would aflow us to make an assessment on DHS's  made
capital progress in achieving this performance expectation. In the past, we noted that DHS faced

difficulties in strategically managing its human capital for information technology. We also

reported that DHS had begun strategic planning for information technotogy human capital at

the headquarters level, but it had not yet systematically gathered baseline data about its

existing workforce. We have ongoing work in this area and plan to report on the resuits of this

work later this year. For more information, see GAD-06-598T and GAO-04-702,
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5. Develop a GAQ findings: An enterprise architecture provides systematic structural descriptions—in useful No
comprehensive models, diagrams, tables, and narrative-—of how a given entity operates today and how it assessment
enterprise plans to operate in the future, and it includes a road map for transitioning from today to made

architecture

tomorrow. The Clinger-Cohen Act and the Office of Management and Budget require that
departments such as DHS develop and use an architecture. DHS has begun developing an
enterprise architecture using an evolutionary approach that entails producing successively
more mature versions. DHS released the initial version of its enterprise architecture in
September 2003. In August 2004 we reported that the department’s initial enterprise
architecture provided a partial basis upen which to build future versions but was missing most
of the content necessary to be considered a weil-defined architecture. in particular, the content
of this initial version was not systematically derived from a DHS or national corporate business
strategy; rather, it was more the result of an amalgamation of the existing architectures that
several of DHS’s predecessor agencies already had. To its credit, the department recognized
the limitations of the initial architecture, To assist DHS in evolving its architecture, we
recommended 41 actions aimed at having DHS add needed architecture content. Since then,
the department reported that it had taken steps in response to our recommendations. For
example, DHS issued version 2 of its enterprise architecture, which the department reported
contained additional business/mission, service, and technical descriptions, in October 2004.
Subsequently, DHS decided to issue annual architecture updates. The first of these, DHS EA
2008, was issued in March 2006. In May 2007 we reported that DHS EA 2008 partially
addresses the content shortcomings in earlier versions. However, the full depth and breadth of
architecture content that our 41 recommendations provided for is not reflected. For example,
we recommended that DHS use, among other things, an analysis of the gaps between the
current (“as-is"} and future (“to-be”} states of the architecture to define missing and needed
capabifities and form the basis for its transition plan. However, DHS EA 2006 does not inciude
a transition plan and it does not include any evidence of a gap analysis, in addition we
reported in August 2006 on DHS's enterprise architecture management capability, stating,
among other things, that DHS has not fully implemented 7 of 31 elements of our Enterprise
Architecture Management Maturity Framework. For example, we found that the depariment's
enterprise architecture products and management processes do not undergo independent
verification and validation and that the return on enterprise architecture investment is not
measurad and reported. For more information, see Homeland Security: Efforts Under Way to
Develop Enterprise Architecture, but Much Work Remains, GAO-04-777; GAO-06-598T;
Homeland Security: DHS Enterprise Architecture Continues fo Evolve but Improvements
Needed, GAQ-07-564; Enterprise Architecture: Leadership Remains Key to Establishing and

Leveraging Archit

for

jonal Trar

Technology: A Framework for Assessing and improving Er

{Version 1.1), GAQ-03-584G.

DHS updated information: In March 2007, DHS reported that it has already addressed, or has
identified tasks in its program plan to address, those elements of our Enterprise Architecture
Management Maturity Framework that we found that the department had previously not fully or
partially satisfied. In June 2007, DHS provided us with a newer, more current version of its
architecture (i.e., DHS £A 2007), which it reports addresses many of our prior corcems.

Our assessment: Because of the considerable time and resources necessary 1o evaluate an
architecture as large and complex as DHS's, we have not had an opportunity to assess this

latest version.

ion, GAQ-06-831; and Information

Architecture Mar

1
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8. implement a GAQ findings: Between 2003 and 2007, we have reported on the extent to which the Generally not
comprehensive department has implemented its enterprise architecture to ensure alignment of major achieved
enterprise information technology investments, such as US-VISIT, CBP’'s Automated Commercial
architecture Environment systerm, and ICE's Atlas program. We reported in September 2003 that US-VISIT

was making assumptions and decisions about the program because the operational context
was unsettled and unclear. in February 2005 we reported that DHS had assessed US-VISIT
for alignment with the business and information/data views of its architecture and found it to be
in compliance. However, the assessment did not include other architecture views, and DHS
could not provide us with sufficient documentation to understand its architecture compliance
methodology and criteria, or verifiable analysis to justify its determination. in February 2007,
we reported that DHS had not reviewed US-VISIT architecture compliance for more than 2
years, during which time both US-ViSIT and the DHS enterprise architecture had changed. We
also reported in March 2005 and again in May 2006 that DHS's determination that the
Automated Commercial Environment was aligned with DHS's architecture was not supported
by sufficient documentation to alfow us to understand its architecture compliance methodology
and criteria or with verifiable analysis demonstrating alignment. We reported in September
2005 and again in July 2006 that DHS had determined that Atlas was in compliance with the
architecture but that this determination was also not based on a documented analysis or
methodology that is necessary to make such a determination. In August 2006 we reporied on
DHS's enterprise architecture management capability. Among other things, we found that
although DHS had a process that required information technology investment compliance with
its enterprise architecture, the process did not include a methedology with detailed compliance
criteria. For more information, see Homeland Security: Risks Facing Key Border and
Transportation Security Program Need to Be Addressed, GAO-03-1083; Homeland Security:
Some Progress Made, but Many Challenges Remain on U.S. Visitor and Immigrant Status
indicator Technology Program, GAO-05-202; Homeland Security: Planned Expenditures for
U.S. Visitor and Immigrant Status Program Need to Be Adequately Defined and Justified,
GAOQ-07-278; Information Technology: Customs Automated Commercial Environment
Progress Progressing, but Need for Management Improvements Continues, GAO-05-267;
Information Technology: Customs Has Made Progress on Automated Commercial
Environment System, but It Faces Long-Standing Management Challenges and New Risks,
GAO-06-580; Information Technology: Management Improvements Needed on Immigration
and Customs Enforcement’s Infrastructure Modernization Program, GAQ-05-805; Information
Technology: Immigration and Customs Enforcement Is Beginning to Address Infrastructure
Modernization Program k but Key Imp s Stilf Needed,

GAQ-06-823; GAO-03-584G; and GAO-06-831.

DHS updated information: DHS did not provide us with updated information on its efforts to
impiement an enterprise architecture.

Our assessment: We conciude that DHS has generally not achieved this performance
expectation. We have reported that major DHS information technelogy investments have not
been fully aligned with DHS's enterprise architecture, and DHS did not provide us evidence
that these investments and others have been fully aligned with DHS's enterprise architecture.

7. Develop a process
10 effectivel

GAQ findings: DHS has not fully developed a process to manage information technology Generally not

manage information
technology
investments

ir 3 ifically, in Aprii 2007, we reported that DHS has established the achieved
management structure to effectively manage its investments. However, the department had

yet to fully define 8 of the 11 related policies and procedures defined by our information

technology investment management framework,” Specificatly, while DHS had documented the

policies and related procedures for project-level management, some of these procedures did

not include key elements. For example, procedures for selecting investments did not cite either

the specific criteria or steps for prioritizing and selecting new information technology

proposals, and procedures for management oversight of information technology projects and

systems did not specify the rules that the investment boards were to follow in overseeing
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investments. in addition, the department had yet to define most of the policies associated with
managing its information technology projects as invastment portiolios. Officials attributed the
absence of project-level procedures to resource constraints, stating that with a full time staff of
six to support departmentwide investment management activities, they were more focused on
performing investment management rather than documenting it in great detail. They attributed
the absence of policies and procedures at the portfolio level to other investment management
priotities. For more information, see information Technology: DHS Needs to Fully Define and
implement Policies and Procedures for Effectively Managing Investments, GAQ-07-424.

DHS updated information: in March and April 2007, DHS provided us with information on its
efforts to develop a process to effectively manage information technology investments. In
particular, DHS reported that while it has substantial room for improvement in this area, DHS
has developed an investment oversight foundation that can be effective.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has taken some actions to develop a process to effectively manage
information technology investments, but much work remains. Specifically, the depariment has
not yet fully defined many of the key policies and procedures identified in our information
technology investment management framework.

8. Implement a
process to effectively
manage information
technology

GAQ findings: DHS is not effectively managing its information technology i G lly not
Specifically, in April 2007, we reported that DHS had not fully implemented any of the key achieved
practices our information technology investment management framework specifies as being

needed to actually control investments——either at the project level or at the portfolio level. For

ir ns

ple, according to DHS officials and the department’s control review schedule, the
investment boards had not conducted regular reviews of investments. Further, while control
activities were sometimes performed, they were not performed consistently across all
information technology projects. In addition, because the policies and procedures for portfolic
management had yet to be defined, control of the department's investment portfolios was ad
hog, according to DHS officials. To strengthen information technology investment
management, officials told us that they had hired a portfolio manager and were recruiting
another one. For more information, see GAQ-07-424.

DHS updated information: In March 2007, DHS provided us with information on its efforts to
develop a process to effectively manage information technology investments. In particular,
DHS reported that while it has substantial room for improvement in this area, DHS has
developed an investment oversight foundation that can be effective.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has taken some actions to implement a process to effectively manage
information technology investments, but more work remains, panicularly in implementing the
key practices of our information technology investment management framework for actually
controlling investments,

8. Develop policies
and procedures for
effective information
systems
development and
acquisition

GAO findings: in March 2008, we reported that DHS was in the process of drafting policies Generally not
and procedures to blish a depar ystems development life cycle methodology achieved
that was intended to provide a common management approach to systems development and

acquisition. According to DHS, the goals of the systems developrment life cycle are to help

align projects to mission and business needs and requirements; incorporate accepted industry

and government standards, best practices, and disciplined engineering methods, including

information technology maturity mode! concepts; ensure that formal reviews and approval

required by the process are consistent with DHS's investment management process; and

institute disciplined life cycle management practices, including planning and evaluation in each

phase of the information system cycle. The methodology is to apply to DHS's information

technology portfolio as well as other capital asset acquisitions. Under the methodology, each

pregram is expected to, among other things, foliow disciplined project planning and

management processes balanced by effective management controls; have a comprehensive
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project management plan; base project plans on user requirements that are testable, and
traceable to the work products produced; and integrate information security activities
throughout the systems development iife cycle. For more information, see GAC-06-598T,

DHS updated information: In March 2007, DHS provided us with updated information on its
efforts to develop policies and procedures for information systems development and
acquisition. Specifically, DHS's March 2007 Information Technology integration and
Management directive notes that the DHS Chief Information Officer is responsible for
reviewing and approving any information technology acquisition in excess of $2.5 million.

Our assessment: We conclude that DHS has generally not achieved this performance
expectation, as the life cycle methodology for managing systems development and acquisition
in stift in draft form and each component has its own methodology.

10. Implement
policies and
procedures for
effective information
systems
development and
acquisition

GAO findings: DHS has faced challenges in implementing policies and procedures for effective Generally not
information systems development and acquisition. Specifically, our reviews of several key achieved
{nonfinancial) information technology programs (e.g., US-VISIT, CBP's Automated

Commercial Environment, and ICE’s Atlas program) have disclosed numerous weaknesses in

the implementation of policies and procedurss relfating to key development and acquisition

areas, such as requirernents development and management, test management, project

planning, validation and verification, and contract management oversight. We have ongoing

work related to specific systems acquisition programs. For more information, see GAO-04-702.

DHS updated information; In March 2007, DHS provided us with updated information on its
efforts to develop poticies and procedures for information systems development and
acquisition. Specifically, DHS's March 2007 information Technology Integration and
Management directive notes that the DHS Chief Information Officer is responsible for
reviewing and approving any information technology acquisition in excess of $2.5 million and
to ensure the alignment of the department's purchases with the target enterprise architecture,

QOur assessment: We conclude that DHS has generally not achieved this performance
expectation. DHS has taken some actions to develop policies and procedures for reviewing
information technology acquisitions. However, DHS did not provide us with evidence that
these policies and procedures have been effectively implemented with regard to specific
information technology acquisition programs, such as US-VISIT and the Automated
Commercial Environment.

11. Provide
operational
capabilities for
information
technotogy
infrastructure and
applications

GAD findings and assessment: We have not completed work in this area upon which to make No

an assessment. We previously reporied that a gauge of DHS's progress in managing its assessment
information technology investments is the extent to which it has deployed and is currently made
operating more modern information technology systems and infrastructure.
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12. Develop policies  GAO findings and assessment; We conclude that DHS has generally achieved this Generally
and procedures to performance expectation, as DHS has developed policies and procedures for protecting achieved

ensure protection of  sensitive information. The Chief Information Officer designated the Chief information Security

sensitive information  Officer to carry out specific information security responsibilities that include developing and
maintaining a departmentwide information security program; developing departmental
information security policies and procedures; providing the direction and guidance necessary
to ensure that information security throughout the department is compliant with federal
information security requirements and policies; and advising the Chief Information Officer on
the status and issues involving security aspects of the departmentwide information security
program. Since DHS became operational in March 2003, the Chief Information Security Officer
has developed and documented departmental policies and procedures that could provide a
framework for implementing an agencywide information security program. For more
information, see Information Security: Department of Homeland Security Needs to Fully
Implement Its Security Program, GAO-05-700.

13. implement GAO and DHS IG findings: DHS has not yet implemented policies and procedures for Generally not
policies and safeguarding sensitive information. In June 2005, we reported that DHS had yet to effectively  achieved
procedures to implement a comprehensive, deparimentwide information security program to protect the

effectively safeguard information and information systems that support its operations and assets. In particular,

sensitive information  although it had developed and documented departmentaf policies and procedures that could
provide a framework for implementing such a program, certain departmental components had
not yet fully implemented key information security practices and controls. Examples of
weaknesses in components’ implementation included incomplate or missing elements in risk
assessments, security plans, and remedial action plans, as well as incomplete, nonexistent, or
untested continuity of operations plans. in September 2006, the DHS IG reported that DHS
had made progress in implementing its information security program. For example, the DHS
1G found that DHS had taken measures to develop a process to maintain a comprehensive
systems inventory and fo increase the number of operational systems that had been certified
and accredited. Despite several improvements in DHS's information security program, the
DHS IG found that DHS components, through their information Systems Security Managers,
had not completely aligned their respective information security programs with DHS’s overall
policies, procedures, and practices. For example, all DHS systems had not been properly
certified and accredited; alt components’ information security weaknesses were not included in
a plan of action and milestones; data in the enterprise management tool, Trusted Agent
FISMA, was not complete or current; and system contingency plans had not been tested for all
systems. The DHS IG reported that white DHS had issued substantial guidance designed to
create and maintain secure systems, there were areas where the implementation of
agencywide information security procedures required strengthening: (1) cenrtification and
accreditation; {2} pfan of action and milestones; (3} security configurations; (4) vulnerability
testing and remediation; (5) contingency plan testing; (6} incident detection, analysis, and
reparting; and (7} specialized security training, For more information, see GAO-08-538T and
GAO-05-700. Also, see Department of Homeland Security Office of Inspector General,
Evaluation of DHS' Information Security Program for Fiscal Year 2006, OiG-06-62
{Washington, D.C.: Septembar 2006).

DHS updated information: In March 2007, DHS provided us with updated information on its
efforts 1o implement policies and procedures 1o safeguard sensitive information. DHS reported
initiating an Information Technology Security Remediation Project in 2006 to ensure that al}
DHS components implemented a common set of information security practices and key
controls at the system level. According to DHS, all system owners were required to implement
a common set of baseline controls as outlined in the directive on DHS Information Security
Policy and to demonstrate compliance by submitting appropriate system security
documentation, including a risk assessment, a system security plan, results of controls testing,
a contingency plan (if required), and an accreditation letter signed by an appropriate
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Performance
P i y of findi Assessment
Designated Accrediting Authority, for a department-level review. By the end of Qctober 2006,
DHS reported that 95 parcent of the department’s information technology systems were fully
accredited.
QOur assessment: We conclude that DHS has generally not achieved this performance
expectation. Although DHS has taken actions to implement policies and procedures t0
safeguard sensitive information, it has not yet effectively done so. For example, the DHS 1G
reported that the department had a material weaknesses in the effectiveness of general and
application controls over its financial systems, and our ongoing work has identified significant
information security that pervade supporting & key departmental
program. {n addition, while DHS has taken actions to ensure that certification and accreditation
activities are completed, the department did not provide evidence that it has strengthened its
incident detection, analysis, and reporting and testing activities.
Source: GAO analysis.
Note: An of “generally achieved” indk that DHS has taken sufficient actions to satisfy
mast of the ion. However, an of % ly i " does not signify
that no further action is required of DHS or that functions covered by the ion cannot be
further improved or C “ fly not achi " ind that DHS has not yet
taken sufficient actions to satisfy most elements of the p ion, An it of
“generally not achieved” may be warranted even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation. in cases when we or the DHS |G have not completed
work upon which to base an assessment of DHS actions to salisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
achieved the performance ion, we indi “no made.”
"GAO, jon Tech Mar DA for and Imp
Process Maturity, GAG-04-384G (Washington, D.C.: March 2004).
DHS Has Made Moderate DHS has taken actions to implement its real property management
Progress in Real Property ~ responsibilities. Key elements of real property management, as specified in
Management Executive Order 13327, “Federal Real Property Asset Management,”

include establishment of a Senior Real Property Officer, development of
an asset inventory, and development and implementation of an asset
management plan and performance measures, In June 2006, the Office of
Managernent and Budget upgraded DHS’s Real Property Asset
Management Score from red to yellow after DHS developed an approved
Asset Management Plan, developed a generally corplete real property

data inventory, submitted this inventory for inclusion in the

governmentwide real property inventory database, and established
performance measures consistent with Federal Real Property Council
standards. DHS also designated a Senior Real Property Officer as directed

by Executive Order 13327.

As shown in table 42, we identified nine performance expectations for
DHS in the area of real property management and found that overall DHS
has made moderate progress in meeting those expectations. Specifically,
we found that DHS has generally achieved six of the expectations and has
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generally not achieved three others. Our assessments for real property
management are based on a report on DHS's real property management
released in June 2007.

Table 42: Performance Expectations and Progress Made in Real Property Management

Performance expectation Assessment
Generally Generally Ne
achieved not achieved assessment made

1. Establish a Senior Real Property Officer who actively

serves on the Federal Real Property Gouncil d

2. Complete and maintain a comprehensive inventory and v
profile of agency real property

3. Provide timely and accurate information for inclusion in
the governmentwide real property inventory database

4. Develop an Office of Management and Budget-approved v
asset management plan

5. Establish an Office of Management and Budget-approved
3-year roliing timefine with certain deadlines by which the v
agency will address opportunities and determine its
priofities as identified in the asset management plan

6. Demonstrate steps taken toward implementation of the
asset management plan

7. [Establish real property performance measures v

8. Use accurate and current asset inventory information and
real property performance measures in management £
decision making

8. Ensure the management of agency property assets is
consistent with the agency’s overall strategic plan, the

v
agency asset management plan, and the performance
measures
Total 6 3 0
Sousce: GAD analysis.
Note: An of “g i ieved” ind: that DHS has taken sufﬂc‘ent actions to satisfy
most of the ion, However, an 1t of " does not signify

that no further action is required of DHS or that functions covered by the expectation cannot be
further improved or enhanced. Conversely, “generally not achieved” mdlcates that DHS has not yet
taken sufficient actions to satisfy most of the of
“generally not achieved” may be warranted even where DHS has put forth substanha( effort to satisty
some but not most elements of an expectation. in cases when we or the DHS 1G have not completed
work upon which to base an assessment of DHS actions to satisfy a performance expectation, and/or
the information DHS provided did not enable us to cleaﬂy determine the extent to which DHS has

ieved the we i made.”
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Table 43 provides more detailed information on the progress that DHS has
made in taking actions to achieve each performance expectation in the
area of real property management and our assessment of whether DHS has
taken steps to satisfy most of the key elements of the performance
expectation (generally achieved) or has not taken steps to satisfy most of
the performance expectation’s key elements (generally not achieved).

Table 43: Performance Exp and A of DHS Progl in Real Property Management
Perf T y of findi Assessment
1. Establish a Senior Real GAQ findings and assessment: DHS has appointed a Senior Real Property Generally
Property Officer who actively Officer whose official title is Chief Administrative Officer. The Senior Reat achieved
serves on the Federal Real Property Officer serves on the Federal Real Property Council and coordinates
Property Councit the formulation and implementation of real property management planning for

DHS. For more information, see Federal Real Property: DHS Has Made

Progress, but Additional Actions Are Needed to Address Real Property

Management and Security Challenges, GAO-07-858.
2. Complete and maintain a GAO findings and assessment; DHS has developed and maintained an Generally
comprehensive inventory and inventory of agency real property. DHS's real property data inventory, called the achieved
profile of agency real property Reatl Property Information System, is designed to enable active and efficient

stewardship of its real property assets. It has been in place since April 2006.

For more information, see GAD-07-658,
3. Provide timely and accurate  GAO findings and assessment: DHS submits data on real property that it owns  Generaily
information for inclusion in the and directly leases to the General Services Administration’s governmentwide  achieved
governmentwide real property real property inventory, For more information, see GAO-07-858.
inventory database
4. Develop an Office of GAO findings and assessment: DHS has developed an Office of Management  Generally
Management and Budget- and Budget-approved asset management plan. The administration’s Real achieved
approved asset management Property Initiative required DHS to develop and implement an asset
plan management plan, develop a real property inventory that tracked DHS's assets,

and develop and use performance measures. The Office of Management and

Budget approved DHS's asset management plan in June 2008. For more

information, see GAQ-07-658.
5. Establish an Office of GAO findings and assessment: DHS has developed an Office of Management  Generally
Management and Budget- and Budget-approved 3-year timeline to implement the goals and objectives of  achieved

approved 3-year rofling timeline
with certain deadlines by which
the agency will address
opporiunities and determine its
priorities as identified in the
asset management plan

the asset management plan. For more information, see GAC-07-658.

8. Demonstrate steps taken

GAO findings and assessment: DHS has yet to demonstrate full implementation

Generally not

toward implementation of the of its asset management plan. For more information, see GAO-07-658. achieved
asset management plan

7. Establish real property GAO findings and assessment: DHS has established asset management Generally
performance measures performance measures, including facility condition, utilization, mission achieved

dependency, and annual eperating and maintenance costs. For more
information, see GAG-07-658.
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Performance y of findi Assessment
8. Use accurate and current GAQ findings and assessment: DHS has yet to demonstrate full use of asset Generally not
asset inventory information and  inventory information and performance measures in management decision achieved
real property performance making. For more information, see GAD-07-658.

measures in management
decision making

8. Ensure the management of GAO findings and assessment: DHS has not yet taken steps to ensure that the  Generally not
agency property assets is management of agency property assets is consistent with the DHS strategic achieved
consistent with the agency's plan, asset management plan, and performance measures. For more

overail strategic plan, the agency information, see GAC-07-858.

asset management plan, and the
performance measures

Bource: GAD analysis.

Note: An assessment of generalty achieved” indicates that DHS has taken sufficient actions to satisfy
most of the 1. However, an achieved” does not signify
that no further action is required of DHS or that i covered by the fon cannot be
further improved or enhanced. Conversely, “generally not ach»eved" mdlcales that DHS has not yet
taken sufficient actions to satisfy most of the per . An of

g ly not achit " may be war even where DHS has put forth substantial effort to satisfy
some but not most elements of an expectation, In cases when we or the DHS IG have not completed
work upon which to base an assessment of DHS actions {o satisfy a performance expectation, and/or
the information DHS provided did not enable us to clearly determine the extent to which DHS has
achieved the performance ion, we indi “no 1t made.”

Cross-cutting Issues
Have Hindered DHS’s
Implementation
Efforts

Our work has identified homeland security challenges that cut across
DHS’s mission and core management functions. These issues have
impeded the department’s progress since its inception and will continue as
DHS moves forward. While it is important that DHS continue to work to
strengthen each of its mission and core management functions, it is
equally important that these key issues be addressed from a
comprehensive, departmentwide perspective to help ensure that the
department has the structure and processes in place to effectively address
the threats and vulnerabilities that face the nation. These issues include:
(1) transforming and integrating DHS's management functions; (2)
establishing baseline performance goals and measures and engaging in
effective strategic planning efforts; (3) applying and improving a risk
management approach for implementing missions and making resource
allocation decisions; (4) sharing information with key stakeholders; and
(5) coordinating and partnering with federal, state, local, and private
sector agencies. We have made numerous recommendations to DHS to
strengthen these efforts, and the department has made progress in
implementing some of these recommendations.
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DHS Has Not Yet
Transformed Its
Component Agencies into
a Fully Functioning
Department

DHS has faced a variety of difficulties in its efforts to transform into a fully
functioning department, and we have designated DHS impl tation and
transformation as high-risk. We first designated DHS's implementation and
transformation as high-risk in 2003 because 22 disparate agencies had to
transform into one department. Many of these individual agencies were
facing their own management and mission challenges. But most
iraportantly, the failure to effectively address DHS's management
challenges and program risks could have serious consequences for our
homeland security as well as our economy. We kept DHS implementation
and transformation on the high-risk list in 2005 because serious
transformation challenges continued to hinder DHS's success. Since then,
our and the DHS IG’s reports have documented DHS's progress and
remaining challenges in transforming into an effective, integrated
organization. For example, in the management area, DHS has developed a
strategic plan, is working to integrate some management functions, and
has continued to form necessary partnerships to achieve mission success.
Despite these efforts, we reported that DHS implementation and
transformation remains on the 2007 high-risk list because numerous
management challenges remain, such as in the areas of acquisition,
financial, human capital, and information technology management. We
stated that the array of managernent and programmatic challenges
continues to limit DHS’s ability to carry out its roles under the National
Strategy for Homeland Security in an effective risk-based way.

We have recommended that agencies on the high-risk produce a corrective
action plan that defines the root causes of identified problems, identifies
effective solutions to those problers, and provides for substantially
completing corrective measures in the near term. Such a plan should
include performance metrics and milestones, as well as mechanisms to
monitor progress. In the spring of 2006, DHS provided us with a draft
corrective action plan that did not contain key elements we have identified
as necessary for an effective corrective action plan, including specific
actions to address identified objectives. As of May 2007, DHS had not
submitted a corrective action plan to the Office of Management and
Budget. According to the Office of Management and Budget, this is one of
the few high-risk areas that has not produced a final corrective action
plan.

Our prior work on mergers and acquisitions, undertaken before the
creation of DHS, found that successful transformations of large
organizations, even those faced with less strenuous reorganizations than
DHS, can take at least 5 to 7 years to achieve. We reported that the
creation of DHS is an enormous management challenge and that DHS
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faces a formidable task in its transformation efforts as it works to
integrate over 170,000 federal employees from 22 component agencies.
Each component agency brought differing missions, cultures, systems, and
procedures that the new department had to efficiently and effectively
integrate into a single, functioning unit. At the same time it weathers these
growing pains, DHS must still fulfill its various homeland security and
other missions.

To strengthen its transformation efforts, we recommended, and DHS
agreed, that it should develop an overarching management integration
strategy, and provide the then DHS Business Transformation Office with
the authority and responsibility to serve as a dedicated integration team
and also to help develop and implement the strategy. We reported that
although DHS has issued guidance and plans to assist management
integration on a function by function basis, it has not developed a plan that
clearly identifies the critical links that should occur across these
functions, the necessary timing to make these links occur, how these
interrelationships will occur, and who will drive and manage them. In
addition, although DHS had established a Business Transformation Office
that reported to the Under Secretary for Management to help monitor and
look for interdependencies among the individual functional management
integration efforts, that office was not responsible for leading and
managing the coordination and integration itself. We understand that the
Business Transformation Office has been recently eliminated. We have
suggested that Congress should continue to monitor whether it needs to
provide additional leadership authorities to the DHS Under Secretary for
Management, or create a Chief Operating Officer/Chief Management
Officer position which could help elevate, integrate, and institutionalize
DHS’s management initiatives. The Implementing Recommendations of the
9/11 Commission Act of 2007, enacted in August 2007, designates the
Under Secretary for Management as the Chief Management Officer and
principal advisor on management-related matters to the Secretary.* Under
the Act, the Under Secretary is responsible for developing a transition and
succession plan for the incoming Secretary and Under Secretary to guide
the transition of management functions to a new administration. The Act
further authorizes the incurabent Under Secretary as of Novermber 8, 2008
(after the next presidential election), to remain in the position until a

*fropl iR dations of the 9/11 Cc ission Act of 2007, Pub. L. No. 110-33, §
2405, 121 Stat. 266 (2007},
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successor is confirmed to ensure continuity in the management functions
of DHS.

In addition, transparency plays an important role in helping to ensure
efficient and effective transformation efforts. With regard to DHS, we have
reported that DHS has not made its management or operational decisions
transparent enough so that Congress can be sure it is effectively,
efficiently, and economically using the billions of dollars in funding it
receives annually. More specifically, in April 2007, we testified that we
have encountered access issues in numerous engagements, and the lengths
of delay have been both varied and significant and have affected our
ability to do our work in a timely manner. We reported that we have
experienced delays with DHS components that include CBP, ICE, FEMA,
and TSA on different types of work such as information sharing,
immigration, emergency preparedness in primary and secondary schools,
and accounting systems. The Secretary of DHS and the Under Secretary
for Management have stated their desire to work with us to resolve access
issues and to provide greater transparency. It will be important for DHS to
become more transparent and minimize recurring delays in providing
access to information on its programs and operations so that Congress,
GAO, and others can independently assess its efforts.

DHS Has Not Yet
Developed Outcome-Based
Measures to Assess
Strategic Performance in
Many Areas

DHS has not always implemented effective strategic planning efforts and
has not yet fully developed performance measures or put into place
structures to help ensure that the agency is managing for results. We have
identified strategic planning as one of the critical success factors for new
organizations. This is particularly true for DHS, given the breadth of its
responsibility and need to clearly identify how stakeholders’
responsibilities and activities align to address homeland security efforts.
The Government Performance and Results Act (GPRA) of 1993 requires
that federal agencies consult with the Congress and key stakeholders to
assess their missions, long-term goals, strategies, and resources needed to
achieve their goals. It also requires that the agency include six key
components in its strategic plan: (1) a mission statement; (2) long-term
goals and objectives; (3) approaches (or strategies) to achieve the goals
and objectives; (4) a description of the relationship between annual and
long-term performance goals; (5) key factors that could significantly affect
achievement of the strategic goals; and (6) a description of how program
evaluations were used to establish or revise strategic goals. Other best
practices in strategic planning and results management that we have
identified include involving stakeholders in the strategic planning process,
continuously monitoring internal and external environments to anticipate
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future challenges and avoid potential crises, holding managers
accountable for the results of their programs, and aligning program
performance measures and individual performance expectations at each
organizational level with agencywide goals and objectives.

DHS issued a departmentwide strategic plan in 2004 that addressed five of
six GPRA-required elements. The plan included a mission statement, long-
term goals, strategies to achieve the goals, key external factors, and
program evaluations, but did not describe the relationship between annual
and long-term goals. The linkage between annual and long-term goals is
important for determining whether an agency has a clear sense of how it
will assess progress toward achieving the intended results of its long-term
goals. While DHS's Performance Budget Overview and other documents
include a description of the relationship between annual and long-term
goals, not including this in the strategic plan made it more difficult for
DHS officials and stakeholders to identify how their roles and
responsibilities contributed to DHS’s mission. In addition, although DHS's
planning documents described programs requiring stakeholder
coordination to effectively implement them, stakeholder involvement in
the planning process itself was limited. Given the many other
organizations at all levels of government and in the private sector whose
involvement is key to meeting homeland security goals, earlier and more
comprehensive stakeholder involvernent in the planning process is
essential to the success of DHS's planning efforts. Such involvement is
important to ensure that stakeholders help identify and agree on how their
daily operations and activities contribute to fulfilling DHS’s mission. To
make DHS a more results-oriented agency, we recommended that DHS’s
strategic planning process include direct consultation with external
stakeholders, that its next strategic plan include a description of the
relationship between annual performance goals and long-term goals, and
that the next strategic plan adopt additional good strategic planning
practices, such as ensuring that the strategic plan includes a timeline for
achieving long-terms goals and a description of the specific budgetary,
human capital, and other resources needed to achieve those goals.
According to DHS officials, the department is planning to issue an updated
strategic plan, but they did not provide a target time frame for when the
plan would be issued.

We have also reported on the importance of the development of outcome-
based performance goals and measures as part of strategic planning and
results management efforts. Performance goals and measures are intended
to provide Congress and agency management with information to
systematically assess a program’s strengths, weaknesses, and
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performance. A performance goal is the target level of performance
expressed as a tangible, measurable objective against which actual
achievement will be compared. A performance measure can be defined as
an indicator, statistic, or metric used to gauge program performance.
Outcome-oriented measures show results or outcomes related to an
initiative or program in terms of its effectiveness, efficiency, or impact.”

A number of DHS’s programs lack outcome goals and measures, which
may hinder the department’s ability to effectively assess the results of
program efforts or fully assess whether the department is using resources
effectively and efficiently, especially given various agency priorities for
resources. In particular, we have reported that some of DHS's components
have not developed adequate outcome-based performance measures or
comprehensive plans to monitor, assess, and independently evaluate the
effectiveness of their plans and performance. For example, in August 2005
we reported that ICE lacked outcome goals and measures for its worksite
enforcerent program and recommended that the agency set specific time
frames for developing these goals and measures. In March 2006, we
reported that USCIS had not yet established performance goals and
measures 1o assess its benefit fraud activities, and we recommended that
they do so. Further, we have also reported that many of DHS’s border-
related performance goals and measures are not fully defined or
adequately aligned with one another, and some performance targets are
not realistic. Yet, we have also recognized that DHS faces some inherent
difficulties in developing performance goals and measures to address its
unigue mission and programs, such as in developing measures for the
effectiveness of its efforts to prevent and deter terrorist attacks.

DHS Has Not Fully Applied
a Risk Management
Approach in Implementing
All Mission Areas

DHS has not fully adopted and applied a risk manageraent approach in
implementing its mission and core management functions. Risk
management has been widely supported by the President and Congress as
a management approach for homeland security, and the Secretary of
Homeland Security has made it the centerpiece of departmental policy. We
have previously reported that defining an acceptable, achievable (within

“The performance expectations we identified for DHS in this report do not represent
performance goals or measures for the department. We define performance expectations
as a composite of the responsibilities or functions, derived from legislation, homeland
security presidential directives and executive orders, DHS planning documents, and other
sources, that the department is to address in implementing efforts in its mission and
management areas.
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constrained budgets) level of risk is an imperative to address current and
future threats. Many have pointed out, as did the Gilmore and 9/11
Commissions, that the nation will never be completely safe and total
security is an unachievable goal. Within its sphere of responsibility, DHS
cannot afford to protect everything against all possible threats. As a result,
DHS must make choices about how to allocate its scarce resources to
most effectively manage risk. A risk management approach can help DHS
make decisions systematically and is consistent with the National
Strategy for Homeland Security and DHS's strategic plan, which have
called for the use of risk-based decisions to prioritize DHS's resource
investments regarding homeland security related programs,

Several DHS component agencies have taken steps toward integrating
risk-based decision making into their decision making processes. For
exarple, the Coast Guard has taken actions to mitigate vulnerabilities and
enhance maritime security. Security plans for seaports, facilities, and
vessels have been developed based on assessments that identify their
vulnerabilities. In addition, the Coast Guard used a Maritime Security Risk
Assessment Model to prioritize risk according to a combination of possible
threat, consequence, and vulnerability scenarios. Under this approach,
seaport infrastructure that was deterrained to be both a critical asset and a
likely and vulnerable target would be a high priority for funding security
enhancements. By comparison, infrastructure that was vulnerable to
attack but not as critical or infrastructure that was very critical but already
well protected would be lower in priority. In the transportation area, TSA
has incorporated risk-based decision-making into nuraber of its programs
and processes. For exarple, TSA has started to incorporate risk
management principles into securing air cargo, but has not conducted
assessments of air cargo vulnerabilities or critical assets (cargo facilities
and aircraft)—two crucial elements of a risk-based management approach
without which TSA may not be able to appropriately focus its resources on
the most critical security needs. TSA also completed an Air Cargo
Strategic Plan in November 2003 that cutlined a threat-based risk
management approach to securing the nation’s air cargo transportation
system. However, TSA’s existing tools for assessing vulnerability have not
been adapted for use in conducting air cargo assessments, nor has TSA
established a schedule for when these tools would be ready for use.

Although some DHS components have taken steps to apply risk-based
decision making in implementing their mission functions, we also found
that other components have not always utilized such an approach. DHS
has not performed comprehensive risk assessments in transportation,
critical infrastructure, and the immigration and customs systems to guide
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resource allocation decisions. For example, DHS has not fully utilized a
risk-based strategy to allocate resources among transportation sectors.
Although TSA has developed tools and processes to assess risk within and
across transportation modes, it has not fully implemented these efforts to
drive resource allocation decisions. We also recently identified concerns
about DHS's use of risk management in distributing grants to states and
localities. For fiscal years 2006 and 2007, DHS has used risk assessments
to identify urban areas that faced the greatest potential risk, and were
therefore eligible to apply for the Urban Areas Security Initiative grant,
and based the amount of awards to all eligible areas primarily on the
outcomes of the risk assessment and a new effectiveness assessment.
Starting in fiscal year 2006, DHS made several changes to the grant
allocation process, including modifying its risk assessment methodology,
and introducing an assessment of the anticipated effectiveness of
investments. DHS combined the outcomes of these two assessments to
make funding decisions. However, we found that DHS had limited
knowledge of how changes to its risk assessment methods, such as adding
asset types and using additional or different data sources, affect its risk
estimates. As a result, DHS had a limited understanding of the effects of
the judgments made in estimating risk that influenced eligibility and
allocation outcomes for fiscal year 2006. DHS leadership could make more
informed policy decisions if it were provided with alternative risk
estimates and funding allocations resulting from analyses of varying data,
judgments, and assumptions. We also reported that DHS has not applied a
risk management approach in deciding whether and how to invest in
specific capabilities for a catastrophic threat, and we recommended that it
do so.

In April 2007, DHS established the new Office of Risk Management and
Analysis to serve as the DHS Executive Agent for national-level risk
management analysis standards and metrics; develop a standardized
approach to risk; develop an approach to risk management to help DHS
leverage and integrate risk expertise across components and external
stakeholders; assess DHS risk performance to ensure programs are
measurably reducing risk; and communicating DHS risk management in a
manner that reinforces the risk-based approach. According to DHS, the
office’s activities are intended to develop a risk architecture, with
standardized methodologies for risk analysis and management, to assist in
the prioritization of risk reduction programs and to ensure that DHS
component risk programs are synchronized, integrated, and use a common
approach. Although this new office should help to coordinate risk
management planning and activities across the department, it is too early
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to tell what effect this office will have on strengthening departmentwide
risk management activities.

Information Sharing
Remains a Challenge for
DHS

The federal government, including DHS, has made progress in developing
a framework to support a more unified effort to secure the homeland,
including information sharing. However, opportunities exist to enhance
the effectiveness of information sharing among federal agencies and with
state and local governments and private sector entities, As we reported in
August 2003, efforts to iraprove intelligence and information sharing
needed to be strengthened. In 2005, we designated information sharing for
homeland security as high-risk. We recently reported that the nation still
lacked an implemented set of governmentwide policies and processes for
sharing terrorism information, but has issued a strategy on how it will put
in place the overall framework, policies, and architecture for sharing with
all critical partners—actions that we and others have recommended. The
Intelligence Reform and Terrorism Prevention Act of 2004 required that
the President create an “information sharing environment” to facilitate the
sharing of terrorism information, yet this environmernt remains in the
planning stage. An implementation plan for the environment, which was
released on November 16, 2006, defines key tasks and milestones for
developing the information sharing environment, including identifying
barriers and ways to resolve them, as we recommended. We noted that
completing the information sharing environment is a complex task that
will take multiple years and long-term administration and congressional
support and oversight, and will pose cultural, operational, and technical
challenges that will require a collaborated response.

DHS has taken some steps to implement its information sharing
responsibilities. For example, DHS implemented a system to share
homeland security information. States and localities are also creating their
own information “fusion” centers, some with DHS support. DHS has
further implemented a program to protect sensitive information the
private sector provides it on security at critical infrastructure assets, such
as nuclear and chemical facilities. However, the DHS IG found that users
of the information system were confused with it and as a result did not
regularly use it; and DHS had not secured of the private sector’s trust that
the agency could adequately protect and effectively use the information
that sector provided. These challenges will require longer-term actions to
resolve. Our past work in the information sharing and warning areas has
highlighted a number of other challenges that need to be addressed. These
challenges include developing productive information sharing
relationshi